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Introduction

This document provides new security key issue about security for trust anchor information.
---------------------- Start of change 1-------------------------------------------

2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf)
[i.2]
oneM2M TS-0002: "Requirements".

[i.3]
oneM2M TS-0001: "Functional Architecture"
[i.4]
oneM2M TS-0011: "Common Terminology".

[i.5]
ITU-T X.1362: "Simple encryption procedure for Internet of Things (IoT) environments".
[i.6]
IETF RFC 5246: “The Transport Layer Security (TLS) Protocol Version 1.2”.
[i.7]
ISO/IEC 29192:2012 “Lightweight cryptography”.
[i.8]
PRESERVE: “V2X Security Architecture v2”.
 [i.9]
3GPP TR 33.885: “Study on security aspects for LTE support of Vehicle-to-Everything (V2X) services”.

[i.10]
3GPP TS 33.185: “Security aspect for LTE support of Vehicle-to-Everything (V2X) services”.

[i.11]
EVITA: “Secure on-board architecture specification”.
[i.12]
EVITA: “Secure on-board protocols specification”.
[i.a]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
-----------------------End of Change 1 ---------------------------------------------

---------------------- Start of change 2-------------------------------------------

9.4.X
Security for trust anchor information
In almost all of the use cases described in clause 6, it is necessary to authenticate between an infrastructure node and a vehicle before a service starts. In vehicle domain, there are many use cases that impact safety (particularly use cases at clause 6.2, 6.8 and 6.11), so that a trusted credential should be used for authentication. In addition to authentication, some data such as ECU software/middleware/firmware (clause 6.11) also impact the in-vehicle system, so the data shoud be verified for integrity using a trusted credential. To satifsy these requirements, the trust anchor information could be used for authentication and verification of integrity of the data. The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure [i.a]. The trust anchor information is sensitive data so the information should be stored on secure and tamper resistant storage.
-----------------------End of Change 2 ---------------------------------------------
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