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Introduction

This document provides new security key issue about security for credential.


















---------------------- Start of change 1-------------------------------------------

9.4.X
Security for credential
In almost all of the use cases described in clause 6, it is necessary to authenticate between entities before a service starts. In vehicle domain, there are many use cases that impact safety (particularly use cases at clause 6.2, 6.8 and 6.11), so that a trusted credential should be used for authentication. Figure 9.4.x.1 shows examples of authentication between infrastructure node and communication module. If a credential in communication module is compromised, malicious node can connect with communication module. After establishment of connection, malicious node may be able to receive vehicle information such as version of installed software and may be able to send malicious message. 
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Figure 9.4.x.1 Example of authentication between infrastructure node and communication module
Figure 9.4.x.2 shows an example of authentication between gateway and ECU. A credential is used for authentication between gateway and ECU. If the credential in gateway or ECU is compromised, unauthorized ECU can be installed.
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Figure 9.4.x.2 Example of authentication between Gateway and ECU

In addition to authentication, some data such as ECU software/middleware/firmware also impact the in-vehicle system, so the data shoud be verified for integrity using a trusted credential. Figure 9.4.x.3 shows an example of integrity check of software/middleware/firmware on gateway. If boot symmetric key and boot digest are compromised, unauthorized software/middleware/firmware can be installed.
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Figure 9.4.x.3 Example of integrity check of software/middleware/firmware on gateway

Figure 9.4.x.4 shows an example of verification of ECU integrity. ECU creates digests of software/middleware/firmware and digital signatures of each digests using ECU private key, then ECU send the digests and signatures to gateway. Gateway verifies the digital signatures using ECU public key. If ECU private key is compromised, unauthorized ECU can be installed.
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Figure 9.4.x.4 Example of verification of ECU integrity
To protect the credentials from compromising and tampering, it is important to store the credentials in tamper resistant storage and protect cryptographic operation from side channel attack.
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