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Introduction

This document provides new security solution related to key issue 4: Security in clause 9.4. 
---------------------- Start of change 1-------------------------------------------

2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf)
[i.2]
oneM2M TS-0002: "Requirements".

[i.3]
oneM2M TS-0001: "Functional Architecture"
[i.4]
oneM2M TS-0011: "Common Terminology".

[i.5]
ITU-T X.1362: "Simple encryption procedure for Internet of Things (IoT) environments".
[i.6]
IETF RFC 5246: “The Transport Layer Security (TLS) Protocol Version 1.2”.
[i.7]
ISO/IEC 29192:2012 “Lightweight cryptography”.
[i.8]
PRESERVE: “V2X Security Architecture v2”.
 [i.9]
3GPP TR 33.885: “Study on security aspects for LTE support of Vehicle-to-Everything (V2X) services”.

[i.10]
3GPP TS 33.185: “Security aspect for LTE support of Vehicle-to-Everything (V2X) services”.

[i.11]
EVITA: “Secure on-board architecture specification”.
[i.12]
EVITA: “Secure on-board protocols specification”.
[i.a] 
Trusted Computing Group: “TCG TPM 2.0 Automotive Thin Profile”

[i.b]
oneM2M TS-0003: “Security Solutions”

[i.c]
GSMA: “SGP.01 - Embedded SIM Remote Provisioning Architecture”
-----------------------End of Change 1 ---------------------------------------------

---------------------- Start of change 2-------------------------------------------

10.X
Solution X: Hardware Secure Element
10.X.1
Solution Description
In some use case, credentials are critical to the authentication between entities and the verification of integrity. If the credential is compromised or tampered with, the result of authentication or verification of integrity is not reliable. Therefore, the credential should be stored in tamper resistance storage and protect cryptographic operation from side channel attack . The following hardware secure elements provide tamper resistance and the highest protection level 3 which is defined at clause 6.3.1 in TS-0003, and could be suitable for protection of the credentials.
· Trusted Platform Module (TPM)
Trusted Computing Group (TCG) defined the specification of TPM for vehicle domain [i.a].
· EVITA-Hardware Security Module (HSM) implemented in tamper-resistant hardware
EVITA defined the specifications of EVITA-Full-HSM, EVITA-Medium-HSM, EVITA-Light-HSM [i.11].
· Universal Integrated Circuit Card (UICC), embedded Universal Integrated Circuit Card (eUICC)
Usage of UICC is described in TS-0003 Annex.D[i.b]. GSMA defined the specification of eUICC [i.c].
· Other secure elements supporting basic cryptographic services as specified in TS-0003 Annex L [i.b]
TS-0003 annex L [i.b] specifies a set of cryptographic services.to be supported on tamper-resistant IoT secure elements.
10.X.2
Solution Applicability

This solution applies to Key Issue 4.
-----------------------End of Change 2 ---------------------------------------------
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