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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separate “mirror CR” should be posted at the same time of this CR
Mirror CR: applies only when the text, including clause numbering are exactly the same.

Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
Contribution ARC-2017-0248R01/0249R01 introduces the term “Security Principal” into TS-0001. This term has been defined previously into TS-0003. When ARC-2017-0248R01/0249R01 was agreed in the ARC/PRO/SEC,  it was suggested to include the definition of “Security Principal” into TS-0011.
-----------------------Start of change 1-------------------------------------------
3.20
S

Secure [i.12]: not vulnerable to most attacks, are able to tolerate many of the attacks that they are vulnerable to, and that can recover quickly with a minimum of damage from the few attacks that successfully exploit their vulnerabilities

Security [i.5]: system condition that results from the establishment and maintenance of measures to protect the system

Security Association: set of shared security attributes necessary to perform secure communication between two entities (CSEs and/or AEs) which have performed Mutual Authentication. 

NOTE:
The security attributes include a description of the algorithms to be applied, and derived keys which are applied for the lifetime of the security association. 

Security Association Establishment: procedure for establishing a Security Association between two entities (CSEs and/or AEs)

Security Pre-Provisioning: process of providing a credential into a secure environment of the Node prior to device deployment, e.g. during manufacturing
(oneM2M) Security Principal: CSE or AE or Node or M2M Device which can be authenticated

NOTE: 
When the Security Principal is a Node or M2M Device, then the Node or M2M Device is acting on behalf of the CSE and/or AE executing on the Node or M2M Device.
Security Provisioning: process of configuring a credential into a secure environment of a Node to enable access to a service provided by a target entity, such as communication services or M2M Services

NOTE:
This involves putting in the device and target entity the security Credentials that will be used for Mutual Authentication.

Sensing and Actuation (S&A) Equipment: equipment that provides functionality for sensing and/or influencing the physical environment by interacting with one or more M2M Application Services

NOTE:
Sensing and Actuation Equipment can interact with the oneM2M System, however does not host an M2M Application. The specification of S&A Equipment is not considered in the current oneM2M specifications. S&A Equipment may, but does not need to, be co-located with an M2M Device.
Sensitive Data: classification of stakeholder's data that is likely to cause its owner some adverse impact if either:

· It becomes known to others when not intended.

· It is modified without consent of the affected stakeholder.

M2M Service: consists of one or more M2M Application Services and one or more M2M Common Services

M2M Service Administrative State of a M2M Device: indicates whether the M2M Service is enabled by the M2M Service Provider to be run for this device

M2M Service Infrastructure: physical equipment (e.g. a set of physical servers) that provides management of data and coordination capabilities for the M2M Service Provider and communicates with M2M Devices
NOTE:
An M2M Service Infrastructure may communicate with other M2M Service Infrastructures. An M2M Service Infrastructure contains a CSE. It can also contain M2M applications.
M2M Service Operational Status of a M2M Device: indicates whether the M2M Service is currently running for this device

M2M Service Provider: entity (e.g. a company) that provides M2M Common Services to a M2M Application Service Provider or to the User

M2M Service Subscriber: one of the M2M Stakeholders that subscribes to M2M Service(s)
M2M Service Subscription: agreement between a provider and a subscriber for consumption of M2M Services for a period of time
NOTE:
An M2M Service Subscription is typically a commercial agreement.
M2M Session: service layer communication relationship between endpoints managed via M2M Common Services consisting of session authentication, connection establishment/termination, transmission of information and establishment/termination of Underlying Network services
M2M Solution: set of deployed systems satisfying all of the following criteria:

1) it satisfies the end-to-end M2M communication requirements of particular Users; and

2) some part of the M2M Solution is realized by including services compliant to oneM2M specifications.

M2M Stakeholder: entities who facilitate and/or participate in the legitimate operation of the oneM2M system
NOTE:
Examples of stakeholders, in alphabetical order, are:

· M2M Application Service Provider;

· Manufacturer of M2M Devices and/or M2M Gateways;

· Manufacturer of oneM2M system and its components;

· M2M Device/Gateway Management entities;

· M2M Service Provider; Network Operator;

· User/Consumer of the M2M solution;

· etc.

Static Device/Gateway Context: static metrics, which may impact the M2M operations of M2M Devices/Gateways
-----------------------End of change 1---------------------------------------------
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