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6.x
Vehicle Remote Control using External Platform
6.x.1
Description

Vehicle remote control is a function or service to access the vehicle for its control or necessary information. Vehicle remote control services are currently used with a wide range of functions from ignition to destination setting in navigation platform.

In general, a vehicle is equipped with a telematics unit which has a modem for the connection of telematics services. Protocols of telematics communications can be consisted of various forms, such as TCP and HTTP.. With respect to security and financial reasons, telematics communication tends to be highly secure and only remain short period of time. 
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Figure 6.XX.1: Generic Diagram of Telematics System for Vehicle Remote Control 
In figure 6.XX.1, the external platform conducts vehicle remote control by accessing to telematics server to control vehicles. Note that the external platform can be forms of application, server, or other vehicle platform.
In recent days, Artificial Intelligence (AI) is widely popular in information technology industry and various studies focus on in-depth about the integration of AI to nodes including vehicles. External platform with AI has potentials for object management in a sophisticated manner. However, it has issues including security.

For instance, if the platform is granted to access vehicle ignition or auto-driving mode, it may control ignition and drive on the highway under no driver presence without any intention of the driver. To prevent this kind of cases, the level of authorization must be established based on the security level of vehicle functions.

In order to determine the level of authorization, vehicle functions have to be categorized by following criteria;

i) Autonomous capability and notification requirement, 
ii) Visual activity and self-damage possibility, 
iii) Vehicle component access (e.g. fuel information, Engine, transmission, and accelerator). 
Autonomous capability and notification requirement is a credential to review the capabilities and seriousness of vehicle functions. If they are capable of operating on its own with risk-free, it can be in a pool of authorization granted. Visual activities and self-damage possibilities are looking in the aspects of whether or not the operation of vehicle functions is visible and harmful to surrounding environments.  Vehicle component access is a direct access right of the vehicle and it is the most critical in authorization perspective, because of that hacker or unexpected outsider can access and control vehicle for any damage and casualty.

Based on three criteria, the authorization level can be categorized as follows.

1). Required Authorization (Level 1)

· No autonomous. Required approvals in every step

· Visual activities, Self-damage 

· Vehicle access  including engine and transmission (e.g. engine ignition, air-conditioning, Autonomous Parking)
2). Partially Authorized (Level 2)

· Partial autonomous. At least should be approved by users

· Visual activities, No self-damage

· Vehicle access  excluding engine and transmission (e.g. light, horn & light, door lock, Electricity charging) 
3). Fully Authorized (Level 3)

· Fully autonomous. No requirement for user notification
· No visual activities, No self-damage

· Information access and transfer only(e.g. fuel gauge, Navigation Location, Over-The-Air update) 
Each component is granted to one of three levels and it can set their authorization level up to the granted level. For instance, if the navigation information is granted to level 3, it can set its authorization level 1, 2, or 3. However, if the electric charging is granted to level 2, it can only set its level 1 and 2, but not 3.
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Figure 6.XX.2: Example of Vehicle Remote Control for External Platform with AI Unit

Figure 6.xx.2 is an example of vehicle remote control that the driver checks the fuel gauge of the vehicle using external platform. In this scene, AI speaker is a form of voice interface between driver and the platform. Assuming the fuel gauge information is with level 3, the vehicle and the platform communicates each other to transfer fuel gauge information. At final, the platform informs the driver with current fuel status of the vehicle.

6.x.2
Source 

REQ-2018-00XX- Use case- Vehicle Remote Control using External Platform
6.x.3
Actors

· Vehicle
Vehicle is a nomadic object monitored by M2M System node through telematics server. It is equipped with a telematics unit as a form of modem hardware. (E.g. 3G, LTE modem).

· External Platform 
External platform contains the capabilities to control vehicle and access its information. It can be a form of device or server. Also, it can include an intelligence unit, such as artificial intelligence module linked to a smart speaker.

· Telematics Server
Telematics server is connected to a telematics unit in a vehicle for external communication. It also manages traffic and security controls of a telematics system
· M2M Service Platform
In charge of providing common functionalities for the M2M services. 
6.x.4
Pre-conditions

· Vehicle must contain telematics unit for network communication.
· Telematics server and external platform must complete authentication process for integration with high security.
· Vehicle command must contain control parameters and values for accurate control of the vehicle.

· External platform must be linked to the device as an interface for owner’s command and response.

· External platform may contain AI units for autonomous control and access.
 6.x.5
Triggers

· None.
6.x.6
Normal Flow
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Figure 6.XX.3: Normal Flow – Vehicle Remote Control using External Platform
1). An owner requests an authentication process to a telematics server by sending Identification and password.

2). Telematics server sends a response with other request for authorization approval to external platform.

3). External platform processes the authorization and requests to telematics server for access token issue.

4). Telematics server issues an access token to external platform.

5). External platform sends an owner for authentication response completion.

6). Owner sends voice command for vehicle control.

7). External platform processes the voice command and sends a request of vehicle control to the telematics server. In some cases, handshaking process may be required.

8). Telematics server sends a control command to the vehicle for command execution.

9). Once the command is completed, the vehicle replies to the external platform for command result with error code.

10). External platform sends a response to the owner for the result of the command. Before that, the platform may send a request to M2M Service Platform  for verification or validation in few cases.
6.x.7
Alternative Flow 

None
6.x.8
Post-conditions

Nonem
6.x.9
High Level Illustration
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Figure 6.XX.5: High Level Illustration – Vehicle Remote Control using External Platform
6.x.10
Potential requirements

1) 
2) 
3) 1) The oneM2M System shall support the management and configuration of authorization level setting for node remote control based on the node functional description .

   2) The oneM2M System shall enable machanisms to expose  node policies regarding access and communication  for node security and safety.
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