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Introduction

This contribution proposes to add the use case illustrates that oneM2M system can support not just a central related database such as MySQL but also distributed databases such as distributed ledger used in blockchain. With this support, IoT applications can select data to be stored in a distributed ledger if the data is required integrity. 

---------------------- Start of change 1 -------------------------------------------

6.x
Distributed Blockchain Database Use Case 
6.x.1
Description

The Distributed Blockchain Database use case aims at providing  data creation and retrieving using a blockchain based database. On this use case, we use supply chain system in which we have  three main participant: farmer, transporter and seller. The farmer wants to store in a secure place the data related to his production items (cheese for instance) that he is providing to the seller through the transporter. Thus,  the seller and the  consumer can be  guaranted on the state of the item. To achieve this, there should be a consensus from the entities participating in the supply chain to store/ modify the data in order to ensure the integrity of the stored data. Therefore,  blockchain database can be used adopted as a promising alternative.
6.x.2
Source 

REQ-2018-0076-Discussion_Distributed_Blockchain_Database_Use_case
6.x.3
Actors

· Blockchain Peers (Sensors): This actor collects the data through the sensors (the temperature of cheese), and upload the data to  the blockchain database by making blockchain transactions. 
· Application-1: Application-1 is one of the blockchain peers. Each Application parses the blockchain transaction generated by the peer in charge, and converts it to oneM2M format request containing the peer’s information like AE-ID. After that, Application-1  sends a  oneM2M resource creation request to oneM2M Platform. For the data to be stored in blockchain, Application-1 indicates with an optional attribute on the oneM2M request.
· oneM2M Platform: oneM2M Platforml receives a request from Application-1 and check the inclusion of the indication for blockchain with an optional attribute. After internal processing, oneM2M Platform stores the data on blockchain by making blockchain transaction.
· Application-2: Application-2 is consumer who wants to get the uploaded data. In this example, the data is stored on a  blockchain database, therefore Application-2 can retrieve the data whose integrity is guaranteed.
6.x.4
Pre-conditions

· Private blockchain network should be provided to use cases participator.
· Entities on the blockchain  network can create and retrieve transaction using API given by blockchain peer.
6.x.5
Triggers

· Participants enrolled in private blockchain network can share and manage the data.
· A  participator’s sensor can collect the data and share it through blockchain transaction.
6.x.6
Normal Flow
Figure 6.x.6-1 illusrates the high-level flows of distributed blockchain database use case, 
which consists of the following steps:
· Step 001: Data are generated by sensor and forwarded to AE-1 by blockchain peer 
· Step 002: AE-1 parse blockchain transaction and make to oneM2M resource creation request

       including sensor information like AE-ID
· Step 003: AE-1 requests resource creation to CSE with ‘bc’ optional attribute
· ‘bc’ optional attribute : It means the resource would be stored in distributed blockchain database.
· Step 004: CSE creates blockchain transaction containing oneM2M resource information

        and the resource would be stored in blockchain
· Step 005: AE-2 requests resource retrieving to CSE
· Step 006: CSE check ‘bc’ optional attribute, after that, retrieve data from blockchain peer
· Step 007: Blockchain peer returns data with guaranteed integrity
· Step 008: CSE compare data between internal data and blockchain data
· If there are difference of them, CSE can warn to service manager.
· This step will consume computational power and time. If system can not sufficiant computational power, 
this step can be ommited. Then CSE will return the data from blockchain.
· Step 009: AE-2 get data integrity guaranteed
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Figure 6.x.6-1: Normal Flow – Distributed Blockchain Database Usage
6.x.7
Alternative Flow 

None
6.x.8
Post-conditions

None
6.x.9
High Level Illustration
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Figure 6.x.9-1 High Level Illustration – Distributed Blockchain Database Use Case
6.x.10
Potential requirements

1) REQ1: oneM2M System shall be able to use multiple databases (e.g., relational database, distributed databases and distributed ledger) to be selected by oneM2M Applications
2) REQ2: oneM2M System shall be able to use blockchain APIs to create and retrieve data from blockchain
-----------------------End of Change 1 ---------------------------------------------
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