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Rationale: 
In a last Beijing TP meeting, it was suggested to start pre-discussion via email on potential work items between TP#2 and TP#3. This contribution summarizes discussed proposal for the security work items.
E-mail discussion summary: 
Discussions were related to the following work items topics:
1. Work Items to assist current progress of WG1 and WG2  to create security related requirements and architecture inputs

2. Work Item on security solutions for oneM2M 

3. Work Item to create technical specification for security features and mechanisms 

Work Items to assist current progress of WG1 and WG2

Two WIDs were proposed:

· Security WI to assist progress of REQ WG on the Requirements TS and the Vocabulary, Roles and focus areas TR

· Security WI to contribute security expertise to the ARC WG, in the context of the TR on analysis of the architectures contributed by the partner SDOs.

The aim of the proposed WID is to formalize that SEC WG4 may coordinate security inputs to the TRs and TSs owned by WG1 or WG2, and contribute its agreed outputs as WG4. Discussion and comments were raised on alignment of scope descriptions and targeted outputs with the current WG1 and 2 WI focus. There was no objection to the proposed WIDs and clarification on the working procedures with WG1 and 2 are to be clarified.
Both proposed WIDs got at least 4 supporting companies required to go for approval. 
Proposed Way Forward:

· Clarify working procedure with WG1 and 2

· Agree on the proposed WIDs to be submitted for TP approval
Work Item on security solutions for oneM2M
Work Item proposes to create the security TR to evaluate existing security and privacy mechanisms to provide guidelines and solutions on their use, include including verticals needs for oneM2M. Discussions related to this WI were on:
· Discovering security capabilities of the underlying network. Initial description example and discussion were initiated. It was commented that this feature should be discussed jointly with WG2 as the feature is not only related to the security, e.g.: discovery, selection and decision components has to be discussed further as large part of architectural issue. It is expected form proponent to provide input presentation on the need and what is expected to be covered by service layer.
· For the vertical needs, it was commented that the WI can be addressed through vertical specific use case description that dive into the security issues for vertical. The objectives and principle are suggested for the WI framework in order to focus on existing set of security solutions that should influence what oneM2M specifies.  Lack of commitments from verticals to support this WI was pointed out. Ther is aneed Need to clarify further whether verticals needs are to be considered now or at later stage.

Potential TR outputs may benefit to the specifications of the architecture and requirement WG1 and 2 for the security related features.
Proposed Way Forward:

· Scope objectives and principles to be discussed further and if agreed by the group to be submitted for TP approval
· Discuss the proposal on discovering security capabilities of the underlying network with WG2 and identify next steps to be covered by WG2 and WG4.

· Consider possible merging with the scope of proposed WIDs to assist current progress of WG1 and WG2 in case TR output is decided for these WIDs .

Work Item to create technical specification for security features and mechanisms 

It was proposed to create security TS on security features and mechanisms that will address the security requirements. The defined security features and mechanisms will form security architecture. It is commented that the security function need to be part of overall architecture discussion and the motivation for separate security TS were questioned. Clarification was that the Architecture’s TS will describe security functional component including the security features while the Security’s TS will describe security mechanisms that may be used to implement these features. In any case the security TS will be complement document to the overall architecture document.
Additional question raised the need that a set of requirements as well as architecture should be established first to know what the security features are needed for Rel.1. It was commented that proper identification of the work has to be done on existing WI and new specific security related WI would help to boost the progresses on the security components. Also some preparation work could start security aspects identified by the security ToR on authentication, encryption, integrity protection and credentials management expected to be covered as minimum for Rel.1
Proposed Way Forward:

· Scope and targeted output (TR or TS) to be discussed further. 
Conclusion
The following needs to be decided in WG4 and joint session held with WG4:

With WG1/2 or/and TP:

· Decide on working procedure with WG1 and WG2 on the WIDs proposal to assist these groups on security related part of their work items.
With WG2:

· Discuss the proposal on discovering security capabilities of the underlying network with WG2 and identify next steps to be covered by WG2 and WG4.
In WG4: 
· Agree on the proposed WIDs to assitst WG1 and 2 on security related part for TP approval

· Scope objectives and principles to be discussed further for the WI on security solutions for oneM2M. If agreed by the group to be submitted for TP approval

· Discuss the structure of work on security in WG4 and derive security work program:
· Type and scope of deliverables 

· Security Objectives and Principles 

· Security features and mechanisms 

[image: image1.jpg]







































© 2013 oneM2M Partners

Page 4 (of 4)



[image: image2.png]