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1. Introduction 

1.1 CCSA high level M2M architecture
CCSA high level M2M architecture is shown in Figure 1. This M2M architecture is comprised of 3 layers.
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Figure 1: CCSA high level M2M architecture

The bottom of the architecture is the sensor layer that includes M2M devices, local sensor network and M2M gateways. There are two ways for a M2M device to connect to the M2M platform or M2M applications. One is a device directly connect to the communication network and then reach to the M2M platform or M2M applications. The other is a device connects to the communication network via a gateway. 

The middle of the architecture is the network/business layer that includes core network and M2M applications support platform. The network includes the access network and the core network. They provide the connection between M2M terminals (M2M devices and M2M gateways) and M2M platform or M2M applications. 

M2M applications support platform provides routing, authentication, authorization, QoS management, billing, terminal management, registration, data management, business logic, network management and so on. The M2M platform provides unified interfaces for application layer and sensor layer respectively.

The top of the architecture is the M2M application layer that interacts with the M2M platform through standard interface to enquiry and process the data of M2M devices or control and manage M2M devices.

1.2 Security Threats and requirements
The security threats and requirements from the CCSA specifications are shown as follows.
	Type
	Security Threats
	Security Requirements

	End nodes 

(device and gateway)
	· Unauthorized reading or modifying information

· Physically capturing or logically attacking that causes the devices’ unavailability
· Impersonation attacks

· Threats of malicious code, virus and junk data
· Privacy-related information leak
	· Physical security

· SIM card security
· Anti-virus and firewall
· Access control
· Authentication
· Non-repudiation

· Confidentiality

· Integrity

· Availability

· Privacy

	Sensor network
	· Threats of data transmission, such as Interruption, interception, tampering, forgery and replay

· Deny of Service (DoS)

· Routing attacks
	· Confidentiality

· Data source authentication
· Device authentication
· Integrity

· Availability

· Timeliness

	Core network
	· Privacy-related information leak

· Threats of data transmission

· Huge amount of equipment connectivity issues, such as DoS, Key-based authentication
· Issues of network merge between sensor network and core network, e.g. man-in-the-middle attacks or Forged network messages
	· Security level of M2M network is no lower than the security level of normal network
· Confidentiality

· Integrity

· Privacy
· Group authentication

· Supporting multiple-authentication mechanism
· General key requirement, such as key sharing mechanism

	Platform
	· Privacy-related threats
· Business abuse

· Impersonation attack
· Eavesdropping and tampering

· Deny what have been done
· Replay attack
· DoS attack
	· Authentication and authorization
· Business authentication
· Group authentication
· Privacy protection
· Confidentiality

· Integrity

· Key security
· Non-repudiation

· Anti-replay

	Application
	Closely related with the application, do not discuss in present document
	Closely related with the application, do not discuss in present document

	Maintenance and management
	· Remote configuration and software update

· Impersonation attack

· Threats to security management
	· Security protection for remote configuration and software update

· Only authorized software can be downloaded and installed in end nodes

· Only authorized users can submit modification requirements to end nodes

· Providing unified security management platform

	Security issues between layers
	· Sensitive information cannot be protected on borders

· Identity of application layer cannot be authenticated in network layer.

· Sensitive information spreads and leaks in another layer.
	· Ensuring data confidentiality and integrity when they are transferred between layers.

· Entities in application layer accesses network layer shall do the authentication and authorization.

· Ensuring layer sensitive information cannot be spread to other layers.


2. Proposal
The M2M security principles from CCSA are as follows:
· Security level provided in M2M system is not lower than the security level provided in normal network
· Physical security shall be provided for protecting sensitive information in end nodes.

· Data confidentiality and integrity shall be provided both in transmission and storage.

· Authentication and authorization shall be provided in all layers.

· Privacy protection shall be considered in all layers.

3.  Reference
· “General Technical Requirements of M2M Service”

· “Technical Requirements of M2M Service Communication Protocol”

· “Security Requirements of Internet of Things”

· “Security technology of converging wireless sensor networks and mobile communication network”

· “Secure technology requirements for protocols of the perception lay of IOT”

· “Baseline for classified protection of IOT’s information system”

· “Terminal embedded operating system security requirements of the IOT”
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