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1
Network Threats
1.1
Eaves Dropping/Man in the Middle Attack
1.1.1
Description

	Threat ID
	1

	Overview
	Eaves Dropping/Man In the Middle Attack

	Issue
	Keys and other sensitive Information can be discovered by eavesdropping on messages at the transport layer

	Description
	The primary difficulty lies in monitoring the proper network’s traffic while users are accessing the vulnerable site.
Detecting basic flaws is easy. Just observe the site’s network traffic. More subtle flaws require inspecting the design of the application and the server configuration. The attack exploits lack of security protection while data is in transit, or vulnerabilities in the protocol that was chosen to protect the communication pipe

	Impacted Use Cases
	X

	Affected Security domain
	 Inter Common Services domain security
Underlying Network security

	Architecture impact
	X Interface

Y Interface

Z Interface


1.1.2
Countermeasures

	Threat ID
	1

	

	Solution option 1
	Secure Communications Link with modern cryptographic algorithms

	Applicable Security domain
	Inter Common Services domain security
Underlying Network security

	Advantages
	X

	Disadvantages
	X

	


1.2
Replay Attacks

1.2.1
Description

	Threat ID
	2

	Overview
	Replay Attacks

	Issue
	This type of attack exploits lack of security protection while data is in transit, or vulnerabilities in the protocol that was chosen to protect the communication pipe

	Description
	

	Impacted Use Cases
	X

	Affected Security domain
	Inter Common Services domain security
Underlying Network security

	Architecture impact
	X Interface
Y Interface

X Interface


1.2.2
Countermeasures

	Threat ID
	2

	

	Solution option 1
	Secure Communications Link with modern cryptographic algorithms

	Applicable Security domain
	Inter Common Services domain security
Underlying Network security

	Advantages
	X

	Disadvantages
	X

	


2
User Data Threats

2.1
Transfer of keys via independent security element

2.1.1
Description

	Threat ID
	3

	Overview
	Transfer of keys via independent security element

	Issue
	The attack is carried out by an attacker who gains unauthorized possession of a set of viable keys and credentials by removing them from a legitimate M2M device.

	Description
	The attack is carried out by an attacker who gains unauthorized possession of a set of viable keys and credentials by removing them from a legitimate M2M device. The attacker will then use the element in different, possibly unauthorized devices. The devices may attach to a network and consume non M2M network services, in which the charge will be passed to a legitimate M2M user. Additionally, a denial of service to the legitimate user may occur when the unauthorized device is online, the unauthorized device may use legitimate M2M services, though the cost is passed on to the legitimate user

	Impacted Use Cases
	X

	Affected Security domain
	Intra Common Services domain security

Inter Common Services domain security

	Architecture impact
	X Interface

Y  Interface


2.1.2
Countermeasures

	Threat ID
	3

	

	Solution option 1
	Sensitive Data needs to be bound to the device itself

	Applicable Security domain
	Intra Common Services domain security
Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X

	


2.2
Buffer Overflows
2.2.1
Description

	Threat ID
	4

	Overview
	Buffer Overflows

	Issue
	This type of attack is present when the use of non-type safe API’s are exposed.

	Description
	Buffers of data + ‘N’ are passed through an API where it is known that the API is designed to have length constraints. The N bytes overflow into an area that was being utilized by other storage (heap overflow) or precipitates the return address to be corrupt (stack overflow). Stack overflows are indicated by the return code jumping to a random location, and as a consequence, incorrect code is executed and may  change local data (rights of code or a file)

	Impacted Use Cases
	X

	Affected Security domain
	Application domain security
Intra Common Services domain security
Inter Common Services domain security 

	Architecture impact
	X Interface
Y Interface


3.2.2
Countermeasures

	Threat ID
	4

	

	Solution option 1
	Implement secure coding practices that enforce rigorous input data validation in system and services, database applications, and web services

	Applicable Security domain
	Application domain security
Intra Common Services domain security
Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X

	


3
Applications Threats

3.1
Injection
3.1.1
Description

	Threat ID
	5

	Overview
	Injection

	Issue
	Send inappropriate queries to the application-level server that will exploit vulnerabilities of the query interpreter in order to gain un-authorized access.

	Description
	Attacker sends simple text-based attacks that exploit the syntax of the targeted interpreter. Almost any source of data can be an injection vector, including internal sources. Injection flaws occur when an application sends untrusted data to an interpreter. Injection flaws are very prevalent, particularly in legacy code, often found in SQL queries, LDAP queries, XPath queries, OS commands, program arguments, etc. Injection flaws are easy to discover when examining code, but more difficult via testing

	Impacted Use Cases
	X

	Affected Security domain
	Application domain security,
Inter Common Services domain security

	Architecture impact
	CSE

X Interface
Y Interface


3.1.2
Countermeasures

	Threat ID
	5

	

	Solution option 1
	Preventing injection requires keeping un-trusted data separate from commands and queries.

If a parameterized API is not available, you should carefully escape special characters using the specific escape syntax for that interpreter

	Applicable Security domain
	Application domain security,

Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X

	


3.2
Session Management and Broken Authentication
3.2.1
Description

	Threat ID
	6

	Overview
	Session Management and Broken Authentication

	Issue
	Custom session and authentication  schemes frequently have flaws in areas such as logout, password management, timeouts, remember me, secret question, account update

	Description
	Consider anonymous external attackers, as well as users with their own accounts, who may attempt to steal accounts from others. Also consider insiders wanting to disguise their actions. Exploitation spoof this type is of average difficulty, Attacker uses leaks or flaws in the authentication or session management functions (e.g., exposed accounts, passwords, session IDs) to impersonate users. Developers frequently build custom authentication and session management schemes, but building these correctly is hard. As a result, these custom schemes frequently have flaws in areas such as logout, password management, timeouts, remember me, secret question, account update, etc. Finding such flaws can sometimes be difficult, as each implementation is unique.

	Impacted Use Cases
	X

	Affected Security domain
	Application domain security
Inter Common Services domain security

	Architecture impact
	CSE

X Interface

Y Interface


3.2.2
Countermeasures

	Threat ID
	6

	

	Solution option 1
	Put in place encryption and/or strong session management security controls.

Implement secure coding practices that enforce rigorous input data validation in system and services, database applications, and web services

	Applicable Security domain
	Application domain security
Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X

	


3.3
Security Misconfiguration

3.3.1
Description

	Threat ID
	7

	Overview
	Security Misconfiguration

	Issue
	 Attacker accesses default accounts, unused pages, un-patched flaws, unprotected files and directories, etc. to gain unauthorized access to or knowledge of the system.

	Description
	Consider anonymous external attackers as well as users with their own accounts that may attempt to compromise the system. Also consider insiders wanting to disguise their actions. Easy to exploit, Attacker accesses default accounts, unused pages, un-patched flaws, unprotected files and directories, etc. to gain unauthorized access to or knowledge of the system.

	Impacted Use Cases
	X

	Affected Security domain
	Application domain security, 
Intra Common Services domain security, 
Inter Common Services domain security
 Underlying Network security

	Architecture impact
	CSE
X Interface

Y Interface

X Interface


3.3.2
Countermeasures

	Threat ID
	7

	

	Solution option 1
	A strong application architecture that provides good separation and security between components.

	Applicable Security domain
	Application domain security, 

Intra Common Services domain security, 

Inter Common Services domain security
 Underlying Network security

	Advantages
	X

	Disadvantages
	X

	


3.4
Insecure Cryptographic Storage

3.4.1
Description

	Threat ID
	7

	Overview
	Insecure Cryptographic Storage

	Issue
	The most common flaw in this area is simply not encrypting data that deserves encryption.

	Description
	Attackers typically don’t break the cryptography. They break something else, such as find keys, get cleartext copies of data, or access data via channels that automatically decrypt. The most common flaw in this area is simply not encrypting data that deserves encryption. When encryption is employed, unsafe key generation and storage, not rotating keys, and weak algorithm usage is common. Use of weak or unsalted hashes to protect passwords is also common. External attackers have difficulty detecting such flaws due to limited access. They usually must exploit something else first to gain the needed access.

	Impacted Use Cases
	X

	Affected Security domain
	Intra Common Services domain security
 Inter Common Services domain security

	Architecture impact
	CSE


3.4.2
Countermeasures

	Threat ID
	7

	

	Solution option 1
	Ensure appropriate strong standard algorithms and strong keys are used, and key management is in place.

	Applicable Security domain
	Intra Common Services domain security
Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X

	


3.5
Invalid Input Data

3.5.1
Description

	Threat ID
	8

	Overview
	Invalid Input Data

	Issue
	Input data validation is used to ensure that the content provided to an application does not grant an attacker access to unintended functionality or privilege escalation

	Description
	Attackers can inject specific exploits, including buffer overflows, SQL injection attacks, and XSS code to gain control over vulnerable machines. An attacker may be able to impose a DoS, bypass authentication, access unintended functionality, execute remote code, steal data and escalate privileges. While some input validation vulnerabilities may not allow exploitation for remote access, they might still be exploited to cause a crash or a DoS attack.

	Impacted Use Cases
	X

	Affected Security domain
	Application domain security

	Architecture impact
	X Interface


3.5.2
Countermeasures

	Threat ID
	8

	

	Solution option 1
	Processes must be put in place to protect the storage so it is recommended that least-privileges be implemented so that service privileges are minimized as much as possible to reduce risk

	Applicable Security domain
	Application domain security

	Advantages
	X

	Disadvantages
	X

	


3.6
Cross Scripting

3.6.1
Description

	Threat ID
	9

	Overview
	Cross Scripting

	Issue
	Cross Scripting  allows attackers to inject code into the Web pages generated by the vulnerable Web application.

	Description
	Cross-site scripting takes advantage of Web servers that return dynamically generated Web pages or allow users to post viewable content to execute arbitrary Hypertext Markup Language (HTML) and active content such as JavaScript, ActiveX, and VBScript on a remote machine that is browsing the site within the context of a client-server session

	Impacted Use Cases
	X

	Affected Security domain
	Application domain security

	Architecture impact
	X Interface


3.6.2
Countermeasures

	Threat ID
	9

	

	Solution option 1
	Positive or “whitelist” input validation is also recommended as it helps protect against XSS, but is not a complete defense as many applications must accept special characters. Such validation should decode any encoded input, and then validate the length, characters, and format on that data before accepting the input

	Applicable Security domain
	Application domain security

	Advantages
	X

	Disadvantages
	X
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