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	Group Name:*
	WG4

	Title:*
	Threat on: 

· General Eavesdropping on M2M Service-Layer Messaging Between Entities [Threat 15 of TR103 167]

· Alteration of M2M Service-Layer Messaging Between Entities [Threat 16 of TR103 167]
· Replay of M2M Service-Layer Messaging Between Entities [Threat 17 of TR103 167]

	Source:*
	BT Group

	Contact:
	Colin Blanchard colin.blanchard@bt.com

	Date:*
	July 28, 2013

	Abstract:*
	Adds a description of above threats to the Security TR including proposed countermeasures.

	Agenda Item:*
	

	Work item(s):
	WI-0007

	Document(s) 

Impacted*
	oneM2M-TR-0008-Security-V0_1_0

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Include description and proposed countermeasures into oneM2M-TR-0008-Security-V0_1_0
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6.1
Security Threats

6.1
Security Threats

6.1. x1
General Eavesdropping on M2M Service-Layer Messaging Between Entities [Threat 15 of TR103 167]
	Threat ID
	

	Overview
	General Eavesdropping on M2M Service-Layer Messaging Between Entities

	Issue
	Effect on stakeholders(s): significant effect upon the M2M Service Provider if the users find out about the loss of privacy and if it can be blamed on this attack

	Description
	By eavesdropping on M2M service layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, confidential or private information may be discovered. This excludes the use of eavesdropping to discover or infer the value of keys, which is covered elsewhere in the present document. 

	Impacted Use Cases
	All

	Affected Security domain
	The eavesdropping may physically occur in:

• a LAN which connects M2M Devices to an M2M Gateway;

• a WAN which connects M2M Gateways and M2M Devices to the M2M Core;

• a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core.

The attack may exploit lack of protection in communications, or vulnerabilities in protected communications, at any layer including the M2M service layer.

Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes

	Affected Stakeholders
	M2M Application Service Provider: yes 

Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator: 
User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 

Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF

X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no


6.5
Countermeasures & Solutions

6.5. X1.1
Limited life session keys bound to service layer
	Related threats
	

	

	Countermeasure e

CMe
	Communications whose security is anchored in M2M service layer keys use session keys, i.e. keys with a limited lifetime which can be set by security policy. Session keys can be derived from M2M service-layer keys

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management

	


6.5. X1.2 security associations which provide end to- end confidentiality
	Related threats
	

	

	Countermeasure e

CMe
	Communications between entities in the M2M system are protected by security associations which provide end to- end confidentiality

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management

	


6.1. x2
Alteration of M2M Service-Layer Messaging Between Entities [Threat 16 of TR103 167]
	Threat ID
	

	Overview
	Alteration of M2M Service-Layer Messaging Between Entities [Threat 16 of TR103 167

	Issue
	Effect on stakeholders(s): could be significant loss of revenue if it occurs between the Core and NAs or as a wide-scale attack against Devices or Gateway communications

	Description
	By altering M2M service layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, the attacker may deceive or defraud the M2M Service Provider or other stakeholders.

.

	Impacted Use Cases
	All

	Affected Security domain
	The alteration of messages may physically occur in:

• a LAN which connects M2M Devices to an M2M Gateway;

• a WAN which connects M2M Gateways and M2M Devices to the M2M Core;

• a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core;

• Communications between the M2M Core and M2M Applications in the Network and Applications Domain.

The attack may exploit lack of protection in communications, or vulnerabilities in protected communications, at any layer including the M2M service layer

Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider: yes 

Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator

User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 

Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF

X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no


6.5
Countermeasures & Solutions

6.5. X2.1 use of security associations 


	Related threats
	

	

	Countermeasure e

CMe
	A security association is established between the communicating entities, which provides for mutual authentication integrity and confidentiality

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management

	


6.5. X2.2 proven resistance to man-in-the-middle attacks
	Related threats
	

	

	Countermeasure e

CMe
	The security association between communicating entities uses protocols which are proven to resist man-in-the-middle attacks

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management

	


6.5. X2.3 Limited life session keys bound to service layer 
	Related threats
	

	

	Countermeasure e

CMe
	Communications whose security is anchored in M2M service layer keys use session keys, i.e. keys with a limited lifetime which can be set by security policy. Session keys can be derived from M2M service-layer keys

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management

	


6.1
Security Threats

6.1. x3
Replay of M2M Service-Layer Messaging Between Entities [Threat 17 of TR103 167]
	Threat ID
	

	Overview
	Replay of M2M Service-Layer Messaging Between Entities [Threat 17 of TR103 167]

	Issue
	Effect on stakeholders(s): could be significant loss of revenue (especially for smart metering) if it occurs between the Core and NAs or as a wide-scale attack against Devices or Gateway communications.

	Description
	By repeating all or portions of previous M2M service layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, the attacker may deceive or defraud the M2M Service Provider or other stakeholders. 



	Impacted Use Cases
	All

	Affected Security domain
	The repetition of messages may physically occur in:

• a LAN which connects M2M Devices to an M2M Gateway;

• a WAN which connects M2M Gateways and M2M Devices to the M2M Core;

• a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core;

• Communications between the M2M Core and M2M Applications in the Network and Applications Domain.

The attack may exploit lack of protection in communications, or vulnerabilities in protected communications, at any layer including the M2M service layer.

Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider: yes 

Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 

Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF

X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no


6.5
Countermeasures & Solutions

6.5. X3.1 Replay protection  


	Related threats
	

	

	Countermeasure e

CMe
	The protocol includes functionality to detect if all or part of a message is an unauthorised repeat of an earlier message or part of a message

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management
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