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	Abstract:*
	Adds several descriptions of threats to the Security TR. Threats 1-7 of ETSI TR 103167 have been aligned and migrated to oneM2M and are proposed to be included into the oneM2M security TR.
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	Decision requested or recommendation:*
	Include listed threats into oneM2M-TR-0008-Security-V0_1_0
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3.1 Definitions:

[...]

Long-term service-layer key: key used for service-layer relevant security operations. The key is valid permanently or for a significant period of time, i.e. no temporarily derived key material.
Sensitive Function: a function operating on sensitive data / credentials or key material, e.g. derivation of keys from M2M long-term service-layer keys and cryptographic algorithms.

6.1
Security Threats

6.1.1
Discovery of Long-Term Service-Layer Keys Stored in M2M Devices or M2M Gateways

	Threat ID
	1

	Overview
	Long-term service-layer keys are discovered while they are stored in M2M Devices or M2M Gateways and are copied.

	Issue
	Copied long-term service-layer keys may be used to impersonate M2M Devices and/or M2M Gateways.

	Description
	Long-term service-layer keys are stored within the M2M Device or M2M Gateway. Those keys are discovered and copied by unauthorized entities and used for illegitimate purposes. Discovery of stored long term service-layer keys may be achieved e.g. by monitoring internal processes (e.g. by Differential Power Analysis) or by reading the contents of memory of the M2M Device or M2M Gateway (by hardware probing or by use of local management commands). 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider: yes 
Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 
Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF
X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no


6.1.2
Deletion of Long-Term Service-Layer Keys Stored in M2M Devices or M2M Gateways
	Threat ID
	2

	Overview
	Long-term service-layer keys are deleted or deprecated while they are stored in M2M Devices or M2M Gateways 

	Issue
	Denial of service attack, preventing operation of the M2M solution.

	Description
	Long-term service-layer keys are deleted or deprecated. This may be achieved by use of management commands (including impersonation of a system Manager) or by removal of the HSM if present and if removable. This attack may be perpetrated against the key-storage functions of M2M Devices or M2M Gateways.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider: yes 
Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 
Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF
X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no


6.1.3
Replacement of Long-Term Service-Layer Keys Stored in M2M Devices or M2M Gateways

	Threat ID
	3

	Overview
	Long-term service-layer keys are replaced while they are stored in M2M Devices or M2M Gateways 

	Issue
	Users/consumers cannot be made accountable for their activities within the M2M system. Allows illegitimate operation of the M2M solution.

	Description
	Long-term service-layer keys are replaced while they are stored in M2M Devices or M2M Gateways, in order to modify its operation. The attack may be achieved by use of management commands (including impersonation of a system manager) or by removal of the HSM if present and if removable. This attack may be perpetrated against the key-storage functions of M2M Devices.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider: yes 
Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts access mechanism to storage and management of long-term service-layer keys

Intermediate Node / Gateway : impacts access mechanism to storage and management of long-term service-layer keys 
Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF
X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no


6.1.4
Discovery of Long-Term Service-Layer Keys Stored in M2M Infrastructure

	Threat ID
	4

	Overview
	Long-term service-layer keys are discovered while they are stored in the M2M infrastructure equipment (e.g. equipment holding network CSE or security server) and are copied.

	Issue
	Copied keys may be used to impersonate M2M infrastructure equipment.

	Description
	Discovery may be achieved e.g. by the monitoring of internal processes, or by reading the contents of memory locations. The methods of attack include remote hacking and illicit use of management or maintenance interfaces.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security: yes 

Intra Common Services domain security:yes 

Inter Common Services domain security: yes 

Underlying Network security: yes, if keys are shared

	Affected Stakeholders
	M2M Application Service Provider: yes 
Manufacturer of M2M Devices and/or M2M Gateways: no

Manufacturer of M2M system and its components: yes

M2M Device/Gateway Management entities: no

M2M Service Provider: yes

System Administrator: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	M2M service infrastructure


6.1.5
Deletion of Long-Term Service-Layer Keys Stored in M2M Infrastructure equipment

	Threat ID
	5

	Overview
	Long-term service-layer keys are deleted or deprecated while they are stored in the M2M infrastructure equipment (e.g. equipment holding network CSE or security server).

	Issue
	Deletion of keys in the infrastructure equipment prevents proper operation and may lead to denial of service.

	Description
	Long-term service-layer keys may be deleted or deprecated by use of management commands (including impersonation of a System Administrator). 

	Impacted Use Cases
	All

	Affected Security domain
	 Application domain security: yes 

Intra Common Services domain security:yes 

Inter Common Services domain security: yes 

Underlying Network security: yes, if keys are shared

	Affected Stakeholders
	M2M Application Service Provider: yes 
Manufacturer of M2M Devices and/or M2M Gateways: no

Manufacturer of M2M system and its components: yes

M2M Device/Gateway Management entities: no

M2M Service Provider: yes

System Administrator: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	M2M service infrastructure


6.1.6
Discovery of sensitive data used by sensitive functions executed in M2M Devices or M2M Gateways

	Threat ID
	6

	Overview
	Sensitive data is discovered while used during the execution of sensitive functions in M2M Devices or M2M Gateways and are copied.

	Issue
	Copied sensitive data such as long-term service-layer keys may be used to impersonate M2M Devices and/or M2M Gateways.

	Description
	Sensitive data such as long-term service-layer keys are used during the execution of sensitive function within the M2M Device or M2M Gateway and exposed. Sensitive data is than copied by unauthorized entities and used for illegitimate purposes. 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider: yes 
Manufacturer of M2M Devices and/or M2M Gateways: yes

Manufacturer of M2M system and its components: no

M2M Device/Gateway Management entities: yes

M2M Service Provider: yes

Network Operator: potentially, if network operator keys are shared

User/Consumer: yes

	Architecture impact
	Application / Application Function : no

Device / constrained Device : impacts storage of sensitive data and execution of sensitive functions 
Intermediate Node / Gateway : impacts storage of sensitive data and execution of sensitive functions

Infrastructure Node : no

Common Services Entity / Function: impacts Security CSF
X reference point: no

Y reference point: no

Z reference point: no

Underlying Network Service Function: no
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