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2.2 Informative References

[...]

[i.x]
ETSI TS 102 221 V11.0.0 Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 11)

[i.y]
ETSI TS 102 671 V9.1.0 Smart Cards; Machine to Machine UICC; Physical and logical characteristics (Release 9)

3.1 Definitions:

[...]

Hardware Security Module (HSM): a separate and tamper resistant physical computing device, e.g. as defined in [i.x] and [i.y], able to perform security procedures related to oneM2M service functions. The HSM is used within the M2M Device or M2M Gateway and is different from a Server-HSM used within a network infrastructure node / component. 

Server-HSM: dedicated computing device, able to perform security procedures related to oneM2M service functions and integrated within M2M network infrastructure servers.

Sensitive Function: a function operating on sensitive data / credentials or key material, e.g. derivation of keys from M2M long-term service-layer keys and cryptographic algorithms.

3.4 Acronyms:

[...]

HSM
Hardware Security Module
6.5
Countermeasures & Solutions

6.5.1
Tamper resistant storage of long-term service-layer keys within M2M Devices / Gateways
	Related threats
	1; 2; 3;

	

	Countermeasure  1
CM1
	M2M long-term service-layer keys are stored in a HSM (whose tamper-resistance may be certified) residing within the M2M Device / Gateway which renders it infeasible for the attacker to discover the value of keys by logical or physical means.

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

A lot of prior art exists in the form of specifications of e.g. ETSI SCP.
Other sensitive data / credentials in addition to long-term service-layer keys can be protected

	Disadvantages
	Additional per-item cost for HSM
Need to specify and demonstrate the level of security assurance across the range of manufacturers and their products.


6.5.1
Secure storage of long-term service-layer keys within M2M Infrastructure equipment
	Related threats
	4; 5

	

	Countermeasure 2
	M2M long-term service-layer keys (other than public keys) are securely stored in a server-HSM residing in infrastructure equipment which renders it infeasible for the attacker to discover the value of keys by logical or physical means.

	Applicable Security domain
	Application domain security, Intra Common Services domain security, Inter Common Services domain security or Underlying Network security

	Advantages
	Resists the attack.

A lot of prior art exists.

	Disadvantages
	Additional cost. 
Need to specify and demonstrate the level of security assurance across the range of manufacturers and their products.


6.5.1
Non-access to service-layer keys stored within HSM / server-HSM
	Related threats
	4; 

	

	Countermeasure 3
CM3
	HSM / server-HSM do not reveal the value of the stored secret keys (other than public keys), even to a management system or to an authorised representative of the M2M System Operator, such as a System Administrator.

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	See CM1

	Disadvantages
	None.


6.5.1
Secure execution of sensitive functions in M2M Devices / M2M Gateways
	Related threats
	6; 

	

	Countermeasure 4
CM4
	The execution of Sensitive Functions never causes long-term service-layer keys to be exposed outside of the HSM in which they are stored. Sensitive functions may be exectured within the HSM.

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	See CM1

	Disadvantages
	May increase the complexity of the HSM.


6.5.1
Physical / logical binding of HSM to M2M Device / Gateway
	Related threats
	2; 

	

	Countermeasure 5
CM5
	The HSM containing the M2M long-term service keys is bound to the M2M Device or M2M Gateway, using physical and/or logical means.

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack. 
Keys cannot be stolen (and M2M Device/Gateway rendered inoperable) by removal of HSM.

	Disadvantages
	Logical binding of HSM to Device/Gateway are of limited effectiveness.


6.5.2
Strong authentication for access to long-term service-layer keys

	Related threats
	2; 3; 5

	

	Countermeasure 6
CM6
	Access to and/or modification of stored Sensitive Data and in particular of the long-term service-layer keys requires strong (i.e. cryptographic) authentication of the accessing/modifying entity, followed by authorisation.

	Applicable Security domain
	Application domain security: yes

Intra Common Services domain security: yes

Inter Common Services domain security: yes

Underlying Network security: yes, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.
Communication impact for remote management
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