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1
Scope

The scope of the present document is to create a common understanding on security within oneM2M systems. To achieve that, security services are explained, threats analysed and security requirements within oneM2M identified and derived from use cases. In addition the present document discusses how security mechanisms relate to the oneM2M architecture and defines suitable security procedures and mechanisms. 
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Not applicable.

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)
[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)
[i.6]
ISO/IEC 15408
: "Information technology - Security techniques - Evaluation criteria for IT security".

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

Editor’s note: It is intended that all terms related to security are defined in the definitions TR [i.2] or modified accordingly in the use case descriptions in order to avoid confusion. In the meantime this section identifies and lists terms used in the use cases and related to security until a final definition is agreed.

pseudonym: alias identity within the context of the Pseudonymity service defined in ISO/IEC 15408 [i.6]

Security context: <definition>
Secure connection: <definition>
Secure communication: <definition>
security manager: entity that is responsible for issuing, supervising the use of and if necessary, withdrawing security material
security mechanism: process (or a device incorporating such a process) that can be used in a system to implement a security service that is provided by or within the system

security policy: set of rules and practices that specify or regulate how a system or organization provides security services to protect resources
security service: processing or communication capability that is provided by a system to give a specific kind of protection to resources where these resources may reside within the system or any other system
end to end security: Service provided by the M2M system to M2M applications that establishes trusted security credentials to secure connections between applicative entities, independently of other parties involved.
Security Association: Logical relationship between 2 entities that may be associated with a communication link. SAs are not communications links. Security associations may take a number of forms but in each case they identify the nature of the security service (confidentiality, integrity, authentication or authorisation), the required algorithm and key. Security associations may be established for single transactions (and thus their establishment may form part of the transaction itself) or for session based associations (in such instances the association is generally established independently of the individual transactions that are to be secured). 
Sensitive Data: Data which requires protection from unauthorized discovery or modification. The secret keys on which security relies are a typical example of sensitive data.

Sensitive Function: Function which requires protection from unauthorized monitoring or tampering or unauthorized execution, e.g. secure execution involving secret keys such as key derivation, or storage and management of sensitive data
3.2
Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

SA
Security Association

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.4
Acronyms

For the purposes of the present document, the abbreviations given in [i.2] and the following apply:

4
Conventions

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]

5
Overview
Editor’s note: This section provides high level description of oneM2M security and describes the scope, terminology, relation to architecture, use cases and other oneM2M activities… in more detail. Subsections may describe certain security services in more detail in order to provide a common understanding of each of the security mechanisms / services within oneM2M use cases.

5.1 oneM2M Security contex and domains
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Figure 1 : Overview of the oneM2M Security context
The oneM2M security context described in Figure 1 is based on the high level functional view given in [i.4].  Four security domains are identified. Each of these domains provides security features to meet certain threats and which in particular protect against attacks.

· (1)  Application domain security: the set of security features that enable Applications and Common Services to securely exchange messages and protect against attacks on the  X Reference Points. 

· (2)  Intra Common Services domain security (FFS): the set of security features that enable Common Service Functions (CSF) in the Common Service Entity (CSE)  to securely exchange messages and which in particular protect against attacks on the CSE.
· (3)  Inter Common Services domain security: the set of security features that enable secure exchange of messages between Common Service Entities (CSE) and  protect against attacks on the Y Reference Points.

· (4)  Underlying Network security: the set of security features that enable Underlying  Network Services and Common Services  to securely exchange messages  and protect against attacks on the  Z Reference Points.
5.2
Trust models
Security breaches in the M2M service layers could result in application specific liabilities which M2M service providers are not necessarily ready to bear, such as safety damages resulting from explosion of electric power transformers in smart grid applications. Therefore, M2M applications in an M2M system need to be able to establish their own security which they can trust, independently from the security that may be provided within the M2M service layers. 
Yet, due to energy and computing resource constraints affecting M2M nodes, especially edge nodes, harmonization of security requirements between the different layers (M2M Application, M2M Service, and underlying network) need to be aligned where possible to avoid adding multiple layers of complexity (such as multiple encryption with different keys) for the same purpose. 
Therefore some security capabilities required to address  the needs of the service layer, such as the ability to deploy security credentials in M2M nodes, could be leveraged to provide similar service to M2M applications, provided that the M2M specification leaves sufficient flexibility to enable a trusted ecosystem. 

The following trust scenarios can be considered:

· The underlying network provides security that is trusted by the M2M Application service provider. In this context, there is a need for the M2M system to extend the provisioning of such security to edge nodes that may not directly be connected to the underlying network (e.g. because they are behind a gateway). The M2M service provider does not have to care about application level security, but has to avoid redundant encryption of application data with independent credentials in the service layer. The key derivation and secure connection establishment capabilities of the service layer could be reused by the M2M application, based on long term keys provided by the underlying network. 

· The underlying network could not provide trusted security, but the M2M Service provider is able to provide such security to the M2M application. In this case, the ability to secure communication between nodes for the purpose of the M2M service layer could be made directly available to the M2M application through an API.

· The M2M Application service provider relies on independent credentials to secure its end-to-end communications, so that they are not exposed to either the M2M Service Provider or the underlying network operator. The interface specified by the M2M System for provisioning and administration of security credentials in M2M nodes has then to be used by the M2M application or any trusted third party that may be involved.

The possibility to support the above trust scenarios affects the security architecture of oneM2M.

5.3
Applications
<Text>
5.4
Common Services
<Text>
5.5
Underlying Network
<Text>
6
Security aspects within oneM2M
Editor's note:
This clause is intended to provide an overview of all oneM2M security issues, considering security aspects arising from use cases and functionalities specified by WI 0001: Technical Report  - oneM2M use case collection [i.5]. Also this clause is intended for the derivation of appropriate security requirements and the description of required solutions.

6.1 Security Threats

Editor's Note: This clause is intended to list a selection of relevant of the security issues detailed above. This is intended to provide a motivation for the security requirements identified below
6.1.1 Introduction
This sub-clause lists and describes relevant threats. Threats are described using a pre-defined template including information on the issue caused by the threat, a description of the threat itself and an indication of use cases impacted or potentially impacted. In addition affected security domains (see clause 5) and M2M stakeholders are listed. The description of each threat concludes with an analysis which of the main M2M architecture components is impacted by the threat. 

Note that a detailed risk assessment / evaluation of the level of impact of the threat depends on the assets and their value. The value of the assets heavily depends on the individual use case implemented in the M2M solution. Risk assessment / evaluation is therefore out of scope of this threat analysis and falls under the responsibility of the respective stakeholders responsible for providing the M2M solution and/or solution component. The number given to each of the threats do not give any indication on their priority. 
Editor's Note: If this section 6.1 includes references to use cases. Therefore it is proposed to remove chapter 7 from this TR.
6.1.2 <Threat  …>
<Text>
6.2 Vulnerabilities

<Text>
6.3 Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving key issues. The requirements are mapped to the relevant threats.
6.3.1
Generic security requirements

Implementing security features and countermeasures to threats requires mechanisms that provide security related operations with an appropriate level of confidence. Those generic mechanisms are described within this clause. They include:

· secure storage of sensitive data 
· secure functions executing operations on sensitive data
· secure connection allowing the secure transmission of sensitive data

6.3.1.1
Secure Storage

Sensitive data comprises key material / credentials, privacy related data such as identifiers and other data as identified by the M2M solution provider for the purpose of its use case. In order to prevent misuse of sensitive data, it requires protected and secure storage within the termination points of the system. Secure storage capability can be implemented by several means within the network infrastructure nodes and network applications by the M2M service provider. In addition it need to be ensured that secure storage capabilities are present in termination points residing at the consumer, i.e. in the M2M Device and/or the M2M Gateway, depending on the requirements of the use case. It is recommended that M2M Devices / Gateways support a secure / tamper resistant storage capability for sensitive data.

6.3.1.2
Secure Functions

All security features as described within the remainder of this document rely on the secure execution of certain secure functions. Secure functions operate on sensitive data that is securely stored such that sensitive data will never leak to any unauthorized entity. Secure functions are typically performed by termination points within the M2M system.
Examples of secure functions include:

· cryptographic algorithms

· (session) key derivation functions
· hash functions
In addition service layer functions can be envisioned as follows:

· …

Access to secure functions is subject to security policies and access control. Secure functions are accessible via a well defined interface. 
6.3.1.3 Security levels

All security services rely on sensitive data that must be protected against disclosure at a level that is commensurate with the liabilities resulting from security compromission. Since this level is use case dependent in the M2M system, a notion of security levels is useful to provide scalability of protection.

In general, the following level of protection can be distinguished:

· Level 1: Protective measures are software only. Sensitive Data intended to be kept as “secret” are stored in standard memory in general purpose processing hardware and sensitive functions are executed on the general purpose processing hardware of the supporting equipment. In such cases, little effort is needed for an attacker with physical access to obtain the secrets, and secrets can even be discovered by remote attackers.

· Level 2: The protection of sensitive data is provided by a trusted execution environment: Typically, a hardware root of trust is used to protect the boot sequenced of a general purpose processing hardware, and an enforced isolation enables sensitive code, data and resources to be kept away from an unprotected operating environment, software and memory. The code running in the protected environment is cryptographically verified for integrity assurance. Such a system is more secured than the first against remote attacks, but attackers having physical access to the equipment are still able to obtain secrets with reasonable effort.

· Level 3: The protection of secrets is provided by a tamper resistant security module: Sensitive data and functions are performed by a dedicated hardware security module that implements strong protective measures against physical attack, such as detection of abnormal operating conditions and scrambling plus hardware masking of the memory and side channel analysis (e.g. electromagnetic emissions) of operations involving sensitive data. This Hardware Security Module is independent from the general purpose processing unit of the equipment and provides its services through dedicated interfaces. 

ISO 15408 [i.6] provides security assessment schemes that can be used to rate the actual security level reached by an implementation more accurately.
6.3.1.4
Secure Connection
As many M2M applications generate and exchange sensitive data, and essential M2M services deal with the routing and exploitation of such information, the M2M system need to be able to support security services such as ensuring availability, mutual authentication between communicating parties, confidentiality (e.g. protection against eavesdropping by unauthorized parties), integrity (i.e. protection against manipulation) and access control. 

Sensitive data has to be transmitted within the M2M solution between various stakeholders, each represented by a respective termination point within the M2M system. In order to ensure a secure transmission of that sensitive data, secure functions on securely stored data will be executed to set up a secure connection.
Whether this is addressed at the M2M service layer level or at the M2M application level, requires the ability to establish security associations between corresponding M2M nodes. Ideally, this ability could apply to nodes affiliated with different M2M Application Service Providers and M2M Service Providers, not excluding capabilities that may be provided by third parties such as data analytics.
6.3.2
Authentication requirements

Editor's Note: This subclause is intended to describe different levels and aspects of authentication derived from the use cases. This includes: System – device/collector authentication, Device – Gateway authentication, Device Application – Network Application authentication, Authentication of M2M system with M2M devices/ /collectors, Authentication of M2M devices with M2M applications

6.3.3
Authorization requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.3.4
Confidentiality requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.3.5
Integrity requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.3.5
Availability requirements

Despription of different levels and aspects of that requirement derived from the use cases.

6.4
Privacy related requirements

Privacy is about protecting personal information consistently with Article 12 of the Universal Declaration of Human Rights [i.X] which states that "No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection of the law against such interference or attacks".
Although an M2M system user is generally considered to be an application or functional agent that represents a human, there are links between a device and its user that can be either directly derived or indirectly deduced. Consequently, identifiers used for communication in the M2M system must not be directly related to the real identity of either the device or its user, except where this is a requirement for operation of a specific M2M application. The use of pseudonyms is a mean to support this requirement. 

Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and covers requirements on properties such as Anonymity, Pseudonymity, Unobservability and others. 

<Text>
6.5
Countermeasures & Solutions
Editor's note:
This clause is intended for the derivation of appropriate countermeasures and the description of required solutions/mechanisms.
Editor's note:
Each solution, their pre-requisites and related identifiers and data (eg. key/credentials, subscription information, etc…)  will be described
6.5.1
Introduction

Within this section, countermeasures and solutions are described preventing threats described in section 6.1. A combination of countermeasures may need to be implemented to comprehensively mitigate the risk and to overcome the threat, i.e. a set of appropriate countermeasures has to be selected depending on the requirements of the specific M2M solution. 
6.5.2
Authentication
Editor’s note: This section explains authentication / mutual authentication., related identifiers and data (eg. key/credentials, subscription information, etc…)
<Text> Security related identifiers and data
6.5.3
Authorization
<Text>
6.5.4
Confidentiality

<Text>
6.5.5
Integrity

<Text>
6.5.6
Availability
<Text>

6.6
Privacy aspects
Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and relates to properties such as Anonymity, Pseudonymity, Unobservability and others. Each of these properties may be captured within a separate sub-clause.

<Text>

6.7
Security policy

Editor’s note: There may be a need to describe “security policy” and its intended usage within oneM2M systems
Combination of Authentication / Authorization / Access Control to objects and functions (list of permissions). Can be managed remotely? Policy enforcer resides within the M2M Device / Gateway. 

7
Suitable Security and Privacy Procedures and Processes
Editor's note:
 Based on results of above analysis, this section provides a selection of suitable security solutions / procedures that shall be specified in for Release 1 in a respective TS. It also aims at mapping security requirement derived above to proposed security procedures in order to indicate requirements coverage. Further details on requirements coverage will be part of the TS work.
Editor’s note: Evaluation criteria measuring the suitability of the solution will be included and may require a couple of sub-chapters.
<Text>
7.1
Security approach

<Text>
8
Outlook

Editor's note:
 This section lists topics to be considered beyond Rel-1.
<Text>

The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, OneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

<PAGE BREAK>

Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
<Text>

<PAGE BREAK>

Annex <B>:
Title of annex (style H9)
<Text>

B.1
First clause of the annex (style H1)
<Text>

B.1.1
First subdivided clause of the annex (style H2)
<Text>

<PAGE BREAK>
Annex <y>:
Bibliography

The annex entitled "Bibliography" is optional.

It shall contain a list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itself.

It shall not include references mentioned in the document.

Use the Heading 9 style for the title and B1+ or Normal for the text.

· <Publication>: "<Title>".

OR

<Publication>: "<Title>".
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History

This clause shall be the last one in the document and list the main phases (all additional information will be removed at the publication stage).
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