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Addition to section 2.2:
2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)
[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)
[i.6]
ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security".

---------------------------------------------------------------------------------------

Addition to section 3:
3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

Editor’s note: It is intended that all terms related to security are defined in the definitions TR [i.2] or modified accordingly in the use case descriptions in order to avoid confusion. In the meantime this section identifies and lists terms used in the use cases and related to security until a final definition is agreed.

pseudonym: alias identity within the context of the Pseudonymity service defined in ISO/IEC 15408 [i.6]

Security context: <definition>
Secure connection: <definition>
Secure communication: <definition>

security mechanism: process (or a device incorporating such a process) that can be used in a system to implement a security service that is provided by or within the system

security policy: set of rules and practices that specify or regulate how a system or organization provides security services to protect resources
security service: processing or communication capability that is provided by a system to give a specific kind of protection to resources where these resources may reside within the system or any other system
end to end security: Service provided by the M2M system to M2M applications that establishes trusted security credentials to secure connections between applicative entities, independently of other parties involved.
Security Association: Logical relationship between 2 nodes that may be associated with a communication link. SAs are not communications links. Security associations may take a number of forms but in each case they identify the nature of the security service (confidentiality, integrity, authentication or authorisation), the required algorithm and key. Security associations may be established for single transactions (and thus their establishment may form part of the transaction itself) or for session based associations (in such instances the association is generally established independently of the individual transactions that are to be secured). 

Sensitive Function: Function which requires protection from unauthorized monitoring or tampering or unauthorized execution, e.g. secure execution involving secret keys such as key derivation, or storage and management of sensitive data
[3.2 unchanged…]

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

SA
Security Association

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

---------------------------------------------------------------------------------

Changes and addition to section 5:
This includes the addition of a new section 5.2 to introduce possible trust scenarios in the oneM2M system.
5
Overview
Editor’s note: This section provides high level description of oneM2M security and describes the scope, terminology, relation to architecture, use cases and other oneM2M activities… in more detail. Subsections may describe certain security services in more detail in order to provide a common understanding of each of the security mechanisms / services within oneM2M use cases.

5.1 oneM2M Security context and domains
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Figure 1 : Overview of the oneM2M Security context
The oneM2M security context described in Figure 1 is based on the high level functional view given in [i.4].  Four security domains are identified. Each of these domains provides security features to meet certain threats and which in particular protect against attacks, in associated trust scenarios.

(1)  Application domain security: the set of security features that enable Applications and Common Services to securely exchange messages and protect against attacks on the  X Reference Points. 
(2)  Intra Common Services domain security (FFS): the set of security features that enable Common Service Functions (CSF) in the Common Service Entity (CSE)  to securely exchange messages and which in particular protect against attacks on the CSE.
(3)  Inter Common Services domain security: the set of security features that enable secure exchange of messages between Common Service Entities (CSE) and  protect against attacks on the Y Reference Points.
(4)  Underlying Network security: the set of security features that enable Underlying  Network Services and Common Services  to securely exchange messages  and protect against attacks on the  Z Reference Points.
5.3
Applications
An M2M Application service provider can rely on independent credentials to secure its end-to-end communications, so that they are not exposed to either the M2M Service Provider or the underlying network operator. The interface specified by the M2M System for provisioning and administration of security credentials in M2M nodes needs to be used by the M2M application or any trusted third party that may be involved.


5.4
Common Services
In cases where the M2M Service provider is able to provide trusted security to the M2M application, the ability to secure communication between nodes for the purpose of the M2M service layer could be made directly available to the M2M application through an API.

In cases where the M2M Service provider is able to provide trusted security, but this security is not extended beyond the M2M Common Service Layer level. Securing Application to Common Service Layer communication could be implementation specific (e.g. secure VPN).

5.5
Underlying Network
In cases where the underlying network provides secure communication for M2M equipments that is trusted by the M2M Application service provider, there is a need for the M2M system to extend the provisioning of such security to edge nodes that may not directly be connected to the underlying network (e.g. because they are behind a gateway). The key derivation and secure connection establishment capabilities of the service layer could be reused by the M2M application, based on long term keys provided by the underlying network. 


---------------------------------------------------------------------------------------

Additions to section 6.3:

It is proposed to add 2 new paragraphs introducing the concepts of Security Levels (requested during agreement on requirements) and Secure Connection.
6.3 Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats. 
6.3.1 6.3.1
General Concepts
6.3.1.y
Secure Connection
As many M2M applications generate and exchange sensitive data, and essential M2M services deal with the routing and exploitation of such information, the M2M system need to be able to support security services such as ensuring availability, mutual authentication between communicating parties, confidentiality (e.g. protection against eavesdropping by unauthorized parties), integrity (i.e. protection against manipulation) and access control. 

Sensitive data has to be transmitted within the M2M solution between various stakeholders, each represented by a respective termination point within the M2M system. In order to ensure a secure transmission of that sensitive data, sensitive functions on securely stored data will be executed to set up a secure connection. 

Whether the support of security services is addressed at the M2M service layer level or at the M2M application level, this requires the ability to establish security associations between corresponding M2M nodes. Ideally, this ability could apply to nodes affiliated with different M2M Application Service Providers and M2M Service Providers, not excluding capabilities that may be provided by third parties such as data analytics.
6.3.2
Authentication requirements

Editor's Note: This subclause is intended to describe different levels and aspects of authentication derived from the use cases. This includes: System – device/collector authentication, Device – Gateway authentication, Device Application – Network Application authentication, Authentication of M2M system with M2M devices/ /collectors, Authentication of M2M devices with M2M applications

[…]

------------------------------------------------------------------------------------------

Additions to section 6.4:

It is proposed to remind the fundamentals behind the “right to privacy” and to introduce the concept of pseudonyms as a mean to preserve an individual’s identity.
6.4
Privacy related requirements

Although an M2M system user is generally considered to be an application or functional agent that represents a human, there are links between a device and its user that can be either directly derived or indirectly deduced. Consequently, identifiers used for communication in the M2M system must not be directly related to the real identity of either the device or its user, except where this is a requirement for operation of a specific M2M application. The use of pseudonyms is a mean to support this requirement. 

Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and covers requirements on properties such as Anonymity, Pseudonymity, Unobservability and others. 
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