Vulnerability/ Threat  -  ISO JTC1 SWG IOT (Canadian Mirror)
“M2M system Interdependencies threats and cascading impacts”
	Overview
	Context-awareness

	Issue
	A lack of context awareness for M2M endpoints, gateways and applications may increase the risks associated with resource exhaustion and under provisioning, triggering service impacts or outages.

	Description
	Could it be too expensive (in terms or processor, memory, network, operationally and financially) to maintain security at the highest level required during the most sensitive period of usage?  IE, do street lights need to have the same security and support the same countermeasures during the day as they do at night? Or are their potential efficiencies / cost savings associated with context-awareness in M2M security?
Could attempts to maintain a single (high) security context lead to low battery lifetimes, lower mean-time-to-failure for processors and memory, and cause networks to be engineered with lower margins – all of which will increase aggregate risk of service impacts or failures.


	Impacted Use Cases
	All use cases.

	Affected Security domain
	Application domain security, Intra Common Services domain security, Inter Common Services domain security, Underlying Network security

	Architecture impact
	M2M Service Provider's Domain, M2M Devices and M2M Gateways


Proposed countermeasure(s)
	Threat ID
	Reference to threats that are mitigated by the countermeasure

	

	Countermeasure 1
	The different operational contexts of the M2M systems assets should be inventoried and assessed for sensitivity to confidentiality, integrity and availability requirements.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Exposes any different security contexts for engineering and management assessment.

	Disadvantages
	· Adds cost to the design.
· Requires scheduled repetition: on-going costs.

	

	

	Countermeasure 3
	Based context inventory and sensitivity assets, conduct or expand an planned risk assessment to determine is risks differ across operational contexts.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Increases system performance, reduces costs.
· Avoids expense security retro-fits post-deployment

	Disadvantages
	· Adds cost to the design stage.

· Requires repetition every time system is upgraded or changed.


