Vulnerability/ Threat  (ETSI TR 103 167 - Threat 15)
	Overview
	General Eavesdropping on M2M Service-Layer Messaging Between Entities

	Issue
	By altering M2M service layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, the attacker may deceive or defraud the M2M Service Provider or other stakeholders.

	Description
	The alteration of messages may physically occur in: 
· a LAN which connects M2M Devices to an M2M Gateway; 
· a WAN which connects M2M Gateways and M2M Devices to the M2M Core; 
· a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core; 
communications between the M2M Core and M2M Applications in the Network and Applications Domain. 

	Impacted Use Cases
	All use cases.

	Affected Security domain
	Application domain security, Underlying Network security

	Architecture impact
	M2M Service Provider's Domain, M2M Devices and M2M Gateways


1 Proposed countermeasure(s)
	Threat ID
	Reference to threats that are mitigated by the countermeasure

	

	Countermeasure 1
	CM9: a security association is established between communicating entities, which provides for mutual authentication and confidentiality.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Resists the attack. 

· A well-established counter-measure. 
· High degree of assurance in the M2M application, supporting critical infrastructure functions and mitigating both logical and cascading kinetic impacts.

	Disadvantages
	· Communications overhead - may create unacceptable network loads during certain periods, such as key expiry, or system-wide re-starts.

· May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication or for encryption.
· May place inappropriate demands on the device for memory protection to protect credentials – or protections are insufficient to support assurance requirements.

	

	Countermeasure 2
	CM10: the security association between the communicating entities uses protocols which are proven to resist man-in- the-middle attacks.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Resists the attack. 

· A well-established counter-measure. 

	Disadvantages
	· Communications overhead

· May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication or for encryption.

	

	Countermeasure 3
	CM13: communications whose security is anchored in M2M service-layer keys use session keys, i.e. keys with a limited lifetime which can be set by security policy. Session keys can be derived from M2M service-layer keys.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	· Resists the attack. Limits exposure window if a session key is exposed or discovered.
· A well-established counter-measure. 
· Allows shorter key lengths reduces cryptographic overheads. 

	Disadvantages
	· May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication and re-key. 
· May create unacceptable network and M2M service backhaul loads during certain periods, such as re-key, or system-wide re-starts.

	Countermeasure 4
	CM25: Communications between entities in the M2M system are protected by end-to-end security associations which provide end-to-end confidentiality.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	Same as CM 1

	Disadvantages
	Same as CM 1 and CM 3


