Vulnerability/ Threat  (ETSI TR 103 167 - Threat 11)
	Overview
	Unauthorised or Corrupted Application and Service-Layer Software in M2M Devices/Gateways

	Issue
	An attacker installs unauthorised M2M service-layer software or modifies authorised software functions in M2M Devices or M2M Gateways.

	Description
	· This attack may be used to: 

· commit fraud, e.g. by the incorrect reporting of energy consumption; 

· cause a breach of privacy by obtaining and reporting confidential information to the attacker; cause the disclosure of sensitive data such as cryptographic keys or other credentials which are stored or managed by the SC software; 

· prevent operation of the affected M2M Devices/Gateways.  The attack may be perpetrated locally or by illicit use of remote management functions. 



	Impacted Use Cases
	All use cases.

	Affected Security domain
	Application domain security

	Architecture impact
	M2M Service Provider's Domain, M2M Devices and M2M Gateways


1 Proposed countermeasure(s)
	Threat ID
	Reference to threats that are mitigated by the countermeasure

	

	Countermeasure 1
	CM19: The integrity of executable functions and files 
in M2M Devices/Gateways can be verified.

	Applicable Security domain
	Application domain security.

	Advantages
	Detects the attack. High degree of assurance in the M2M application, supporting critical infrastructure functions and mitigating both logical and cascading kinetic impacts.

	Disadvantages
	Increases the cost and complexity of the M2M Device/Gateway, which may or may not be significant. 
May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication or for encryption.
May place inappropriate demands on the device for memory protection to protect credentials – or protections are insufficient to support assurance requirements.

May create unacceptable network loads during certain periods, such as key expiry, or system-wide re-starts.

	

	Countermeasure 2
	CM20: Policy-based action can be taken to prevent the use of functions or of M2M Devices/Gateways which fail the integrity verification test.

	Applicable Security domain
	Application domain security

	Advantages
	· Prevents corrupted or unauthorised functions from being used. 

· Resists the attack, without necessarily having to disable the whole M2M Device/Gateway. 

· Allows the possibility of remote remediation of faults by download of new or patched functionality. 

	Disadvantages
	· Increases the cost and complexity of the M2M Device/Gateway, and possibly the M2M Core, which may or may not be significant. 

· Policy decisions made in the M2M Core may require a standardised abstraction of Device/Gateway functionality. 
· May place unsustainable loads on the endpoint device and reduce performance, for instance during integrity checking (hashing) operations of system files.

	


�Added “ad files”  to ETSI CM.





