	Doc# oneM2M-SEC-2013-0036-Minutes-2013-08-09.DOC 
Minutes
	[image: image1.png]






	MINUTES

	Meeting title:
	SEC # 4

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com
Dragan Vujcic, Oberthur Technologies, v.dragan@oberthur.com
Youn-Sung Chu, LG Electronics, ys.chu@lge.com

	Secretary:
	Anna Riondet, ETSI, anna.riondet@etsi.org

	Meeting Date:
	2013-08-06 and 07

	Meeting Details:
	ordinary face-to-face meeting during TP6 in Toronto
SEC (WG4) sessions (tentative, subject to alignment of TP Agenda):

Session S1: Tuesday August 6, 9:00 – 10:15, Room 1

Session R1 (Joint with WG1/WG5): Tuesday, 14:00 – 17:00, Room 1

Session S2: Tuesday, 17:15 – 18:30, Room 1

Session P1 (joint with WG3): Wednesday, 10:45-12:00, Room 2
Session S3: Wednesday, August 7, 14:00 – 15:15, Room 1
Session S4: Wednesday, August 7, 15:45 – 17:00, Room 1

Session A1 (joint with WG2): Wednesday, 17:15 – 18:30, Room 2

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>
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1
Opening of meeting 

1.1
Welcome

Chair F. Ennsesser opened the meeting and welcomed all the attendees. 
1.2
Schedule for WG4 
	Tuesday

	Room 1 
	9:00-10:15

14:00-17:00
	WG4 (session S1)
a) Review of agenda and objectives

b) WI 0007: Proposed updates to TR-0008

c) WI 0007: draft TS-0003 skeleton

	
	
	Joint WG1/WG4/WG5 (Session R1)
REQ contributions related to Security

	Room 1 
	17:00-18:15
	WG4 (Session S2)

Security Architecture contributions (on TS-0001)

	WEDNESDAY

	Room 2 
	10:45-12:00
	Joint WG3/WG4 (session P1)
Security protocols related contributions

	Room 1 
	14:00-15:15

15:45-17:00
	WG4 (Session S3)
WI 0007, TR-0008: Review of Threats and Countermeasures related contributions  

	
	
	WG4 (Session S4)
Any pending contributions

Conclusion and work plan  to complete TR-0008 and to progress TS-0003

Future Work Plan and actions

	Room 2
	17:15-18:30
	Joint WG2/WG4 (session A1)

WG4 report to WG2 on security architecture contributions

and architecture contributions with security impact


1.3
Attendees
See Annex 1
2
Review and Approval of Agenda


oneM2M-SEC-2013-0033R02-SEC4_Agenda 
oneM2M-SEC-2013-0033R02-SEC4_Agenda was AGREED 
3
Review and Approval of previous Minutes 

oneM2M-SEC-2013-0025R02-Minutes_Seoul
 oneM2M-SEC-2013-0025R02-Minutes_Seoul were AGREED
4
Review of Objectives for the Meeting 
· Populate Security Analysis TR-0008

· Initiate the work on Security Solutions TS-0003 

· Plan future actions to progress WI 0007, as needed to remain on schedule

· Jointly with WG1, consolidate Security Requirements, Definitions and Roles

· Jointly with WG2, provide information on security architecture for inclusion in the Architecture TS.
5
Action Item Status

6
Contributions

For WG4 dedicated sessions:
Document oneM2M-SEC-2013-0027- Common security threats to M2M architectures
· Mihai Voicu, ILS Technology LLC 
· Comments and Issues

· Add guidelines and not concentrate on interfaces only.
· Some threats to be incorporated in TR, need to define how

· Need to calibrate the threats.

· Contribution based on the document for the next meeting
· Rapporteur: support needed on how to include it into TR, Consolidate threats into one document.
· Decisions and Actions
oneM2M-SEC-2013-0027- Common security threats to M2M architectures was AGREED
Document oneM2M-SEC-2013-0028 - Threats 15, 16 and 17 of ETSI TR 103 167 for oneM2M TR-0008
· Presented by Colin Blanchard, BT Group
· Comments and Issues

· Comment on disadvantages concerning the countermeasures to Threat #15 (device, network…) and Threat #15 in general.
· Removal of Threat#15 – to be included in separate contribution.
· Decisions and Actions
oneM2M-SEC-2013-0028 - Threats 15, 16 and 17 of ETSI TR 103 167 for oneM2M TR-0008 was NOTED
Document oneM2M-SEC-2013-0028 R01- Threats 15, 16 and 17 of ETSI TR 103 167 for oneM2M TR-0008
· Presented by Colin Blanchard, BT Group
· Comments and Issues

· Update to cover sheet.
· Minor editorial changes.

· Suggestion to remove references to SDO from text.

· Decisions and Actions
Action oneM2M-SEC-2013-0028R01 – Threats 16 and 17 o f ETSI TR 103 167 were AGREED, threat#15 will be uploaded as a new contribution (SEC#0039).
Document oneM2M-SEC-2013-0039-ETSI Threat #15
· Presented by Tyson Macaulay, McAfee

· Comments and Issues

oneM2M-SEC-2013-0039-ETSI Threat #15 has been AGREED.

Document oneM2M-SEC-2013-0030 Threats 1 to 7 from ETSI TR 103 167
· Presented by Claus Dietze, Giesecke & Devrient, Francois Ennesser, Gemalto
· Comments and Issues

· Point 6.1.5. : suggestion to add owner-authorized modification of the keys to deletion of the keys
· Decisions and Actions
oneM2M-SEC-2013-0030 Threats 1 to 7 from ETSI TR 103 167 was AGREED
Document oneM2M-SEC-2013-0031- Countermeasures for Threats from ETSI TR 103 167
· Presented by Claus Dietze, Giesecke & Devrient, Francois Ennesser, Gemalto
· Comments and Issues

· Some countermeasures seem conflictual (protecting vs destroying the key). They are not imposed, just proposed.
· Some rephrasing suggested (removing NO/YES)

oneM2M-SEC-2013-0031- Countermeasures for Threats from ETSI TR 103 167 was AGREED
Document oneM2M-SEC-2013-035 (TBC)- Threats ETSI 11, 15 + ISO SWG IoT Canadian mirror

· Presented by Tyson MacAulay, McAfee
· Comments and Issues

· Threat 11 file (Vulnerability/ Threat  (ETSI TR 103 167 - Threat 11)) –  remove reference to ETSI.  –  AGREED 
· M2M system Interdependencies threats and cascading impacts – threat to be included in the TR.  Impact on Security architecture design.  Further work to be derived  from the recommendation. – AGREED

· Context-awareness – Title correction –  AGREED

· Vulnerability/ Threat  (ETSI TR 103 167 - Threat 15) – to be submitted during tomorrow’s session.   Threat#15 to be removed and included in separate contribution.
· Decisions and Actions

oneM2M-SEC-2013-035 (TBC)- Threats ETSI 11, 15 + ISO SWG IoT Canadian mirror was NOTED
Document oneM2M-SEC-2013-035R01- Security-Threats-from_ETSI_and_JTC1

· Presented by Tyson Macaulay, McAfee

· Comments and Issues

oneM2M-SEC-2013-035 R01- Threats ETSI 11, 15 + ISO SWG IoT Canadian mirror was AGREED
 On other aspects of TR-0008 
Document oneM2M-SEC-2013-0029- Proposed enhancements of Security TR
· Presented by Klaus Dietze, Giesecke & Devrient
· Comments and Issues

· Slight editorial changes in 6.1.1 (NOTE)
· Clarification needed on “Relevant threats” – >”Applicable” instead of “relevant” or “Relevant for the security domains”. Second option.
· Contribution from TIA for the next meeting are welcome

· Difference in threats underlined between M2M and other types of devices as concerns detectability and recoverability (enhancement welcome for next meeting)
· Discussion on “Generic security requirements” (6.3.1) wording and content, move the section to the Solutions section. More specific name “security concepts” proposed for new text.
·  Discussion on Secure connection (6.3.1.3). To merge with further proposal from Gemalto.
· Requirements section becomes section 6.4.

· Request for clarification on “Sensitive Functions”. 
· Decisions and Actions
oneM2M-SEC-2013-0029 - Proposed enhancements of Security TR was NOTED; Part on Security Concepts to be isolated in a separate contribution.
oneM2M-SEC-2013-0029R01 - Proposed enhancements of Security TR was AGREED
Document oneM2M-SEC-2013-0032R02- Proposed updates to TR-0008
· Presented by Mireille Pauliac,  Gemalto
· Comments and Issues

· Review of Definitions: clarification on “Security Manager” – to be removed as not used yet in the contribution, Security Association: “two entities” -> “two nodes”.

·  Trust scenarios (5.2):  4 scenarios and 4 security domains – suggestion to move the text for each security scenario to correspondent domain. 
· Discussion on security levels implementation. To be removed for now. Next steps to be decided later.
· Request to take out the reference in Privacy related requirements (6.4)

· Decisions and Actions
oneM2M-SEC-2013-0032R02- Proposed updates to TR-0008 was NOTED
Document oneM2M-SEC-2013-0032R04- Proposed updates to TR-0008
· Presented by Mireille Pauliac,  Gemalto

· Comments and Issues

· Put Privacy as subsection.
· Discussion on regulatory/legal requirements in Privacy.
· Request to remove the text:  “In cases where the M2M Service provider is able to provide trusted security, but this security is not extended beyond the M2M Common Service Layer level. Securing Application to Common Service Layer communication could be implementation specific (e.g. secure VPN)” (5.4.)

· Decisions and Actions
oneM2M-SEC-2013-0032R04- Proposed updates to TR-0008 was NOTED
oneM2M-SEC-2013-0032R05- Proposed updates to TR-0008 was AGREED

Document oneM2M-SEC-2013-0034- Levels of Assurance for Authentication
· Presented by Klaus Dietze, Giesecke & Devrient
· Comments and Issues

· Discussion on different security levels – how to apply this oneM2M context.
· Add an Editor’s Note to the text on the M2M context (2 Machines communicating together).

· ISA99 (IEC 62443) should be checked in this context.

· Decisions and Actions
oneM2M-SEC-2013-0034- Levels of Assurance for Authentication was NOTED
oneM2M-SEC-2013-0034R01- Levels of Assurance for Authentication was AGREED

On TS-0003

Document oneM2M-SEC-2013-0026- Skeleton TS “Security Solutions”
· Presented by Claus Dietze, Giesecke & Devrient
· Comments and Issues

· Discussion on the “security solutions”.
· 6.1 (Generic Security Layers) and 6.3 (Service Layer specific solutions) sections seem related – clarification needed.
· Decisions and Actions
Action oneM2M-SEC-2013-0026- Skeleton TS “Security Solutions” revision 01 to be prepared for Wednesday session.
oneM2M-SEC-2013-0026- Skeleton TS “Security Solutions” was  NOTED
Document oneM2M-SEC-2013-0026R01Skeleton-TS-Security-Solutions

· Presented by Claus Dietze, Giesecke & Devrient

· Comments and Issues

· Decisions and Actions

oneM2M-SEC-2013-0026R01Skeleton-TS-Security-Solutions  was AGREED, 
Document oneM2M-PRO-2013-0037- Security Concepts
· Presented by Klaus Dietze, Gesiecke & Devrient

· Comments and Issues

· Take out text on secure connections (to be taken care of by Gemalto in revision of SEC-2013-0032)
· Decisions and Actions
Action oneM2M-PRO-2013-0037R01- Security Concepts to be produced and AGREED
oneM2M-PRO-2013-0037- Security Concepts was NOTED 
oneM2M-PRO-2013-0037R01- Security Concepts was AGREED
On Threats and Countermeasures
	Document No
	Title
	Source

	oneM2M-SEC-2013-0027
	Common security threats to M2M Arcitectures
	ILS Technology LLC, Georgia Tech

	oneM2M-SEC-2013-0028
	Threats 15, 16 and 17 of ETSI TR 103 167 for oneM2M TR-0008
	BT Group

	oneM2M-SEC-2013-0030
	Threats 1 to 7 from ETSI TR 103 167
	Giesecke & Devrient, Gemalto

	oneM2M-SEC-2013-0031
	Countermeasures for Threats from ETSI TR 103 167
	Giesecke & Devrient, Gemalto

	oneM2M-SEC-2013-035 (TBC)
	 Threats ETSI 11, 15 + ISO SWG IoT Canadian mirror
	Intel (McAfee)


On other aspects of TR-0008

	Document No
	Title
	Source

	oneM2M-SEC-2013-0029
	Proposed enhancements of Security TR
	Giesecke & Devrient

	oneM2M-SEC-2013-0032R02
	Proposed updates to TR-0008
	Gemalto

	oneM2M-SEC-2013-0034
	Levels of Assurance for Authentication
	Giesecke & Devrient


On TS-0003

	Document No
	Title
	Source

	oneM2M-SEC-2013-0026
	Skeleton TS “Security Solutions”
	Rapporteur (Giesecke & Devrient)


6.4
Security Requirements related Contributions (Session R1 with WG1):
See WG1 Minutes for details
6.5
Security Architecture related contributions (Session A1):

Contribution to be handled in WG4 session before reporting to WG2/WG4 joint session:

Document oneM2M-ARC-2013-0345R01 (Security related CSFs)
· Presented by Mireille Pauliac, Gemalto
· Comments and Issues

· Everything presented as single CSF. Separated CSF with sensitive functions.
· Contribution on missing login functionality.

· Proposal to include only high level definitions on functionality
· Contribution for the next plenary welcome.
· Use “Capabilities” rather than “functionalities”. To be discussed and aligned with WG2 ARC.
· Update CSF table. See with WG2 ARC.
· Remove reference to different stakeholders and responsibility (replaced by ownership)

· Remove the ref. to Human Rights. Stick only to technical papers.

· Digital signature use case – which functionality covers that?

· 6.2.c – discussion about including  application level signature generation and verification together with integrity.

· Decisions and Actions
oneM2M-ARC-2013-0345R01 (Security related CSFs) was NOTED 
oneM2M-ARC-2013-0345R02- AGREED for presentation to WG2.
Contributions to be handled directly in the joint WG2/WG4 session:
Please see WG#2 ARC Minutes for details.

Security Protocols related contributions (session P1):

oneM2M-PRO-2013-0027 (Data Access Authorisation) –  see WG3 Pro minutes.

7 
Planning for next Meeting(s)

Document oneM2M-REQ-2013-0038-SEC-Schedule proposal
· Presented by Dragan Vujcic, Oberthur Technologies 

· Comments and Issues

· Decision on the ad-hoc meeting in September, in UE or EU.

· Short notice makes it impossible for many people to join.

· Alternative means to be used.

· Specific conf calls should be organized for noted topics.

· Decisions and Actions
oneM2M-REQ-2013-0038-SEC-Schedule proposal was NOTED

Organization of e-mail discussion threads

A joint conference call with WG2 ARC on August 29th. 
No face to face meetings scheduled before SEC#5 @TP#7,  but TBD for SEC#6 TP8

8
Any other business
9
Closure of meeting
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