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1
Scope

The scope of the present document is to create a common understanding on security within oneM2M systems. To achieve that, security services are explained, threats analysed and security requirements within oneM2M identified and derived from use cases. In addition the present document discusses how security mechanisms relate to the oneM2M architecture and defines suitable security procedures and mechanisms. 
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Not applicable.

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)
[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)

[i.6]
ISO/IEC 29115
Information technology- Security Techniques – Entity authentication assurance framework
[i.7]
ETSI TS 102 221 V11.0.0 Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 11)

[i.8]
ETSI TS 102 671 V9.1.0 Smart Cards; Machine to Machine UICC; Physical and logical characteristics (Release 9)

[i.9]
ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security".
3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

Editor’s note: It is intended that all terms related to security are defined in the definitions TR [i.2] or modified accordingly in the use case descriptions in order to avoid confusion. In the meantime this section identifies and lists terms used in the use cases and related to security until a final definition is agreed.

Security context: <definition>
Secure connection: <definition>
Secure communication: <definition>
End to End Security: Service provided by the M2M System to M2M Applications that establishes trusted security credentials to secure connections between applicative entities, independently of other parties involved.
Hardware Security Module (HSM): a separate and tamper resistant physical computing device, e.g. as defined in [i.7] and [i.8], able to perform security procedures related to oneM2M Service functions. The HSM is used within the M2M Device or M2M Gateway and is different from a Server-HSM used within a network infrastructure node / component. 

Long-term service-layer key: key used for service-layer relevant security operations. The key is valid permanently or for a significant period of time, i.e. no temporarily derived key material.

Pseudonym: alias identity within the context of the Pseudonymity service defined in ISO/IEC 15408 [i.9]

Security Mechanism: process (or a device incorporating such a process) that can be used in a system to implement a security service that is provided by or within the system

Security Policy: set of rules and practices that specify or regulate how a system or organization provides security services to protect resources
Security Service: processing or communication capability that is provided by a system to give a specific kind of protection to resources where these resources may reside within the system or any other system
Sensitive Function: function which requires protection from unauthorized monitoring, tampering or execution that is operating on sensitive data / credentials or key material, e.g. derivation of keys from M2M long-term service-layer keys and cryptographic algorithms.

Server-HSM: dedicated computing device, able to perform security procedures related to oneM2M service functions and integrated within M2M network infrastructure servers.

Security Association: Logical relationship between 2 nodes that are associated with a communication link. Security Associations are not communications links. Security Associations can take a number of forms but in each case they identify the nature of the security service (confidentiality, integrity, authentication or authorisation), the required algorithm and key. Security Associations can be established for single transactions (and thus their establishment can form part of the transaction itself) or for session based associations (in such instances the association is generally established independently of the individual transactions that are to be secured). 

Editor’s note: Move Definitions to TR-0004

3.2
Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format


3.4
Acronyms

For the purposes of the present document, the abbreviations given in [i.2] and the following apply:

API
Application Programming Interface
CSE
Common Service Entity
CSF
Common Service Function
DoS
Denial of Service

ETSI SCP
ETSI Technical Committee Smart Card Platform

FFS
For Further Study
HTML
Hyper Text Markup Language
HSM
Hardware Security Module
LAN
Local Area Network
LDAP
Lightweight Directory Access Protocol
NA
Network Application
OS
Operating System

SA
Security Association

SQL
Structured Query Language
WAN
Wide Area Network


4
Conventions

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1].
5
 Overview
Editor’s note: This section provides high level description of oneM2M security and describes the scope, terminology, relation to architecture, use cases and other oneM2M activities in more detail. Subsections may describe certain security services in more detail in order to provide a common understanding of each of the security mechanisms / services within oneM2M use cases.

5.1 oneM2M Security Context and Domains
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Figure 1 : Overview of the oneM2M Security context
The oneM2M security context described in Figure 1 is based on the high level functional view given in [i.4].  Four security domains are identified. Each of these domains provides security features to meet certain threats and which in particular protect against attacks, in associated trust scenarios.

· (1)  Application domain security: the set of security features that enable Applications and Common Services to securely exchange messages and protect against attacks on the  X Reference Points. 

· (2)  Intra Common Services domain security: the set of security features that enable Common Service Functions (CSF) in the Common Service Entity (CSE)  to securely exchange messages and which in particular protect against attacks on the CSE.
· (3)  Inter Common Services domain security: the set of security features that enable secure exchange of messages between Common Service Entities (CSE) and  protect against attacks on the Y Reference Points.

· (4)  Underlying Network security: the set of security features that enable Underlying Network Services and Common Services  to securely exchange messages and protect against attacks on the Z Reference Points.
Editor's Note: Intra Common Services domain security is FFS. 

5.2
Applications
An M2M Application Service Provider can rely on independent credentials to secure its End-to-End communications, so that they are not exposed to either the M2M Service Provider or the underlying network operator. The interface specified by the M2M System for provisioning and administration of security credentials in M2M nodes needs to be used by the M2M Application or any trusted third party that are involved.

5.3
Common Services
In cases where the M2M Service provider is able to provide trusted security to the M2M Application, the ability to secure communication between nodes for the purpose of the M2M Service Layer can be made directly available to the M2M Application through an API.
5.4
Underlying Network
In cases where the underlying network provides secure communication for M2M Equipments that is trusted by the M2M Application Service Provider, there is a need for the M2M System to extend the provisioning of such security to edge nodes that are not directly be connected to the underlying network (e.g. because they are behind a gateway). The key derivation and secure connection establishment capabilities of the service layer can be reused by the M2M Application, based on long term keys provided by the underlying network. 

6
Security aspects within oneM2M
Editor's note:
This clause is intended to provide an overview of all oneM2M security issues, considering security aspects arising from use cases and functionalities specified by WI 0001: Technical Report - oneM2M use case collection [i.5]. Also this clause is intended for the derivation of appropriate security requirements and the description of required solutions.
6.1
Generic Mechanisms
Implementing security features and countermeasures to threats requires mechanisms that provide security related operations with an appropriate level of confidence. Those generic mechanisms are described within this clause. They include:

· secure storage of sensitive data 

· sensitive functions executing operations on sensitive data

· secure connection allowing the secure transmission of sensitive data

6.1.1
Secure Storage

Sensitive data comprises key material / credentials, privacy related data such as identifiers and other data as identified by the M2M Solution Provider for the purpose of its use case. In order to prevent misuse of sensitive data, it requires protected and secure storage within the termination points of the system. Secure storage capability can be implemented by several means within the network infrastructure nodes and network applications by the M2M Service Provider. In addition it need to be ensured that secure storage capabilities are present in termination points residing at the consumer, i.e. in the M2M Device and/or the M2M Gateway, depending on the requirements of the use case. It is recommended that M2M Devices / Gateways support a secure / tamper resistant storage capability for sensitive data.

6.1.2
Sensitive Functions

All security features as described within the remainder of this document rely on the secure execution of certain sensitive functions. Sensitive functions operate on sensitive data that is securely stored such that sensitive data will never leak to any unauthorized entity. Sensitive functions are typically performed in termination points within the M2M System.

Examples of sensitive functions include:

· cryptographic algorithms

· (session) key derivation functions

· hash functions

Access to sensitive functions is subject to security policies and access control. Sensitive functions are accessible via a well defined interface.

6.1.3
Secure Connection

As many M2M Applications generate and exchange sensitive data, and essential M2M Services deal with the routing and exploitation of such information, the M2M System need to be able to support security services such as ensuring availability, mutual authentication between communicating parties, confidentiality (e.g. protection against eavesdropping by unauthorized parties), integrity (i.e. protection against manipulation) and access control. 

Sensitive data has to be transmitted within the M2M Solution between various stakeholders, each represented by a respective termination point within the M2M System. In order to ensure a secure transmission of that sensitive data, sensitive functions on securely stored data will be executed to set up a secure connection. 

Whether the support of security services is addressed at the M2M Service Layer level or at the M2M Application level, this requires the ability to establish security associations between corresponding M2M nodes. Ideally, this ability could apply to nodes affiliated with different M2M Application Service Providers and M2M Service Providers, not excluding capabilities that may be provided by third parties such as data analytics.

6.2
Other aspects

6.2.1
Privacy aspects
Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and relates to properties such as Anonymity, Pseudonymity, Unobservability and others. Each of these properties may be captured within a separate sub-clause.

<Text>

6.2.2
Security policy

Editor’s note: There may be a need to describe “security policy” and its intended usage within oneM2M systems
6.1 7
Security Vulnerabilities and Threats

Editor's Note: This clause is intended to list a selection of relevant of the security issues detailed above. This is intended to provide a motivation for the security requirements identified below
7.1
Introduction
This sub-clause lists and describes threats relevant to the security domains. Threats are described using a pre-defined template including information on the issue caused by the threat, a description of the threat itself and an indication of use cases impacted or potentially impacted. In addition affected security domains (see clause 5) and M2M Stakeholders are listed. The description of each threat concludes with an analysis which of the main M2M Architecture components is impacted by the threat. 

NOTE: 
A detailed risk assessment / evaluation of the level of impact of the threat depends on the assets and their value. The value of the assets heavily depends on the individual use case implemented in the M2M Solution. Risk assessment / evaluation is therefore out of scope of this threat analysis and falls under the responsibility of the respective stakeholders responsible for providing the M2M Solution and/or solution component. The number given to each of the threats do not give any indication on their priority. 
Editor's Note: This section 6.1 includes references to use cases. Therefore it is proposed to remove chapter 7 from this TR.
7.2
Discovery of Long-Term Service-Layer Keys Stored in M2M Devices or M2M Gateways

	Threat ID
	1

	Overview
	Long-term service-layer keys are discovered while they are stored in M2M Devices or M2M Gateways and are copied.

	Issue
	Copied long-term service-layer keys may be used to impersonate M2M Devices and/or M2M Gateways.

	Description
	Long-term service-layer keys are stored within the M2M Device or M2M Gateway. Those keys are discovered and copied by unauthorized entities and used for illegitimate purposes. Discovery of stored long term service-layer keys may be achieved e.g. by monitoring internal processes (e.g. by Differential Power Analysis) or by reading the contents of memory of the M2M Device or M2M Gateway (by hardware probing or by use of local management commands). 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer

	Architecture impact
	Device / constrained Device : impacts storage of long-term service-layer keys

Middle Node / Gateway : impacts storage of long-term service-layer keys 
Common Services Entity / Function: impacts Security CSF


7.3
Deletion of Long-Term Service-Layer Keys stored in M2M Devices or M2M Gateways

	Threat ID
	2

	Overview
	Long-term service-layer keys are deleted or deprecated while they are stored in M2M Devices or M2M Gateways 

	Issue
	Denial of service attack, preventing operation of the M2M Solution.

	Description
	Long-term service-layer keys are deleted or deprecated. This may be achieved by use of management commands (including impersonation of a system Manager) or by removal of the HSM if present and if removable. This attack may be perpetrated against the key-storage functions of M2M Devices or M2M Gateways.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	Device / constrained Device : impacts storage of long-term service-layer keys

Middle Node / Gateway : impacts storage of long-term service-layer keys 
Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF


7.4
Replacement of Long-Term Service-Layer Keys stored in M2M Devices or M2M Gateways

	Threat ID
	3

	Overview
	Long-term service-layer keys are replaced while they are stored in M2M Devices or M2M Gateways 

	Issue
	Users/consumers cannot be made accountable for their activities within the M2M System. Allows illegitimate operation of the M2M Solution.

	Description
	Long-term service-layer keys are replaced while they are stored in M2M Devices or M2M Gateways, in order to modify its operation. The attack may be achieved by use of management commands (including impersonation of a system manager) or by removal of the HSM if present and if removable. This attack may be perpetrated against the key-storage functions of M2M Devices.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	Device / constrained Device : impacts access mechanism to storage and management of long-term service-layer keys

Middle Node / Gateway : impacts access mechanism to storage and management of long-term service-layer keys 
Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF


7.5
Discovery of Long-Term Service-Layer Keys stored in M2M Infrastructure

	Threat ID
	4

	Overview
	Long-term service-layer keys are discovered while they are stored in the M2M infrastructure equipment (e.g. equipment holding network CSE or security server) and are copied.

	Issue
	Copied keys may be used to impersonate M2M infrastructure equipment.

	Description
	Discovery may be achieved e.g. by the monitoring of internal processes, or by reading the contents of memory locations. The methods of attack include remote hacking and illicit use of management or maintenance interfaces.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M System and its components; M2M Service Provider; System Administrator; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	M2M Service infrastructure


7.6
Deletion of Long-Term Service-Layer Keys stored in M2M Infrastructure equipment

	Threat ID
	5

	Overview
	Long-term service-layer keys are deleted or deprecated while they are stored in the M2M infrastructure equipment (e.g. equipment holding network CSE or security server).

	Issue
	Deletion of keys in the infrastructure equipment prevents proper operation and may lead to denial of service.

	Description
	Long-term service-layer keys may be deleted or deprecated by use of management commands (including impersonation of a System Administrator). 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M System and its components; M2M Service Provider; System Administrator; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	M2M Service infrastructure


7.7
Discovery of sensitive Data in M2M Devices or M2M Gateways

	Threat ID
	6

	Overview
	Sensitive data is discovered while used during the execution of sensitive functions in M2M Devices or M2M Gateways and are copied.

	Issue
	Copied sensitive data such as long-term service-layer keys may be used to impersonate M2M Devices and/or M2M Gateways.

	Description
	Sensitive data such as long-term service-layer keys are used during the execution of sensitive function within the M2M Device or M2M Gateway and exposed. Sensitive data is than copied by unauthorized entities and used for illegitimate purposes. 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	Device / constrained Device : impacts storage of sensitive data and execution of sensitive functions

Intermediate Node / Gateway : impacts storage of sensitive data and execution of sensitive functions
Common Services Entity / Function: impacts Security CSF


7.8
General Eavesdropping on M2M Service-Layer Messaging between Entities
	Threat ID
	7

	Overview
	General Eavesdropping on M2M Service-Layer Messaging Between Entities

	Issue
	Effect on stakeholders(s): significant effect upon the M2M Service Provider if the users find out about the loss of privacy and if it can be blamed on this attack

	Description
	By eavesdropping on M2M Service Layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, confidential or private information may be discovered. This excludes the use of eavesdropping to discover or infer the value of keys, which is covered elsewhere in the present document. 

	Impacted Use Cases
	All

	Affected Security domain
	The eavesdropping may physically occur in:

· a LAN which connects M2M Devices to an M2M Gateway;
· a WAN which connects M2M Gateways and M2M Devices to the M2M Core;
· a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core.

The attack may exploit lack of protection in communications, or vulnerabilities in protected communications, at any layer including the M2M Service Layer.

Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator; User/Consumer

	Architecture impact
	Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF


7.9
Alteration of M2M Service-Layer Messaging between Entities
	Threat ID
	8

	Overview
	Alteration of M2M Service-Layer Messaging Between Entities

	Issue
	Effect on stakeholders(s): could be significant loss of revenue if it occurs between the Core and NAs or as a wide-scale attack against Devices or Gateway communications

	Description
	By altering M2M Service Layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, the attacker may deceive or defraud the M2M Service Provider or other stakeholders.

	Impacted Use Cases
	All

	Affected Security domain
	The alteration of messages may physically occur in:

· a LAN which connects M2M Devices to an M2M Gateway;
· a WAN which connects M2M Gateways and M2M Devices to the M2M Core;
· a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core;
· Communications between the M2M Core and M2M Applications in the Network and Applications Domain.

The attack may exploit lack of protection in communications, or vulnerabilities in protected communications, at any layer including the M2M Service Layer.
Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security; if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider,Manufacturer of M2M Devices and/or M2M Gateways, M2M Device/Gateway Management entities, M2M Service Provider, Network Operator, User/Consumer

	Architecture impact
	Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF


7.10
Replay of M2M Service-Layer Messaging between Entities
	Threat ID
	9

	Overview
	Replay of M2M Service-Layer Messaging Between Entities

	Issue
	Effect on stakeholders(s): could be significant loss of revenue (especially for smart metering) if it occurs between the Core and NAs or as a wide-scale attack against Devices or Gateway communications.

	Description
	By repeating all or portions of previous M2M Service Layer messages between components in the M2M Service Provider's Domain, M2M Devices and M2M Gateways, the attacker may deceive or defraud the M2M Service Provider or other stakeholders.

	Impacted Use Cases
	All

	Affected Security domain
	The repetition of messages may physically occur in:

· a LAN which connects M2M Devices to an M2M Gateway;
· a WAN which connects M2M Gateways and M2M Devices to the M2M Core;
· a WAN which connects provisioning servers to M2M Devices, M2M Gateways and an M2M Core;
· Communications between the M2M Core and M2M Applications in the Network and Applications Domain.

The attack may exploit lack of protection in communications, or vulnerabilities in protected communications, at any layer including the M2M Service Layer.

Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer

	Architecture impact
	Device / constrained Device : impacts storage of long-term service-layer keys

Intermediate Node / Gateway : impacts storage of long-term service-layer keys 

Common Services Entity / Function: impacts Security CSF, may impact data management & repository CSF


7.11
Unauthorized or corrupted Applications or Software in M2M Devices/Gateways

	Threat ID
	10

	Overview
	Unauthorised or Corrupted Application and Service-Layer Software in M2M Devices/Gateways

	Issue
	An attacker installs unauthorised M2M Service-layer software or modifies authorised software functions in M2M Devices or M2M Gateways.

	Description
	This attack may be used to: 

· commit fraud, e.g. by the incorrect reporting of energy consumption; 

· cause a breach of privacy by obtaining and reporting confidential information to the attacker; cause the disclosure of sensitive data such as cryptographic keys or other credentials; 

· prevent operation of the affected M2M Devices/Gateways. 
The attack may be perpetrated locally or by illicit use of remote management functions. 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; User/Consumer.

	Architecture impact
	M2M Service Provider's Domain; M2M Devices and M2M Gateways


7.12
M2M System Interdependencies Threats and cascading Impacts

	Threat ID
	11

	Overview
	M2M System interdependencies threats and cascading impacts

	Issue
	Underlying systems and resources may impose many forms of interdependency with the M2M Application, M2M Device / Gateway or M2M Infrastructure which is not apparent during period of normal operation.

	Description
	While M2M endpoints and M2M Gateways might be dedicated to specific M2M Services, M2M Systems as a whole will frequently share resources with a variety of other un-related systems and applications.  

	Impacted Use Cases
	All use cases.

	Affected Security domain
	Application domain security, Intra Common Services domain security, Inter Common Services domain security, Underlying Network security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	M2M Service Provider's Domain, M2M Devices and M2M Gateways


Editor’s note: consequence / impact to be added t the description.
7.13
M2M Security Context Awareness
	Threat ID
	12

	Overview
	Context-awareness

	Issue
	A lack of context awareness for M2M endpoints, gateways and applications may increase the risks associated with resource exhaustion and under provisioning, triggering service impacts or outages.

	Description
	

If the provided Security Level is sufficient and appropriate depends on the use case and the context of the operation. Keeping the security level static for all use cases may lead to inefficient usage of resources (in terms or processor, memory, network, operationally and financially).

	Impacted Use Cases
	All use cases.

	Affected Security domain
	Application domain security, Intra Common Services domain security, Inter Common Services domain security, Underlying Network security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	M2M Service Provider's Domain, M2M Devices and M2M Gateways


Editor’s note: reworded to avoid questions within the description.
7.14
Eaves Dropping/Man in the Middle Attack
	Threat ID
	13

	Overview
	Eaves Dropping/Man In the Middle Attack

	Issue
	Keys and other sensitive Information can be discovered by eavesdropping on messages at the transport layer

	Description
	The primary difficulty lies in monitoring the proper network’s traffic while users are accessing the vulnerable site.

Detecting basic flaws is easy. Just observe the site’s network traffic. More subtle flaws require inspecting the design of the application and the server configuration. The attack exploits lack of security protection while data is in transit, or vulnerabilities in the protocol that was chosen to protect the communication pipe

	Impacted Use Cases
	All

	Affected Security domain
	Inter Common Services domain security; Underlying Network security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	X-Reference Point, Y-Reference Point, Z-Reference Point


Editor’s note: clarify difference / overlap with threat 7.

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Editor’s note: clarify difference / overlap with threat 9. Seems to be duplicated, therefore it is suggested to remove this threat.
7.15
Transfer of keys via independent security element
	Threat ID
	15

	Overview
	Transfer of keys via independent security element

	Issue
	The attack is carried out by an attacker who gains unauthorized possession of a set of viable keys and credentials by removing them from a legitimate M2M Device.

	Description
	The attack is carried out by an attacker who gains unauthorized possession of a set of viable keys and credentials by removing them from a legitimate M2M Device. The attacker will then use the removed keys and credentials in different, possibly unauthorized M2M Devices. The M2M Devices may attach to a network and consume non M2M network services, in which the charge will be passed to a legitimate M2M User. Additionally, a denial of service to the legitimate user may occur when the unauthorized M2M Device is online, the unauthorized M2M Device may use legitimate M2M Services, though the cost is passed on to the legitimate user.

	Impacted Use Cases
	All use cases.

	Affected Security domain
	Intra Common Services domain security; Inter Common Services domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; User/Consumer.

	Architecture impact
	X-Reference Point, Y-Reference Point


Editor’s note: clarify difference / overlap with threat 2 and merge the two?
7.16
Buffer Overflow
	Threat ID
	16

	Overview
	Buffer Overflows

	Issue
	This type of attack is present when the use of non-type safe API’s are exposed.

	Description
	Buffers of data + ‘N’ are passed through an API where it is known that the API is designed to have length constraints. The N bytes overflow into an area that was being utilized by other storage (heap overflow) or precipitates the return address to be corrupt (stack overflow). Stack overflows are indicated by the return code jumping to a random location, and as a consequence, incorrect code is executed and may change local data (rights of code or a file)

	Impacted Use Cases
	All.

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security 

	Affected Stakeholders
	M2M Application Service Provider; M2M Service Provider; User/Consumer.

	Architecture impact
	X-Reference Point, Y-Reference Point


Editor’s note: is that a threat caused by an attack or is that a guideline for the implementation of the Security that may be covered within a test specification?
7.17
Injection
	Threat ID
	17

	Overview
	Injection

	Issue
	Send inappropriate queries to the application-level server that will exploit vulnerabilities of the query interpreter in order to gain un-authorized access.

	Description
	Attacker sends simple text-based attacks that exploit the syntax of the targeted interpreter. Almost any source of data can be an injection vector, including internal sources. Injection flaws occur when an application sends untrusted data to an interpreter. Injection flaws are very prevalent, particularly in legacy code, often found in SQL queries, LDAP queries, XPath queries, OS commands, program arguments, etc. Injection flaws are easy to discover when examining code, but more difficult via testing.

	Impacted Use Cases
	All.

	Affected Security domain
	Application domain security; Inter Common Services domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Service Provider; User/Consumer.

	Architecture impact
	CSE
; X-Reference Point, Y-Reference Point


7.18
Session Management and Broken Authentication
	Threat ID
	18

	Overview
	Session Management and Broken Authentication

	Issue
	Custom session and authentication schemes frequently have flaws in areas such as logout, password management, timeouts, remember me, secret question and account update.

	Description
	Consider anonymous external attackers, as well as users with their own accounts, who may attempt to steal accounts from others. Also consider insiders wanting to disguise their actions. Exploitation spoof this type is of average difficulty, Attacker uses leaks or flaws in the authentication or session management functions (e.g., exposed accounts, passwords, session IDs) to impersonate users. 

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security; Inter Common Services domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; User/Consumer.

	Architecture impact
	CSE
; X-Reference Point, Y-Reference Point


7.19
Security Misconfiguration
	Threat ID
	19

	Overview
	Security Misconfiguration

	Issue
	Attacker accesses default accounts, unused pages, un-patched flaws, unprotected files and directories, etc. to gain unauthorized access to or knowledge of the M2M System.

	Description
	Consider anonymous external attackers as well as users with their own accounts that may attempt to compromise the M2M System. Also consider insiders wanting to disguise their actions. Easy to exploit, attacker accesses default accounts, unused pages, un-patched flaws, unprotected files and directories, etc. to gain unauthorized access to or knowledge of the M2M System.

	Impacted Use Cases
	All.

	Affected Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Device/Gateway Management entities; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	CSE; X-Reference Point, Y-Reference Point, Z-Reference Point


7.20
Insecure Cryptographic Storage
	Threat ID
	20

	Overview
	Insecure Cryptographic Storage

	Issue
	The most common flaw in this area is simply not encrypting data that deserves encryption.

	Description
	Attackers typically don’t break the cryptography. They break something else, such as find keys, get cleartext copies of data, or access data via channels that automatically decrypt. The most common flaw in this area is simply not encrypting data that deserves encryption. When encryption is employed, unsafe key generation and storage, not rotating keys, and weak algorithm usage is common. Use of weak or unsalted hashes to protect passwords is also common. External attackers have difficulty detecting such flaws due to limited access. They usually must exploit something else first to gain the needed access.

	Impacted Use Cases
	All.

	Affected Security domain
	Intra Common Services domain security; Inter Common Services domain security

	Affected Stakeholders
	M2M Application Service Provider; M2M Service Provider; Network Operator, if network operator keys are shared; User/Consumer.

	Architecture impact
	CSE


Editor’s note: Overlap with threats 1-5 to be clarified. Encrypted storage seems more a countermeasure rather than an attack / threat.
7.21
Invalid Input Data
	Threat ID
	21

	Overview
	Invalid Input Data

	Issue
	Input data validation is used to ensure that the content provided to an application does not grant an attacker access to unintended functionality or privilege escalation

	Description
	Attackers can inject specific exploits, including buffer overflows, SQL injection attacks, and cross site scripting code to gain control over vulnerable machines. An attacker may be able to impose a Denial of Service, bypass authentication, access unintended functionality, execute remote code, steal data and escalate privileges. While some input validation vulnerabilities may not allow exploitation for remote access, they might still be exploited to cause a crash or a DoS attack.

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security

	Affected Stakeholders
	M2M Application Service Provider; User/Consumer.

	Architecture impact
	X-Reference Point, Y-Reference Point


7.22
Cross Scripting
	Threat ID
	22

	Overview
	Cross Scripting

	Issue
	Cross Scripting allows attackers to inject code into the Web pages generated by the vulnerable Web application.

	Description
	Cross-site scripting takes advantage of Web servers that return dynamically generated Web pages or allow users to post viewable content to execute arbitrary HTML and active content such as JavaScript, ActiveX, and VBScript on a remote machine that is browsing the site within the context of a client-server session

	Impacted Use Cases
	All

	Affected Security domain
	Application domain security

	Affected Stakeholders
	M2M Application Service Provider; Manufacturer of M2M Devices and/or M2M Gateways; M2M Service Provider; User/Consumer.

	Architecture impact
	X-Reference Point, Y-Reference Point


Editor’s note: can this threat be merged with Threat 17?
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8
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
8.1
Authentication requirements

Editor's Note: This subclause is intended to describe different levels and aspects of authentication derived from the use cases. This includes: System – device/collector authentication, Device – Gateway authentication, Device Application – Network Application authentication, Authentication of M2M System with M2M Devices/ /collectors, Authentication of M2M Devices with M2M applications

8.1.1
Levels of Assurance for Authentication

Four levels of assurance for entity authentication are defined in line with levels of assurance as defined in [i.6]. Each level describes the degree of confidence in the authentication processes and provides the described level of assurance that the entity using a particular identity actually is the entity to which that identity was assigned. Level 1 is the lowest level of assurance and Level 4 the highest. Each of these levels provides requirements for the implementation of the process.

· Level 1: lowest level with minimal confidence in the claimed or asserted identity of the entity but some confidence that the entity is the same over consecutive authentication events. This level is used when minimum risk is associated with erroneous authentication. 

· Level 2: provides some level of confidence in the claimed or asserted identity of the entity. This level is used when moderate risk is associated with erroneous authentication. Single factor authentication is acceptable. Successful authentication depends on the entity proving, through a secure authentication protocol, that the entity has control of the sensitive data / credentials. Controls are in place to protect against attacks on stored sensitive data / credentials.

· Level 3: provides high confidence in the claimed or asserted identity of the entity. This level is used when substantial risk is associated with erroneous authentication. Multi-factor authentication is required. Any sensitive data or information exchanged in authentication protocols is cryptographically protected in transit and at rest. 

· Level 4: provides very high confidence in the claimed or asserted identity of the entity. This level is used when high risk is associated with erroneous authentication. This level provides the highest level of entity authentication assurance. In addition to Level 3 this level requires the usage of tamper resistant hardware devices for the storage of all sensitive data such as cryptographic keys, 

Editor’s note: it is for further study how multi-factor authentication applies to oneM2M within the context of 2 machines communicating with each other. IEC 62443 (ISA-99) should be checked within this context in order to avoid conflicts.
8.2
Authorization requirements

Despription of different levels and aspects of that requirement derived from the use cases.

8.3
Confidentiality requirements

Despription of different levels and aspects of that requirement derived from the use cases.

8.4
Integrity requirements

Despription of different levels and aspects of that requirement derived from the use cases.

8.5
Availability requirements

Despription of different levels and aspects of that requirement derived from the use cases.

8.6
Privacy related requirements

Although a user of a M2M System is generally considered to be an application or functional agent that represents a human, there are links between a device and its user that can be either directly derived or indirectly deduced. Consequently, identifiers used for communication in the M2M System must not be directly related to the real identity of either the device or its user, except where this is a requirement for operation of a specific M2M Application. The use of pseudonyms is a mean to support this requirement.
Editor’s note: Refers to the explanation covered in “Roles & Focus Area TR” and covers requirements on properties such as Anonymity, Pseudonymity, Unobservability and others. 

9
Countermeasures and Solutions
Editor's note:
This clause is intended for the derivation of appropriate countermeasures and the description of required solutions/mechanisms.
Editor's note:
Each solution, their pre-requisites and related identifiers and data (eg. key/credentials, subscription information, etc…)  will be described
9.1
Introduction

Within this section, countermeasures and solutions are described preventing threats described in section 7. A combination of countermeasures may need to be implemented to comprehensively mitigate the risk and to overcome the threat, i.e. a set of appropriate countermeasures has to be selected depending on the requirements of the specific M2M Solution.
9.2
Tamper resistant Storage of long-term Service-Layer Keys within M2M Devices / Gateways
	Related threats
	1; 2; 3;

	Countermeasure 1
	M2M long-term service-layer keys are stored in a HSM (whose tamper-resistance may be certified) residing within the M2M Device / Gateway which renders it infeasible for the attacker to discover the value of keys by logical or physical means.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	Resists the attack.

A lot of prior art exists in the form of specifications of e.g. ETSI SCP.
Other sensitive data / credentials in addition to long-term service-layer keys can be protected

	Disadvantages
	Additional per-item cost for HSM
Need to specify and demonstrate the level of security assurance across the range of manufacturers and their products.


9.3
Secure Storage of long-term Service-Layer Keys within M2M Infrastructure Equipment
	Related threats
	4; 5

	Countermeasure 2
	M2M long-term service-layer keys (other than public keys) are securely stored in a server-HSM residing in infrastructure equipment which renders it infeasible for the attacker to discover the value of keys by logical or physical means.

	Applicable Security domain
	Application domain security, Intra Common Services domain security, Inter Common Services domain security or Underlying Network security

	Advantages
	Resists the attack.

A lot of prior art exists.

	Disadvantages
	Additional cost. 
Need to specify and demonstrate the level of security assurance across the range of manufacturers and their products.


9.4
Non-access to Service-Layer Keys stored within HSM / server-HSM
	Related threats
	4; 

	Countermeasure 3
	HSM / server-HSM do not reveal the value of the stored secret keys (other than public keys), even to a management system or to an authorised representative of the M2M System Operator, such as a System Administrator.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	See CM1

	Disadvantages
	None.


9.5
Secure Execution of sensitive Functions in M2M Devices / M2M Gateways
	Related threats
	6; 

	Countermeasure 4
	The execution of Sensitive Functions never causes long-term service-layer keys to be exposed outside of the HSM in which they are stored. Sensitive functions may be exectured within the HSM.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	See Countermeasure 1

	Disadvantages
	May increase the complexity of the HSM.


9.6
Physical / logical Binding of HSM to M2M Device / Gateway
	Related threats
	2; 15

	Countermeasure 5
	The HSM containing the M2M long-term service keys is bound to the M2M Device or M2M Gateway, using physical and/or logical means.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	Resists the attack. 
Keys cannot be stolen (and M2M Device/Gateway rendered inoperable) by removal of HSM.

	Disadvantages
	Logical binding of HSM to Device/Gateway are of limited effectiveness.


Editor’s note: merged with countermeasure “Sensitive Data needs to be bound to the device itself” as described in oneM2M-SEC-2013-0027-Common_security_threats_to_M2M_architectures.DOC.
9.7
Strong Authentication for Access to long-term Service-Layer Keys
	Related threats
	2; 3; 5

	Countermeasure 6
	Access to and/or modification of stored Sensitive Data and in particular of the long-term service-layer keys requires strong (i.e. cryptographic) authentication of the accessing/modifying entity, followed by authorisation.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.
Communication impact for remote management


9.8
Use of Security Associations, mutual Authentication and Confidentiality
	Related threats
	8 

	Countermeasure 7
	A security association is established between the communicating entities, which provides mutual authentication, integrity and confidentiality

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	Resists the attack.
Well established counter-measure.

High degree of assurance in the M2M application, supporting critical infrastructure functions and mitigating both logical and cascading kinetic impacts.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management
may create unacceptable network loads during certain periods, such as key expiry, or system-wide re-starts.

May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication or for encryption.

May place inappropriate demands on the device for memory protection to protect credentials – or protections are insufficient to support assurance requirements


9.9
Proven Resistance to Man-in-the-Middle Attacks
	Related threats
	8

	Countermeasure 8
	The security association between communicating entities uses protocols which are proven to resist man-in-the-middle attacks

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management


9.10
Limited Life Session Keys bound to Service Layer

	Related threats
	8

	Countermeasure 9
	Communications whose security is anchored in M2M Service Layer keys use session keys, i.e. keys with a limited lifetime which can be set by security policy. Session keys can be derived from M2M Service-layer keys

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security, if keys are shared with underlying network.

	Advantages
	Resists the attack. Limits exposure window if a session key is exposed or discovered.
A well-established counter-measure. 
Allows shorter key lengths reduces cryptographic overheads

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.
Communication impact for remote management
May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication and re-key. 
May create unacceptable network and M2M Service backhaul loads during certain periods, such as re-key, or system-wide re-starts.


9.11
Replay Protection

	Related threats
	9

	Countermeasure 10
	The protocol includes functionality to detect if all or part of a message is an unauthorised repeat of an earlier message or part of a message

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security

	Advantages
	Resists the attack.

	Disadvantages
	Involves cost, e.g. of providing crypto authentication means to System Administrators, and access-control mechanisms.

Communication impact for remote management


9.12
Keys can be derived from M2M Service-layer keys

	Related threats
	

	Countermeasure 11
	Communications whose security is anchored in M2M Service-layer keys use session keys, i.e. keys with a limited lifetime which can be set by security policy. Session keys can be derived from M2M Service-layer keys.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	Resists the attack. Limits exposure window if a session key is exposed or discovered.
A well-established counter-measure. 
Allows shorter key lengths reduces cryptographic overheads. 

	Disadvantages
	May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication and re-key. 

May create unacceptable network and M2M Service backhaul loads during certain periods, such as re-key, or system-wide re-starts.


Editor’s note: “Related Threats” to be completed.
9.13
Integrity Verification
	Related threats
	

	Countermeasure 12
	The integrity of executable functions and files in M2M Devices/Gateways can be verified.

	Applicable Security domain
	Application domain security.

	Advantages
	Detects the attack. High degree of assurance in the M2M application, supporting critical infrastructure functions and mitigating both logical and cascading kinetic impacts.

	Disadvantages
	Increases the cost and complexity of the M2M Device/Gateway, which may or may not be significant. 
May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication or for encryption.

May place inappropriate demands on the device for memory protection to protect credentials – or protections are insufficient to support assurance requirements.

May create unacceptable network loads during certain periods, such as key expiry, or system-wide re-starts.


Editor’s note: “Related Threats” to be completed.
9.14
Policy based Actions
	Related threats
	

	Countermeasure 13
	Policy-based action can be taken to prevent the use of functions or of M2M Devices/Gateways which fail the integrity verification test.

	Applicable Security domain
	Application domain security

	Advantages
	Prevents corrupted or unauthorised functions from being used. 

Resists the attack, without necessarily having to disable the whole M2M Device/Gateway. 

Allows the possibility of remote remediation of faults by download of new or patched functionality. 

	Disadvantages
	Increases the cost and complexity of the M2M Device/Gateway, and possibly the M2M Core, which may or may not be significant. 

Policy decisions made in the M2M Core may require a standardised abstraction of Device/Gateway functionality. 
May place unsustainable loads on the endpoint device and reduce performance, for instance during integrity checking (hashing) operations of system files.


Editor’s note: “Related Threats” to be completed.
9.15
Shared Asset Inventory
	Related threats
	11

	Countermeasure 14
	All M2M assets should be inventoried and shared assets identified, and interdependencies identified related to people, processes, technology and facilities.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	Exposes unknown interdependencies for management assessment.

	Disadvantages
	Adds cost to the design stage.

Requires scheduled repetition: on-going costs.


9.16
Sensitivity Assessment
	Related threats
	11

	Countermeasure 15
	Conduct sensitivity assessment of various shared assets, for management review.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	Exposes independent system sensitivities for management assessment.

	Disadvantages
	Adds cost to the design.

Requires scheduled repetition: on-going costs.


9.17
Risk Assessment
	Related threats
	11

	Countermeasure 16
	Based asset inventory and sensitivity assets, conduct or expand an planned risk assessment to most sensitive assets documenting interdependencies under normal and abnormal conditions for both M2M Service and other systems sharing sensitive assets. Make recommendations for management to treat, transfer or accept interdependency risks.

	Applicable Security domain
	Application domain security; Underlying Network security.

	Advantages
	Exposes interdependencies risks at are frequently overlooked in complex systems
Avoids expense security retro-fits post-deployment

Reduces service impacts and outages associated with system interdependencies.

	Disadvantages
	Adds cost to the deployment.

Requires scheduled repetition: on-going costs.


9.18
Context Inventory and Assessment on Sensitivity
	Related threats
	12

	Countermeasure 17
	The different operational contexts of the M2M Systems assets should be inventoried and assessed for sensitivity to confidentiality, integrity and availability requirements.

	Applicable Security domain
	Application domain security; Underlying Network security.

	Advantages
	Exposes any different security contexts for engineering and management assessment.

	Disadvantages
	Adds cost to the design.

Requires scheduled repetition: on-going costs.


9.19
Risk Assessment
	Related threats
	12

	Countermeasure 18
	Based context inventory and sensitivity assets, conduct or expand an planned risk assessment to determine is risks differ across operational contexts.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	Increases system performance, reduces costs.
Avoids expense security retro-fits post-deployment

	Disadvantages
	Adds cost to the design stage.

Requires repetition every time system is upgraded or changed.


9.20
Secure Communication Link
	Related threats
	13; 14

	Countermeasure 19
	Secure Communications Link with modern cryptographic algorithms

	Applicable Security domain
	Inter Common Services domain security; Underlying Network security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.21
Secure Coding Practices
	Related threats
	16

	Countermeasure 22
	Implement secure coding practices that enforce rigorous input data validation in system and services, database applications, and web services

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.22
Prevent Injection of un-trusted Data
	Related threats
	17

	Countermeasure 23
	Preventing injection requires keeping un-trusted data separate from commands and queries.

If a parameterized API is not available, you should carefully escape special characters using the specific escape syntax for that interpreter

	Applicable Security domain
	Application domain security; Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.23
Security Controls
	Related threats
	18

	Countermeasure 24
	Put in place encryption and/or strong session management security controls.

Implement secure coding practices that enforce rigorous input data validation in system and services, database applications, and web services

	Applicable Security domain
	Application domain security; Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.24
Clean Application Architecture
	Related threats
	19

	Countermeasure 25
	A strong application architecture that provides good separation and security between components.

	Applicable Security domain
	Application domain security; Intra Common Services domain security; Inter Common Services domain security; Underlying Network security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.25
Standard Algorithms
	Related threats
	20

	Countermeasure 26
	Ensure appropriate strong standard algorithms and strong keys are used, and key management is in place.

	Applicable Security domain
	Intra Common Services domain security; Inter Common Services domain security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.26
Protection of Storage by Privileges
	Related threats
	21

	Countermeasure 27
	Processes must be put in place to protect the storage so it is recommended that least-privileges be implemented so that service privileges are minimized as much as possible to reduce risk

	Applicable Security domain
	Application domain security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed.
9.27
Whitelist
	Related threats
	22

	Countermeasure 28
	Positive or “whitelist” input validation is also recommended as it helps protect against XSS, but is not a complete defense as many applications must accept special characters. Such validation should decode any encoded input, and then validate the length, characters, and format on that data before accepting the input

	Applicable Security domain
	Application domain security

	Advantages
	X

	Disadvantages
	X


Editor’s note: to be completed. Approach depends on outcome of discussion on Access Control (ACL vs. RBAC). Maybe this CM could be reworded more generic to cover both models.
















10
Suitable Security and Privacy Procedures and Processes
Editor's note:
 Based on results of above analysis, this section provides a selection of suitable security solutions / procedures that shall be specified in for Release 1 in a respective TS. It also aims at mapping security requirement derived above to proposed security procedures in order to indicate requirements coverage. Further details on requirements coverage will be part of the TS work.
Editor’s note: Evaluation criteria measuring the suitability of the solution will be included and may require a couple of sub-chapters.
<Text>
10.1
Security approach

<Text>
11
Outlook

Editor's note:
 This section lists topics to be considered beyond Rel-1.
<Text>

The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, oneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.
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Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
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Annex <B>:
Title of annex (style H9)
<Text>

B.1
First clause of the annex (style H1)
<Text>

B.1.1
First subdivided clause of the annex (style H2)
<Text>
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Annex <y>:
Bibliography

The annex entitled "Bibliography" is optional.

It shall contain a list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itself.

It shall not include references mentioned in the document.

Use the Heading 9 style for the title and B1+ or Normal for the text.

· <Publication>: "<Title>".

OR
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History
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