	Doc# oneM2M-SEC-2013-0043-Authorization_Funtionality.doc 
Input Contribution
	[image: image2.png]






	INPUT CONTRIBUTION

	Group Name:*
	WG4(SEC)

	Title:*
	Description for Authorization functionality

	Source:*
	FUJITSU(TTC), GEMALTO (ETSI) ,Sierra Wireless(ETSI),Qualcomm(ATIS)

	Contact:
	Shingo Fujimoto, FUJITSU, shingo_fujimoto@jp.fujitsu.com
Francois Ennesser, GEMALTO, francois.ennesser@gemalto.com
Nicolas Damour, Sierra Wireless, ndamour@sierrawireless.com
Philip Hawkes, Qualcomm,phawkes@qti.qualcomm.com

	Date:*
	2013-10-07

	Abstract:*
	This contribution proposed to add texts which explain authorization functionality on oneM2M platform system.

	Agenda Item:*
	Security-TR

	Work item(s):
	WI-0007

	Document(s) 

Impacted*
	TR-0008

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	WG4 


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1 Introduction

This follows up on the issue raised by the contribution oneM2M-PRO-2013-0027-AuthorizeDataAccess, as part of stage 3 work discussed in joint meeting with WG3 (PROTOCOL WG) in TP#6,

The issue was that an Authorization functionality should be provided in order to meet requirements regarding access control.

As the conclusion, both WG3 and WG4 members agreed on start work regarding providing an authorization functionality in oneM2M platform.
This contribution proposes adding some text which should be included as a part of TR-0008.

======[START of proposed text 1]=======

6.4.2
Authorization requirements

In many traditional client-server authorization models, clients can access  protected resources on the server by using the resource owner's credentials directly. This is typically done either by directly authenticating as the resource owner, or by using authorization credentials of the resource owner.
This approach, however, has the inherent limitation that the resource owner may want to grant restricted access to their resources (such as read-only, or limited in time), while they themselves retain the full access to the same resources.
When the owner of a resource wants to give such restricted permissions for using the resource to some third-party without sharing their full owner’s credentials which allows full access to said resource, there are several issues to be solved:
· The system SHOULD have a mechanism to allow a resource owner to configure the access authorization rules for restricted access by third-parties
· The system SHOULD have a capability to handle the access by third-parties which will use the resource on behalf of User.

· The system SHOULD allow the third-party to access the User’s resource even when the User is offline.
======[END of proposed text 1]=======

======[START of proposed text 2]=======

6.6.3
Authorization
6.6.3.1
OAuth

6.6.3.1.1
Description

As described in the reference RFC6749, OAuth is an “authorization framework [that] enables a third-party application to obtain limited access to an HTTP service, either on behalf of a resource owner by orchestrating an approval interaction between the resource owner and the HTTP service, or by allowing the third-party application to obtain access on its own behalf”.

OAuth was standardized by the IETF, and there are two versions which are not compatible with each other.

OAuth 1.0 is published as RFC5849, and OAuth 2.0 is published as RFC6749.
The user can use the OAuth framework to give a permission for restricted access to a third party entity. The OAuth system issues ‘access tokens’, which represent authorized use of the system as the proof of the user’s authorization.

The third party entity can access necessary data and/or information without sharing credentials (such as user-id and password) which allows full access to the system.

In the oneM2M architecture, resource owners could be subscribers of the M2M Service, and third-party applications could be Web applications used by resource owner or by another user which is allowed to access the resource. This is of particular interest in Internet of Things scenarios, where the data streams produced by source devices owned by individual users could be made available to data consumer applications deployed by other parties.
6.6.3.1.2

Use Case

Description for Use Case: 

The subscriber user wants to authorize a M2M Application for accessing data 
Pre-conditions:

· M2M Device is deployed and ready to provide its data as URI

· The M2M Application is assigned an application-id for the M2M platform

Procedures:

1. The user access to the web page to enable new service provided by M2M application using a web browser.
2. The web page redirect to the authorization request page along with application-id and URI of the data.

3. The authorization request page requests the user to enter username and password for authenticating user as owner of the resource.

4. The authorization request page show the web form page to confirm the user allowing access to the data from M2M Application which is identified by application-id.

5. When user posts the form to confirm, it redirects again to the page of step2.
6. The page show the message to confirm authorization for the data access is granted.


[image: image1.emf]Browser Application Portal M2M Platform M2M Application

1. Start Service

Redirect

2. Show Admin Page

Authentication Request

Show Page (+ID/PW)

Send Form to Authorize

Confirmation

AccessToken + Redirect

Send AccessToken

Register AccessToken

Ack

Complete

Access to Data + AccessToken

Data


Post-conditions:

· M2M Application gets access-token to access to the data
· M2M Platform can determine M2M Application can access to the data 
======[END of proposed text 2]=======
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