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1	Introduction
OneM2M Architecture TS-0001 provides an overview of the Security CSF where credential provisioning is needed. This contribution aims at defining a network-based credential provisioning for Security CSF in case of presence of underlying network supporting GBA, e.g. 3GPP or 3GPP2.
2	Rationale
Security Administration 
The Security Administration functionality of the Security (SEC) CSF shall enable the post-provisioning of a root credential protected by the security environment, as specified in the Architecture TS-0001 v0.1.2.
This contribution addresses the cases where the underlying network is a 3GPP or 3GPP2 network. 
For scenarios where the M2M Service Provider and the operator of the underlying network have a trust relationship (including the case that they are actually the same entity) a solution for the post-provisioning consists in using GBA (Generic Bootstrapping Architecture) functionality as specified in 3GPP TS 33.220 [xx]. 
Leveraging on UICC-stored network credentials, GBA-based bootstrap enables to provision a root credential that is shared between a M2M Application Service/Middle Node and an Infrastructure Node. This solution avoids the pre-provisioning of root credentials by the M2M service layer or M2M application. 
GBA capability could be exposed over Z interface. 
This solution fulfils the security requirement SER-004 described in oneM2M TS-Requirements-v0.5.2:
“SER-004: In case where the M2M devices support USIM / UICC and the underlying networks support network layer security, the M2M system shall be able to leverage device’s USIM / UICC credentials and network’s security capability e.g. 3GPP GBA for establishing the M2M services and applications level security through interfaces to underlying network.”
Security Association Establishment
This functionality shall be able to establish security associations between corresponding M2M nodes, in order to provide specific security services (e.g. confidentiality, integrity, authentication, authorisation, or support for application level signature generation and verification) involving specified security algorithms and sensitive data. This involves key derivation based on provisioned root secrets. 
In case of scenario where the M2M Service Provider and the operator of the underlying network have a trust relationship (including the case that they are actually the same entity), GBA procedure could be used, as specified in [xx], to share a key used to establish a security association between a M2M Application Service/Middle Node and Infrastructure Node. 



Conclusion 
The following section proposes to add GBA-based solutions within TS-0003. It does not refer to a specific section in order to add it in the most adequate section(s) that could be determined during TP#7 according to discussions and agreed documents. 
Candidate sections already identified are:
· Section 6.3 of oneM2M-TS-0003-Security
· Section xxxx of contribution oneM2M-SEC-0041  on “Security CSF” from Claus Dietze (Giesecke&Devrient). 

3	Proposal
-----------------------Start of first change-------------------------------
[bookmark: _Toc300920095][bookmark: _Toc363652101]2.1	Normative references
The following referenced documents are necessary for the application of the present document.
[bookmark: RFC2119][1]	oneM2M TR 0008 Security (draft)
[xx]	ETSI TS 133 220: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

-----------------------End of first change-------------------------------

-----------------------Start of second change-------------------------------
x	Security Administration of SEC CSF
x.1	Post-provisioning 
x.1.1	Network-based bootstrap
For scenarios where the M2M Service Provider and the operator of an underlying network have an agreement to use the underlying network credentials as the basis for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network  are actually the same entity), GBA procedure specified in [xx] may be used. 
It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section x.1.1.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.
x.1.1.1	GBA-based bootstrap
The GBA procedure as specified in [xx] shall be used for scenarios where the operator of an underlying network supports GBA infrastructure, such as 3GPP and 3GPP2, and the underlying network credentials are to be used as the basis for the post-provisioning of root credential shared between an Application Service/Middle Node and an Infrastructure Node
y	Security Association Establishment of SEC CSF
In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to use the underlying network credentials as the basis for establishing a security association between a M2M Application Service/Middle Node and Infrastructure Node  (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure could be used, as specified in [xx]. 
It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section y.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement. 
y.1	GBA-based security association 
The GBA procedure shall be applied as specified in [xx] for scenarios where the operator of an underlying network supports GBA, such as 3GPP and 3GPP2, and the underlying network credentials are to be used as the basis for establishing a security association between a M2M Application Service/Middle Node and Infrastructure Node


-----------------------End of second change-------------------------------
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