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1. Introduction

The proposed “Threat ID” is in yellow colour.
2. Proposal 
6.6.12
Keys can be derived from M2M Service-layer keys

	Related threats
	7;8;9;13(if it is not merged with other threats)
Threat ID=7: General Eavesdropping on M2M Service-Layer Messaging between Entities
Threat ID=8: Alteration of M2M Service-Layer Messaging between Entities
Threat ID=9: Replay of M2M Service-Layer Messaging between Entities
Threat ID=13: Eaves Dropping/Man in the Middle Attack

	Countermeasure 11
	Communications whose security is anchored in M2M Service-layer keys use session keys, i.e. keys with a limited lifetime which can be set by security policy. Session keys can be derived from M2M Service-layer keys.

	Applicable Security domain
	Application domain security, Underlying Network security.

	Advantages
	Resists the attack. Limits exposure window if a session key is exposed or discovered.
A well-established counter-measure. 

Allows shorter key lengths reduces cryptographic overheads. 

	Disadvantages
	May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication and re-key. 

May create unacceptable network and M2M Service backhaul loads during certain periods, such as re-key, or system-wide re-starts.


Editor’s note: “Related Threats” to be completed.

6.6.13
Integrity Verification

	Related threats
	10
Threat ID=10: Unauthorized or corrupted Applications or Software in M2M Devices/Gateways

	Countermeasure 12
	The integrity of executable functions and files in M2M Devices/Gateways can be verified.

	Applicable Security domain
	Application domain security.

	Advantages
	Detects the attack. High degree of assurance in the M2M application, supporting critical infrastructure functions and mitigating both logical and cascading kinetic impacts.

	Disadvantages
	Increases the cost and complexity of the M2M Device/Gateway, which may or may not be significant. 

May place unsustainable loads on the endpoint device, for instance during cryptographic operations for authentication or for encryption.

May place inappropriate demands on the device for memory protection to protect credentials – or protections are insufficient to support assurance requirements.

May create unacceptable network loads during certain periods, such as key expiry, or system-wide re-starts.


Editor’s note: “Related Threats” to be completed.

6.6.14
Policy based Actions

	Related threats
	10
Threat ID=10: Unauthorized or corrupted Applications or Software in M2M Devices/Gateways

	Countermeasure 13
	Policy-based action can be taken to prevent the use of functions or of M2M Devices/Gateways which fail the integrity verification test.

	Applicable Security domain
	Application domain security

	Advantages
	Prevents corrupted or unauthorised functions from being used. 

Resists the attack, without necessarily having to disable the whole M2M Device/Gateway. 

Allows the possibility of remote remediation of faults by download of new or patched functionality. 

	Disadvantages
	Increases the cost and complexity of the M2M Device/Gateway, and possibly the M2M Core, which may or may not be significant. 

Policy decisions made in the M2M Core may require a standardised abstraction of Device/Gateway functionality. 

May place unsustainable loads on the endpoint device and reduce performance, for instance during integrity checking (hashing) operations of system files.


Editor’s note: “Related Threats” to be completed.
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