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1. Introduction

This contribution proposes to allow the configuration of sensitive data handling at a level corresponding to the quality of desired protection.

2. Minimum Protection Levels for Sensitive Data handling
At the architecture level, partitioning of secure and unsecure data zones should be supported. In determining secure vs. unsecure, not all sensitive data need to be considered as critical and therefore requiring strong security. On the other hand an important factor to consider in an M2M environment is whether protection from remote attacks is sufficient or whether potential attackers can physical access the data store, as in the case of unprotected devices/nodes.

For instance some application may require information like the personal details, user name, address, salary and social security data to be kept confidential. For such data, and in order to avoid hackers stealing cryptographic keys, measures like tamper protection mechanisms should be implemented. This means that cryptographic keys should never be transmitted or used in an unsecure zone. However, some other data may be considered as noncritical, like date and hours of traffic jam, temperature, etc., and this data could easily be managed over the unsecure areas.  
Therfore various types of applications data will require different quality of security protection to be applied. The oneM2M security services should provide the protection of sensitive data against disclosure at a level corresponding to the quality of desired protection. This could be done through configuration settings of intented minimum protection levels to apply for sensitve data handling.
3. Conclusion

It is proposed to include for the security approach in the SEC TR 0008 the table below enabling the configuration of desired protection quality for sensitive data. The sensitivity level of data is associated to the minimum protection level indicating desired quality of protection against attacks.
	Protection Level
	Sensitivity Level of Data
	Description

	0
	None
	No protection. The data are exposed even without active attacks.

	1
	Low
	Low protection, data are protected from passive observers but could be exposed by active attacks, be they local or remote. 

E.g. software solutions exist that rely on general purpose processing hardware of the supporting equipment.

	2
	Medium
	Medium protection, protection of the data from remote attacks is addressed, but local attacks, especially physical attacks, remain possible, ie. Medium protection provides countermeasures against software attacks only 

E.g. Software solutions to protect data and sensitive functions rely on specific processing providing enforced isolation enables sensitive code and data to be kept away from an unprotected operating environment, software and memory. The code running in the protected environment is cryptographically verified for integrity assurance.

	3
	High
	High protection, addressing both remote and local attacks to access the data, including attacks involving physical access. This includes strong counter measures against software and hardware attacks, such as detection of abnormal operating conditions and scrambling plus hardware masking of the memory and side channel analysis of operations involving sensitive data.
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