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1
Introduction

OneM2M Architecture TS-0001 provides an overview of the Security CSF where credential provisioning is needed. This contribution provides some initial text for defining a credential provisioning for Security CSF based on certificates authenticated through a Public-Key Infrastructure (PKI). Support for two types of Field-Node certificate is defined:

1. Manufacturer-Issued Device Certificate: The Field Node is issued a Device Certificate by its manufacturer during the manufacturing process. The manufacturer must have a chain of certificates back to one of a set of agreed root certificates for Device Certificates. 

2. Enterprise-Issued Node Certificate: The Field Node is issued a Node Certificate by the enterprise (e.g. business or organization) that owns the Node, as part of the deployment process. There must be chain of certificates back to one of a set of enterprise-specific root certificates for Node Certificates An enterprise is any stakeholder capable of managing this functionality – this may include underlying network service providers, M2M service providers, owners/managers of large deployments.
2
Rationale

The Security Administration functionality of the Security (SEC) CSF shall enable the post-provisioning of a root credential protected by the security environment, as specified in the Architecture TS-0001 v0.1.2.

Contribution oneM2M_SEC-2013-044 “Network-Based Bootstrap” addresses provides solutions that may be used in scenarios where the M2M Service Provider and the operator of the underlying 3GPP/3GPP2 network have a trust relationship (including the case that they are actually the same entity), and where GBA (Generic Bootstrapping Architecture) functionality is supported.

Our proposal is intended to provide a second Bootstrap option in addition to the GBA-based solution in oneM2M_SEC-2013-044. 

The PKI-Based Bootstrap has the following characteristics.
1. PKI-based Bootstrap is independent of the underlying network technology. 

2. PKI-based Bootstrap does not require a trust relationship with the underlying network provider. In the place of the trust relationship with the underlying network, there is a requirement to trust the certificate authorities that issue the certificates: either the manufacturer, or the enterprise.

Note: It is still OK to use a PKI-based Bootstrap if there is an existing trust relationship with the underlying network provider.
3
Proposal
-----------------------Start of first change-------------------------------

Add the following references to Section 2.1 “Normative References”

[xx]
IETF RFC 5705: “Keying Material Exporters for Transport Layer Security (TLS)”
[yy]
IETF RFC 3394: “Advanced Encryption Standard (AES) Key Wrap Algorithm”
[zz]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[aa]
IETF RFC 6347: “Datagram Transport Layer Security Version 1.2”
-----------------------End of first change-------------------------------

-----------------------Start of second change-------------------------------

x
Security Administration of SEC CSF
x.1
Post-provisioning 

x.1.1
Network-based bootstrap
x.1.2 
Underlying-Network-Independent bootstrap
For scenarios where post- provisioning of a root credential should be independent of underlying network credentials, a Public Key Infrastructure (PKI)-based Bootstrap may be used for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node. 

x.1.2.1
PKI-based bootstrap
PKI-Based bootstrap applies TLS or DTLS using both server certificates and client certificates to perform mutual authentication and derivation of the resulting root credential.

x.1.2.1.1
Certificate Issuers
This specification supports the following Field Node certificates:

1. Manufacturer-Issued Device Certificate: The Field Node is issued a Device Certificate by its manufacturer during the manufacturing process. The manufacturer must have a chain of certificates back to one of a set of agreed root certificates for Device Certificates. The certificate includes a globally unique pre-provisioned-ID assigned by the manufacturer.

 [Editor’s note: A discussion on the set of the agreed root certificates is required her]
2. Enterprise-Issued Node Certificate: The Field Node is issued a Node Certificate by the enterprise (e.g. business or organization) that owns the Node, as part of the deployment process. There must be chain of certificates back to one of a set of enterprise-specific root certificates for Node Certificates. The certificate includes a pre-provisioned-ID assigned by the enterprise. The combination of the pre-provisioned-ID and the identity of the enterprise provides a globally unique identity.
[Editor’s note: The PKI for Infrastructure Node Certificates needs defining]

x.1.2.1.2
PKI-Based Bootstrap Procedure
Pre-Conditions 
1. Field Node obtains
1.1. The FQDN of the Infrastructure Node with which it must establish a root credential and 
1.2. A set of Infrastructure-Node root certificates for verifying the Infrastructure Node’s certificate.
[Editor’s note:  At a later date, we shall introduce contributions on the topic of what mechanisms can be used to provide the Field Node with the Infrastructure Node’s FQDN and set of root certificates for verifying the Infrastructure Node certificate]

2. The Infrastructure Node Field Node obtains 
2.1. A set of Field -Node root certificates for verifying the Field Node’s certificate. The applicable set of root certificates may depend on the vertical (in the case of Manufacturer-Issued Device Certificates) or the enterprise (in the case of Enterprise-Issued Node Certificates)
Steps:

1. The Field Node initiates a TLS Handshake (RFC 5246[zz]) or DTLS Handshake (RFC 6347[aa]) with the Infrastructure Node at the FQDN provided to the Field Node (see Pre-Conditions).
[Editor’s note:  TLS version and ciphersuite details need clarifying]
2. The Field Node and Infrastructure Node perform the TLS Handshake.
2.1. The Field Node verifies the certificate chain for the Infrastructure Node according to the set of Infrastructure Node root certificates (see Pre-Conditions).

2.2. The Infrastructure Node verifies the certificate chain for the Field Node according to the set of Field Node root certificates (see Pre-Conditions).

2.3. The Nodes verify that the other Node knows the private key corresponding to the other Node’s certificate.
2.4. Following successful TLS authentication,
2.4.1. In the Field Node, the TLS session is associated with the Infrastructure Node’s FQDN. 

2.4.2. In the Infrastructure Node, the TLS session is associated with the identity in the Field Node’s certificate. 
3. The Infrastructure Node and Field Node shall export RootCredentialWrapKey from the TLS master_secret by applying the TLS Exporter specification (RFC 5705 [xx]).
4. The Infrastructure Node shall send to the Field Node, the value of the root credential, encrypted encrypted using AES-256 Key Wrap algorithm (RFC 3394 [yy]) under the exported RootCredentialWrapKey. The encrypted value is send in a TLS-secured message, which may include other parameters to be configured by the Infrastructure Node to the Field Node.
[Editor’s note:  At a later date, we shall introduce contributions regarding the resulting trust between the nodes. The following provides some overview of the topics to be addressed.

· The Field node should authorize the Infrastructure Node only to the degree that it trusts the process by which it obtained the Infrastructure Node FQDN. In some cases, a high degree of trust in the Infrastructure Node is required (e.g. if providing private information), while in other cases a low degree of trust in the Infrastructure Node is appropriate (e.g. if retrieving weather information). 

· Similarly, the Infrastructure Node should authorize the Field Node only to the degree appropriate for the identified Field Node. All authenticated Field Nodes might be granted access to some resources requiring allow degree of trust (e.g. the weather in the example above). Other resources might require the Field Node to be specifically identified.  For example, if a technician recorded that the technician installed a Field Node with certificate identity X and that Field Node will need access to resource Z, then the Infrastructure Node can trust that the Field Node authenticating using certificate identity X should be authorized to access resource Z. Other Field Nodes would be prevented from accessing resource Z. Note that the technicians records might be available only after the PKI-Based Bootstrap procedure had already completed.]
-----------------------End of second change-------------------------------
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