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1
Introduction

OneM2M Architecture TS-0001 provides an overview of the Security CSF where credential provisioning is needed. This contribution provides some initial text for defining a credential provisioning for Security CSF based on certificates authenticated through a Public-Key Infrastructure (PKI). 
R01: Clarifications of preconditions, added text about assigning Node-ID. Added definitions and acronyms.
R02: Changed and/or defined some terminology. Other minor changes related to having FQDN in Infrastructure Node certificate.
2
Rationale

The oneM2M Requirements TS-0002 v0.5.2 includes the following requirement:

	SER-021
	The M2M System shall be able to remotely and securely provision M2M security credentials in M2M Devices and/or M2M Gateways. 
	


Contribution oneM2M_SEC-2013-044 “Network-Based Bootstrap” provides solutions that may be used in scenarios where the M2M Service Provider and the operator of the underlying 3GPP/3GPP2 network have an agreement to use the underlying network credentials as the basis for the post- provisioning of a root credential (including the case that the M2M Service Provider and the operator of an underlying network  are actually the same entity) and where GBA (Generic Bootstrapping Architecture) functionality is supported.

Our proposal is intended to provide a second Bootstrap option in addition to the GBA-based solution in oneM2M-SEC-2013-044. 

The PKI-Based Bootstrap has the following characteristics.
1. PKI-based Bootstrap is independent of the underlying network technology. 

2. PKI-based Bootstrap does not require an agreement with the underlying network provider related to provisioning root credentials. In the place of the agreement with the underlying network, there is a chain of  trust provided by  the certificate authorities that issue the certificates
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3
Proposal
-----------------------Start of first change-------------------------------

Add the following references to Section 2.1 “Normative References”
 

[zz]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[aa]
IETF RFC 6347: “Datagram Transport Layer Security Version 1.2”
Add the following references to Section 2.2 “Informative References”

[bb]
http://en.wikipedia.org/wiki/Public_key_certificate  retrieved 2013-10-16. 

[Editor’s note: a more suitable reference is required for defining a Public Key Certificate]
 [cc]
http://en.wikipedia.org/wiki/Public_key_infrastructure retrieved 2013-10-16, This definition in term references an academic paper: "LPKI - A Lightweight Public Key Infrastructure for the Mobile Environments", Proceedings of the 11th IEEE International Conference on Communication Systems (IEEE ICCS'08), pp.162-166, Guangzhou, China, Nov. 2008.

[Editor’s note: a more suitable reference is required for defining a Public Key Infrastructure]

-----------------------End of first change-------------------------------

-----------------------Start of second change---------------------------
Add the following definitions to Section 3.1 “Definitions”. These are common terms that we can probably find better definitions for, but these will do for the time being.
Certificate: See Public Key Certificate




Public Key Certificate [bb]:
An electronic document that uses a digital signature to bind a public key with an identity.

Public Key Infrastructure [cc]: a set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates 



-----------------------End of second change-------------------------------

-----------------------Start of third change---------------------------
Add the following definitions to Section 3.2 “Acronyms”. 



PKI
Public Key Infrastructure
-----------------------End of third change-------------------------------
-----------------------Start of fourth change-------------------------------
??? 
PKI-Based bootstrap
For scenarios where post- provisioning of a root credential should be independent of underlying network credentials, a Public Key Infrastructure (PKI)-based Bootstrap may be used for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node. 

PKI-Based bootstrap applies TLS (RFC 5246[zz]) or DTLS (RFC 6347[aa]) using both server Certificates and client Certificates to perform mutual authentication and derivation of the resulting root credential.
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