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1
Introduction

OneM2M Architecture TS-0001 v0.1.2 provides an overview of the Security CSF with Security Administration functionality. This contribution aims at defining solution for remote administration of sensitive data stored in Secure Environment of M2M nodes. 

2
Rationale

Security Administration 

The Security Administration functionality of the Security (SEC) CSF shall enable “the provisioning and administration of subscriptions related to M2M services and M2M application services, as specified in the Architecture TS-0001 v0.1.2.
The description of SEC CSF in TS-0003 has to define mechanisms for remote secure administration of sensitive data and functions stored in secure environment(s) of M2M Nodes. 

3
Proposal

-----------------------Start of first change-------------------------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.

[1]
oneM2M TR 0008 Security (draft)

[xx]
ETSI TS 102 225 (V11.0.0): "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[xy]
ETSI TS 102 226 (V11.0.0) “Smart Cards; Remote APDU structure for UICC based applications (Release 11)” URL:http://www.etsi.org/
[yx]
3GPP TS 31.115 (V10.1.0): "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[yy]
3GPP TS 31.116 (V10.2.0): "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"
[zx] 
3GPP2 C.S0078-0 (V1.0)::  "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"
[zy] 
3GPP2 C.S0079-0 (V1.0)"Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications "
-----------------------Start of change-------------------------------

x
Security Administration of SEC CSF
x.y
Remote administration
The Security Administration component shall provide mechanisms for secure remote administration of sensitive data and functions stored in secure environment of M2M Nodes, reusing mechanisms provided by existing standards where appropriate.

x.y.u
Interworking with 3GPP and 3GPP2

In case the secure environment of the underlying network is used to store the sensitive data of the M2M Service Layer and in case the underlying network is a 3GPP or 3GPP2 network, OTA mechanisms as specified in [xx] and [xy], and its extensions [yx], [yy] for 3GPP underlying networks or [zx] and [zy] for 3GPP2 underlying networks shall be used to securely administrate the sensitive data of the M2M Service Layer.
x.y.v
tbd

<Text>

Editor’s note: appropriate additional specifications and interworking mechanisms for other transport networks are FFS.
-----------------------End of change-------------------------------
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