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1
Introduction
[1]

oneM2M-SEC-2013-0044 “Network-Based Post Provisioning” 

[2]

oneM2M-SEC-2013-0050 “PKI-Based Post Provisioning”
2
Rationale

This contribution provides a high-level description of some common phases for Post-provisioning. This is to provide a suitable framework for the methods described in [1] and [2].
3
Proposal
-----------------------Start of first change-------------------------------

x
Security Administration of SEC CSF
x.1
Post-provisioning 

x.1.1
Post-Provisioning Phases
[Editor’s note: This section describes the high-level sequence of events common to post-provisioning scenarios]

This clause defines a sequence of phases for post-provisioning where the input and outcome of each phase is consistent, but a variety of options for each phase are supported and can be (for the most part) selected independently of the options in other phases. 

Post-provisioning is partitioned into three phases: Phases 1 (Triggering) and 3 (Bootstrap) occur during every post-provisioning, while Phase 2 (Discovery) is conditional on the outcome of Phase 1.

1. Post-Provisioning Triggering (Section x.1.2): The Field entity is triggered to attempt a series of one or more instructions. Each instruction has the option (independent of the other instructions) of being one of the following:
· A Post-Provisioning Bootstrap instruction, identifying a Post-Provisioning Bootstrap method  to be applied and  a target with which to establish the root credential, 
The Field entity skips directly to Phase 3 “Post-Provisioning Bootstrap” to perform a Post-Provisioning Bootstrap instruction.
· A Post-Provisioning Discovery instruction Identifying a Post-Provisioning Discovery method and a Post-Provisioning Discovery resource that can provide a set of Post-Provisioning Bootstrap instructions. 
The Field entity skips directly to Phase 2 “Post-Provisioning Discovery” to perform a Post-Provisioning Discovery instruction.
The Field entity performs these instructions in sequence, until one of the instructions results in successful post-provisioning or all instructions fail to result in successful post-provisioning. 
2. Post-Provisioning Discovery Phase (Section x.1.3): The input to this phase is a Post-Provisioning Discovery instruction. The Field entity performs the identified Post-Provisioning Discovery method with the identified Post-Provisioning Discovery resource – which (if successful) results in the Field entity being provided with a series of one or more Post-Provisioning Bootstrap instructions. The Field entity performs these Post-Provisioning Bootstrap instructions in sequence, until one of these instructions results in successful post-provisioning or all these instructions fail to result in successful post-provisioning.

3. Post-Provisioning Bootstrap (Section x.1.4): The input to this phase is a Post-Provisioning Bootstrap instruction. The Field Node performs the indicated Post-Provisioning Bootstrap method with the identified target. If successful, a shared root credential is established between the Field Node and the identified target.
x.1.2
Post-Provisioning Triggering Methods

[Editor’s note: This section would include methods used to initiate post-provisioning. Examples may include manual input of Infrastructure Node FQDN into Field Node, or a trigger initiated during boot-up, etc.]
x.1.3
Post-Provisioning Discovery Methods

[Editor’s note: This section would include methods for Post-Provisioning Discovery. Examples include retrieving Post-Provisioning Bootstrap instructions from an online server, or reading Post-Provisioning Bootstrap instructions from a pre-configured file. There could be some methods that are informative: for example a method for reading instructions from a file will not require standardization beyond the format of the Post-Provisioning Discovery instruction]

x.1.4
Post-Provisioning Bootstrap Methods

[Editor’s note: This section would include the descriptions for the Post-Provisioning Bootstrap methods, such as Network-based bootstrap and the PKI-Based Bootstrap]

-----------------------End of first change-------------------------------
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