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Introduction
[1]

oneM2M-SEC-2013-0044 “Network-Based Post Provisioning” 

[2]

oneM2M-SEC-2013-0050 “PKI-Based Post Provisioning”
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Rationale

This contribution provides a high-level description of some common phases for Bootstrapping. This is to provide a suitable framework for the methods described in [1] and [2].
There are two main reasons for this framework.

Firstly: It would be good for people deploying oneM2M specification to have a common framework for Bootstrapping – rather than needing to consider the individual details of the particular mechanisms (GBA and PKI).

Secondly: the proposed Bootstrapping mechanisms do not address the question:
· How does the initiating Node obtain, in a sufficiently trustworthy manner the indicating (a) the target Node and (b) mechanisms (GBA-based, PKI-based) to use when executing the Bootstrap. (I call this Bootstrap Execution Instruction)
We propose including a Bootstrap Briefing phase during which the initiating Node is able to give the initiating Nodes the instructions and information needed to perform bootstrapping ( http://www.thefreedictionary.com/briefing : “Briefing” means “The act or an instance of giving instructions or preparatory information to someone”).
The Bootstrap-Briefing phase would result in providing the following to the initiating Node: 
· the identity of the target Node 
· (unless implicit) the mechanism for executing the bootstrapping (GBA-based, PKI-based)
· (if necessary) credentials for authenticating the Target Node. These credential could include:
· shared secret (e.g. generation of Ks in GBA-Based Bootstrap)
· trusted certificate(s) (for PKI-Based Bootstrap).
A variety of mechanisms for Bootstrap Briefing could be supported. Example mechanisms for Bootstrap Briefing are listed in the table below, along with some notes about priority for specifying the mechanisms in oneM2M.
	Mechanism for providing the Bootstrap Execution Instruction
	Priority for Specification by oneM2M

	A local file stores the Bootstrap Execution Instruction
	Out of scope. (No priority).

	A trigger message (e.g. SMS) identify the Bootstrap Execution Instruction
	Medium Priority. 
Probably a later Release

	The Bootstrap Execution Instruction may be input manually via user interface
	Out of scope. (No priority).

	LAN Service Discovery mechanisms may be used to indicate (to Nodes on the LAN) the Bootstrap Execution Instruction
	Low Priority. 
Requires interworking with LAN transport, probably should be deferred to a later Release

	The initiating Node may requests the Bootstrap Execution Instruction from a trusted online Bootstrap Briefing Node. The Bootstrap Briefing Node would have been earlier configured to with the Bootstrap Execution Instruction for the initiating Node.
	High Priority. 

This enables many use cases. Note that a GBA BSF assumes the role of Bootstrap Briefing Node in GBA-based bootstrapping.


The following diagrams illustrate the flow of events for some common scenarios.
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Figure 1
An example sequence of events for GBA-based bootstrapping.
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Figure 2
 An example sequence of events for PKI-based bootstrap where certificates are installed by manufacturer.

[image: image3.emf]Field 

Domain 

Node

Owner

Owner Bootstrap 

Briefing Node

Target 

Node

Pre-deployment 

configuration Process 

(out of Scope)

Preconfig  BBN URI, Node 

cert & private keys, 

Certificates Trusted by 

Owner 

Installation 

Technician

Owner establishes rule for deciding Target Node based on 

location of Field Domain Node

During boot reads preconfig BBN URI

Mutual authentication 

using Certificates, 

Target_NID, PKI method, 

Node contacts BBN

Node contacts Target Node

Mutual Authentication using Nodes’ certificates

Target Node Cert 

has chain to Certs    

Trusted by Owner

Determining Credential and 

other initial parameters

During Deployment 

Prior to 

Deployment

Bootstrap-Start

Bootstrap-Briefing

Bootstrap-Execution

Phase/time ↓ 

BBN chooses Target Node 

based on location

Node Cert #

Figure 3
An example sequence of events for PKI-based bootstrap where certificates are installed by owner (who may be M2m Service Provider or other Stakeholder).
A three phased approach is proposed: 

1. Bootstrapping-Start phase: This phase initiates the Bootstrap processes in the Initiating Node. This phase results in identifying the Bootstrap Briefing mechanism and location.  Example mechanisms could include:
· A step during device boot identifies the Bootstrap Briefing mechanism and location. Such a mechanism would not be specified by oneM2M, this is an example only.
· The Bootstrap Briefing mechanism and location may be input manually via user interface. Such a mechanism would not be specified by oneM2M, this is an example only.
· A triggering message (e.g. SMS) which includes the Bootstrap Briefing mechanism and location is sent to the initiating Node from a trusted source. Such a mechanism would need to be specified by oneM2M – whether this is suitable for Rel 1 is FFS.
2. Bootstrap Briefing phase: As described above. Results in a Bootstrap Execution Instruction.
3. Bootstrap Execution: The initiating Node acts on the Bootstrap Execution  Instruction
3
Proposal
We will propose text in a revision if there is agreement in principle on this approach.
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