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	MINUTES

	Meeting title:
	SEC 7.1

	Chair:
	Francois Ennesser

	Secretary:
	Anna Riondet, ETSI

	Meeting Date:
	2013-11-19

	Meeting Details:
	SEC  meeting 7.1

13:00 to 15:00 UTC

https://www2.gotomeeting.com/register/880369042



	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome

1.2
Schedule

1.3
Attendees – see Annex 1
2
Review and Approval of Agenda


oneM2M-SEC-2013-0058R01-Agenda_SEC_7_1.doc (Present document)
- was AGREED
3
Review and Approval of previous Minutes 

Approval of SEC #7.0 minutes: oneM2M-SEC-2013-0055 – were APPROVED
4
Review of Objectives for the Meeting

Progress 

(Current Baseline is Functional Architecture Spec TS-0001 v0.2.1)
5
Action Item Status
	Action
	Who
	Details
	Target
	Status

	A-13-002 (WG2)
	Dragan
	FFS relationship between RBAC and AR/ACL. Can RBAC be implemented by means of AR/ACL? (lead WG2, WG5 – Support WG4)
	TP#10
	On-going


	A-WG4-TP7-001
	All
	Clarify terminology and notions related to Access Control, esp. User/Subscriber/stakeholder w.r.t. Roles
	TP#8
	On-going

	A-WG4-TP7-002
	All
	Formalize definition of security terminology especially on provisioning and bootstrapping
	TP #8
	Open

	A-WG4-TP7-003
	All
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	TP #8
	Open


6
Contributions

6.1 Pending postponed contributions from TP7

Document oneM2M-SEC-2013-0054 Updated figure for SEC CSF
· Presented by Dragan VUJCIC (Oberthur Technologies)
· Comments and Issues

· There’s no agreement on the presented graphic, e.g. the split between security services and security enablers is not clear. Another contribution is expected soon.

· Decisions and Actions
oneM2M-SEC-2013-0054 was NOTED
Document oneM2M-SEC-2013-0052 Post-provisioning Framework
· Presented by Philip Hawkes (Qualcomm Inc, (ATIS)) 
· Comments and Issues

· Question about Dynamic Provisioning. This term would be more clear than “Post-provisioning”,
· Question on Discovery phase: is it optional or mandatory? - > probably optional on the device but every scenario would include discovery phase. 
· Question about different type of credentials on the device. Which one needs to be updated? - > This is a separate question to consider. How to establish the key. And if there’s already a key a trigger message will be sent if the key needs to be updated. -.
· Several CSE on the device, find out which one is needed and what kind of credentials – inputs directly to TS. Further discussion would be needed about how it works and why we want all these phases. A general contribution for discussion would be needed here. 
· It would be good to see flow messages between different entities, a figure in addition to the text. 
· The contribution for now shows just a framework. Further contribution is needed with some examples provided.
· Common framework that can be kept regardless the method is very appreciated.
· Decisions and Actions
oneM2M-SEC-2013-0052 was NOTED
6.2 New Contributions

Document oneM2M-SEC-2013-0056-0000R00 Terminologies and Procedures for RBAC
· Presented by Shingo Fujimoto (Fujitsu Ltd. (TTC))
· Decisions and Actions
oneM2M-SEC-2013-0056- was POSTPONED
Document oneM2M-SEC-2013-0060 In-Band_Access_Control_Framework - late contribution
· Presented by Philip Hawkes (Qualcomm Inc, (ATIS)) 
· Comments and Issues

· The contribution is not in conflict with OneM2M-SEC-2013-0056, it rather encompasses token-based authentication
· Question about the term “user”: AE and CSE only are defined in OneM2M so “user” is not an entity to be authorized in OneM2M system

· User could be authenticated by AE but in some situations access control performed purely on the identity of the user. It would be too constrained in some cases to exclude “user”. In e-Health applications the user could be a patient or a doctor. 

· Is there agreement that access control decision could be made on the identity of the user? –  A further discussions is needed.
· We can’t ignore “user” but we need to know what to specify. Maybe in the abstraction model we can talk about “user” . From the specification point of view we should focus on different entities/nodes and their role in OneM2M. 
· From spec point of view definitions such as “doctor, patient, nurse” are outside the scope. But we need to define the parameters involved in decisions.
· Previous contribution oneM2M-ARC-2013-0475R02 “Suggested Access Control Terminology, presented in TP#7 was not controversial but very useful for many people.
· Is there only one CSE per node? -> Yes, according to the definition.

· Definitions of “Actor”, “Object” We try to find vocabulary making it simple for everybody.

· Automatic agent/subject introduced in oneM2M-ARC-2013-0475R02 seemed understood by majority. But the terminology proposal in this contribution is not controversial. The most important is to focus on what needs to be specified and not spend endless discussion time on terminology. 
· Next steps will be to define the roles of entity and nodes as specified by the architecture, e.g. role of middle or infrastructure node. How these roles are associated with services and how they will be mapped to resources. Further discussion is needed on this topic.
· Discussion on whether nodes should be added to CSE and AE as “Actors” or not. 

· Question for clarification:  At which level is the access control considered? 
· Multiple Actors in an Access Control Decision is subject to different interpretations. 
· Progress needs to be planned step by step. Discussion and decision are needed first to define the way forward and working assumptions. Agreed with the proposal phases to be considered on what should and what should not be specified. Need to work with ARC on the Access Right structure.
· Focus should be on the basic mechanisms for Release 1. Additional complex mechanisms may be considered for later Releases. 

· The document can be used as baseline to start the resolution of identified topics.  Further discussions and contribution are expected for the next meeting.

· Decisions and Actions
oneM2M-SEC-2013-0060- was NOTED
7
Planning for next Meeting(s)


Conference Calls


Tuesday November  26, 13:00 – 15:00 UTC: Joint WG2/WG4/WG5 Adhoc on Access Control


Tentative WG4 contributions alignment call (No decision)on December 3, 13:00-15:00 UTC 
Face-to-Face

December 9th to 13th Mayazaki, Japan
8
Any other business

9
Closure of meeting

Annex 1
Participants list

	Last Name
	First Name
	Organisation

	Dietze
	Claus
	Gesiecke & Devrient

	Nair
	Suresh
	Alcatel - Lucent

	Granzow
	Wolfgang
	Qualcomm

	Hawkes
	Philip
	Qualcomm

	Ennesser
	Francois
	Gemalto

	Kim
	Seongyoon
	LGE

	Lenart
	Joe
	Hitachi

	Vujcic
	Dragan
	Oberthur Technologies

	Brown
	Philip
	InterDigital Communications

	Hemberger
	Klaus
	Benetza

	Pauliac
	Mireille
	Gemalto

	Hill
	Gustave
	iConnectivity
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