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1
Rationale

This contribution is to define bootstrapping term based on the Ad-hoc discussion at TP #7.

============================Start of 1st Change=============================
6.3.3.2
Bootstrapping
Bootstrapping is the post-provisioning of the essential information for the service layer security between an Application Service/Middle Node and Infrastructure Nodes. The essential security information includes the security credentials, the identifiers and access control information. 
Editor’s note: Need to precise in the TS the exact content of the bootstrapped information
Editor’s note: Should Bootstrapping to Application Dedicated Node (without CSE) be addressed?
6.3.3.2.1
Network-based Bootstrapping
For scenarios where the M2M Service Provider and the operator of an underlying network have an agreement to use the underlying network credentials as the basis for the bootstrapping of a root credential shared between an Application Service/Middle Node and an Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network  are actually the same entity), GBA procedure specified in [4] may be used. 

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section x.1.1.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.

6.3.3.2.1.1
GBA-based Bootstrapping
The GBA procedure as specified in [4] shall be used for scenarios where the operator of an underlying network supports GBA infrastructure, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for the post-provisioning of root credential shared between an Application Service/Middle Node and an Infrastructure Node

6.3.3.2.1.2
PKI-Based Bootstrapping
For scenarios where post- provisioning of a root credential should be independent of underlying network credentials, a Public Key Infrastructure (PKI)-based Bootstrap may be used for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node. 

PKI-Based bootstrap applies TLS (RFC 5246[5]) or DTLS (RFC 6347[6]) using both server Certificates and client Certificates to perform mutual authentication and derivation of the resulting root credential.
============================End of 1st Change==============================
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