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1
Introduction

This contribution aims to further describe GBA procedure. 

2
Rationale

This contribution further describes the GBA procedure used for Security Association Establishment and Security Administration components of SEC CSF specified in oneM2M TS-0003. 

A new section dedicated to GBA framework is proposed to avoid the duplication of GBA description in several sub-sections of section 6 on “Security CSF implementation”. 

3
Proposal

All proposed changes to the TS text appear in Revision Marks. 

-----------------------Start of 1st   change-------------------------------

6.3.2.1
Network-based security association

In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to use the underlying network credentials as the basis for establishing a secure connection between a M2M Application Service/Middle Node and Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure could be used, as specified in [4]. 

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section y.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement. 

6.3.2.1.1
GBA-based security association 

The GBA procedure shall be applied as specified in [4] for scenarios where the operator of an underlying network supports GBA, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for establishing a secure connection between a M2M Application Service/Middle Node and Infrastructure Node.
The Secure Connection relies on a symmetric shared short term key used for M2M Service Connection to establish a secure session between a M2M Application Service/Middle Node and Infrastructure Node. 

The section 8.2.3 specifies how the short term key used for M2M Service Connection is obtained thanks to GBA framework. 
-----------------------End of 1st change-------------------------------

-----------------------Start of 2nd change-------------------------------
6.3.3.2
Post-provisioning 

6.3.3.2.1
Network-based bootstrap

For scenarios where the M2M Service Provider and the operator of an underlying network have an agreement to use the underlying network credentials as the basis for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure specified in [4] may be used. 

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section x.1.1.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.

6.3.3.2.1.1
GBA-based bootstrap

The GBA procedure as specified in [4] shall be used for scenarios where the operator of an underlying network supports GBA infrastructure, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for the post-provisioning of root credential shared between an Application Service/Middle Node and an Infrastructure Node. 
The root credential shared between an Application Service/Middle Node and an Infrastructure Node is a symmetric shared long term M2M Root Key. 

The section 8.2.2 specifies how the long term M2M Root Key is obtained thanks to GBA framework. 

-----------------------End of 2nd change-------------------------------

-----------------------Start of 3rd change-------------------------------

8
GBA (Generic Bootstrapping Architecture) framework
8.1
GBA overview
GBA framework relies on a BSF, HSS, SLF and NAF as specified in [4].  The User Equipment corresponds in oneM2M to a M2M Application Service Node or a M2M Middle Node. 
There are two modes of GBA: ME-based (GBA_ME) and UICC-based (GBA_U). The latter requires that the UICC is GBA aware. The BSF shall decide which mode to run based on the UICC capabilities indicated in the GBA user security setting (GUSS).  
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Figure 8.1
Simple Network Architecture for GBA

Editor’s note: The following mappings are FFS:

	1M2M entity/ Reference Point
	3GPP entity / Reference Point

	Application Service Node / Middle Node
	UE

	Infrastructure Node
	NAF

	Mcc
	Ua

	Mcn
	Ub (to ASN/MN) / Zn (to Infrastructure Node - NAF)



Alternative to Figure 8.1 implying the above mappings:
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8.2
GBA framework for SEC CSF
8.2.1
General
After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security association which consists of a bootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks). 
This security association may be used by the M2M Application Service/Middle Node to derive NAF keys (Ks_(ext/int)_NAF) shared between a M2M Application Service/Middle Node and a M2M Infrastructure Node. 
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 Figure 8.2.1
GBA framework for SEC CSF
8.2.2 Security bootstrap 
To share a long term M2M Root Key between an Application Service/Middle Node and an Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the long term M2M Root Key.
8.2.3 Security Association Establishment 
To obtain a short term key used for M2M Service Connection between a M2M Application Service/Middle Node and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the short term key used for M2M Service Connection.

-----------------------End of 3rd change-------------------------------
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2.3. POST (Authorization)
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2.3. GET (Authorization)
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