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1
Introduction

This contribution aims to further describe GBA procedure. 

2
Rationale

This contribution further describes the GBA procedure used for Security Association Establishment and Security Administration components of SEC CSF specified in oneM2M TS-0003. 

A new section dedicated to GBA framework is proposed to avoid the duplication of GBA description in several sub-sections of section 6 on “Security CSF implementation”. 

3
Proposal

All proposed changes to the TS text appear in Revision Marks. 
-----------------------Start of 1st   change-------------------------------

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references).
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[i.y]
oneM2M TR-0008, Security Analysis Technical Report
-----------------------End of 1st change-------------------------------

-----------------------Start of 2nd   change-------------------------------

6.3.2.1
Network-based security association

In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to use the underlying network credentials as the basis for establishing a secure connection between a M2M Application Service/Middle Node and Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure could be used, as specified in [4]. 

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section y.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement. 

6.3.2.1.1
GBA-based security association 

The GBA procedure shall be applied as specified in [4] for scenarios where the operator of an underlying network supports GBA, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for establishing a secure connection between a M2M Application Service/Middle Node and Infrastructure Node.
The Secure Connection relies on a symmetric shared short term key used for M2M Service Connection to establish a secure session between a M2M Application Service/Middle Node and Infrastructure Node. 
Editor’s note: This paragraph is not GBA specific and should be moved to a more generic section when available.
The section 8.1.3 specifies how the short term key used for M2M Service Connection is obtained using the GBA framework. 
-----------------------End of 2nd change-------------------------------

-----------------------Start of 3rd change-------------------------------
6.3.3.2
Post-provisioning 

6.3.3.2.1
Network-based bootstrap

For scenarios where the M2M Service Provider and the operator of an underlying network have an agreement to use the underlying network credentials as the basis for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure specified in [4] may be used. 

It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section x.1.1.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.

6.3.3.2.1.1
GBA-based bootstrap

The GBA procedure as specified in [4] shall be used for scenarios where the operator of an underlying network supports GBA infrastructure, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for the post-provisioning of root credential shared between an Application Service/Middle Node and an Infrastructure Node. 
The root credential shared between an M2M Application Service/Middle Node and an Infrastructure Node is a symmetric shared long term M2M Root Key. 
Editor’s note: This paragraph is not GBA specific and should be moved to a more generic section when available.
The section 8.1.2 specifies how the long term M2M Root Key is obtained using the GBA framework. 

-----------------------End of 3rd change-------------------------------

-----------------------Start of 4th change-------------------------------

8
GBA (Generic Bootstrapping Architecture) framework
8.1
GBA framework for SEC CSF
8.1.1
General
A general introduction to GBA is included in TR-0008 [i.y].
After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security association which consists of a bootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks). 
This security association may be used by the M2M Application Service/Middle Node to derive NAF keys (Ks_(ext/int)_NAF) shared between a M2M Application Service/Middle Node and a M2M Infrastructure Node. 
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 Figure 8.2.1
GBA framework for SEC CSF
8.1.2 Security bootstrap 
To share a long term M2M Root Key between an Application Service/Middle Node and an Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the long term M2M Root Key.
8.1.3 Security Association Establishment 
To obtain a short term key used for M2M Service Connection between a M2M Application Service/Middle Node and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the short term key used for M2M Service Connection.

-----------------------End of 4th change-------------------------------
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