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1. Introduction

This contribution proposes a new section in the TR for Access control Management with introductory text.

2. Proposal


-------------------------------------------Start -------------------------------------------------

X. Access Control Management
Access Control is a set of Security components that control which entity (or who) can access specified services/resources and under what condition.

There are three important components of access control: identification, authentication, and authorization. 

•
Identification is a first part of credential set by which an entity requesting access to the service/resource information, identifies itself to an Authentication service. Some examples of identification mechanisms are: role name or identification number, etc…
•
Authentication is the second part of a credential set to verify the identity of the entity requesting the access. These mechanisms could be: passwords, certificates, cryptographic keys, tokens, etc…
•
Authorization is the process of determining what the identified entity can actually access by evaluating applicable policies. Authorization is based on some type of predefined criteria which is enforced through: access control lists, roles capabilities, and any set of attributes  (e.g. role, environement, etc…) relevant to an authorization decision. Such example of environement attributes can be time of day or IP address.

-------------------------------------------End -------------------------------------------------
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