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	Abstract:*
	This contribution proposes requirements to provision Tokens in the OAuth based RBAC scheme. 
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	WG4t o review the proposed security requirements and agree for inclusion in TS.


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement..
Role Based Access Control(RBAC) in OneM2M may optionally be implemented using OAuth framework. OAuth credential or token distribution can be implemented using an online scheme and offline scheme. The requirements below are applicable to the offline scheme.
	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx
	RBAC/OAuth
	The Application Server shall be able to validate the AEID of the device that made the access request and the token presented to determine the role and the resource use/control. 

	R-xxxx
	RBAC/OAuth
	The Token distribution shall be secure, protected from eavesdropping and manipulation, i.e. Confidentiality and Integrity protected. 

	R-xxxx
	RBAC/OAuth
	For offline credential/token distribution, a secure platform (eg: Device Management server) shall be used.

	R-xxxx
	RBAC/OAuth
	For offline provisioning of credentials/tokens, if IP/TCP/HTTP is used, the HTTPS shall be used to distribute the Token securely. 

	R-xxxx
	RBAC/OAuth
	For offline provisioning of credentials/tokens, If IP/UDP is used for Token distribution, DTLS shall be used to distribute the Token securely. 
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