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X.Y RBAC Token Based Feature Requirements 
Role Based Access Control(RBAC) in OneM2M may optionally be implemented using a token  based framework(eg: OAuth). The credential or token distribution can be implemented using an online scheme and offline scheme. The requirements below are applicable to the offline scheme.
	Requirement ID 
	Classification 
	Requirement Text 

	R-xxxx
	RBAC-Token based
	The CSE/node is capable of validating the AE that made the access request with the token presented to determine the role and the resource use/control. 

	R-xxxx
	RBAC-Token based
	The Token provisioning is recommended to be secure, (eg: protected from eavesdropping and manipulation avoid replay and service denial attacks),  i.e. Tokens are Confidentiality and Integrity protected. 

	R-xxxx
	RBAC-Token based 
	For offline credential/token provisioning, a secure platform (eg: Device Management server) is recommended to be used.

	R-xxxx
	RBAC-Token based 
	For offline provisioning of credentials/tokens, if IP/TCP is used, the TLS is recommended to be used to distribute the Token securely. 

	R-xxxx
	RBAC-Token based 
	For offline provisioning of credentials/tokens, If IP/UDP is used for Token distribution, DTLS is recommended to be used to distribute the Token securely. 
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