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Introduction and topics for discussion:

Following discussions at SEC7.0 and TP7.0 a new figure needs to be created taking into account the comments as listed in the Editor’s notes. Below figure is proposed to be included in the next revision of the security TS.
Editor’s note: Blue components may be Enabler Functions rather than resources of a CSF. 

Editor’s note: Several changes to the figure required, incl.: internal interface for interaction CSF – CSF to be replaced/removed, there is only one API at CSE level (X,Y ending at CSE), removal of tbd interfaces, introduce Security CSF as a separate box. Plug-in boxes to be removed as they are not going to be standardized. Illustrate security framework. Find different name for “Security Transport” in order to reduce confusion (e.g. SE Transport)

Editor’s note: Merge Access Control with Authorization (into one box).

=================== Proposed change of Security TS ====================

5
Security CSF Architecture
5.1
Overview
The following figure provides an high level overview of the Security CSF architecture.

The architecture consists of following layers:

· Application layer

· Security Services Framework layer
· Secure Environment layer
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Design principles:

· The architecture is split into several components and sub-components providing a modular design. With this design, mapping of the architecture to different nodes and entities is enabled

· 
· Depending on the requirements of each entity, the Security CSF should consist of components relevant to fulfil the requirements of the respective node or entity and the intended use case

· The architecture may need to be adapted to be suitable for implementation in different entities. For example, the architecture can be mapped to different device classes.

· 
· The security administration component shall enable administration of all sensitive resources (data and functions) within the Security CSF and shall also allow configuration and extension of the Security CSF itself

· The Secure Environment within the Security CSF is accessed via the Secure Environment Abstraction layer and shall hold all sensitive resources

© 2013 oneM2M Partners
                                                                                                     Page 1 (of 4)



[image: image3.png]_1447662977.vsd
CSE


Security CSF


Sensitive Functions


Sensitive Data Handling


Encryption


Secure Environment Abstraction Layer


Security Association Establishment


Application Entity


Mca


Security Services Framework


CSE


Mcc


Identity Protection


Configuration data


Decryption


Security Administration


Credentials


Secure Environment


Security Resources


Sensitive Data


SE capability


Access 
Management


Access Control


Authorization


Authentication



_1448193643.vsd
SEC CSF


Security Services


Access Management


Security Association Establishment


Identity Protection


Sensitive Data Handling


Security Administration


Authentication


Authorization


Key Derivation


Key Negotiation


SE Management


Subscription Manangement


Credential Management


Security Environment Abstraction Layer


SE n 


SE ...


Security Environment 1


Security Resources


Security Keys


Local Credentials


Security Policies


Identity Information


Subscription Information


Sensitive Functions


Encryption


Decryption


Configuration Data


SE Capability


Security Environments



