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1
Scope

The present document defines security solutions applicable within the M2M system.
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M TR 0008 Security (draft)

[2]
Open Mobile API specification V2.0.2
[3]
GP TEE Client API….
[4]
ETSI TS 133 220 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[5]
IETF RFC 5246 "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347 “Datagram Transport Layer Security Version 1.2”
[7]
ETSI TS 102 225 (V11.0.0) "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[8]
ETSI TS 102 226 (V11.0.0) “Smart Cards; Remote APDU structure for UICC based applications (Release 11)” URL:http://www.etsi.org/
[9]
3GPP TS 31.115 (V10.1.0) "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[10]
3GPP TS 31.116 (V10.2.0) "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"
[11]
3GPP2 C.S0078-0 (V1.0) "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"
[12]
3GPP2 C.S0079-0 (V1.0) "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications"
Editor’s note: add version numbers to references where missing.
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references).
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[i.2]
oneM2M-TR-0004 Definitions and abbreviations
[i.3]
3GPP TR 33.868 V0.13.0; Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements; (Release 12)
[i.4]
http://en.wikipedia.org/wiki/Public_key_certificate  retrieved 2013-10-16. 

Editor’s note: a more suitable reference is required for defining a Public Key Certificate

[i.5]
http://en.wikipedia.org/wiki/Public_key_infrastructure retrieved 2013-10-16, This definition in term references an academic paper: "LPKI - A Lightweight Public Key Infrastructure for the Mobile Environments", Proceedings of the 11th IEEE International Conference on Communication Systems (IEEE ICCS'08), pp.162-166, Guangzhou, China, Nov. 2008.

Editor’s note: a more suitable reference is required for defining a Public Key Infrastructure

3
Definitions, symbols, abbreviations and acronyms
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

Local CSF:  A CSF may provide services to another local CSF, i.e. a CSF that is present in the same CSE than the CSF providing the services.

Certificate: See Public Key Certificate
Public Key Certificate [i.4]: An electronic document that uses a digital signature to bind a public key with an identity.

Public Key Infrastructure [i.5]: a set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates 
3.2
Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

<ABREVIATION1>
<Explanation>

<ABREVIATION2>
<Explanation>

<ABREVIATION3>
<Explanation>

3.4
Acronyms

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

PKI
Public Key Infrastructure
4
Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Security CSF Architecture
5.1
Overview

The following figure provides an overview of the Security CSF architecture.

The architecture consists of following layers:

· Application layer

· Service layer

· Security Transport layer

Editor’s note: Blue components may be Enabler Functions rather than resources of a CSF. 

Editor’s note: Several changes to the figure required, incl.: internal interface for interaction CSF – CSF to be replaced/removed, there is only one API at CSE level (X,Y ending at CSE), removal of tbd interfaces, introduce Security CSF as a separate box. Plug-in boxes to be removed as they are not going to be standardized. Illustrate security framework. Find different name for “Security Transport” in order to reduce confusion (e.g. SE Transport)

Editor’s note: Merge Access Control with Authorization (into one box).

Design principles:

· The architecture is split into several components and sub-components providing a modular design. With this design, mapping of the architecture to different nodes and entities is enabled

· The current architecture does not follow a strict RESTful approach. The Security CSF may need to be split into a pure CSF and certain Security Enabler Functions.

· Depending on the requirements of each entity, the Security CSF should consist of components relevant to fulfil the requirements of the respective node or entity and the intended use case

· The architecture may need to be adapted to be suitable for implementation in different entities. For example, the architecture can be mapped to different device classes.

· A plug-in concept for the security transport layer allows to extend the Security CSF depending on the available Secure Environment

· The security administration component shall enable administration of all sensitive resources (data and functions) within the Security CSF and shall also allow configuration and extension of the Security CSF itself

· The Secure Environment within the Security CSF is accessed via the Security Transport layer and shall hold all sensitive resources

5.2
Resource Structure

Following figure shows the resource structure of the Security CSF. Further elements may be added as needed. Those elements are described further in sections below. 
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Editor’s note: RESTful approach may only be suitable for a subset of the Security CSF functionality. Functions that are put into an enabler function (highlighted in blue in above figure) need to be considered. Alternatively, a new resource type <Function> may be needed. Security Transport not classified as resource and therefore not included in the tree.

Editor’s note: Clarification on that structure required. E.g. Sensitive Data Handing and Secure Environment to be restructured? How to expose secure storage to DMR (e.g. for ownership / user name)

	Child Resource Name
	Child Resource Type
	Multiplicity


	Description

	Sensitive Data Handling
	
	1
	Indicates which Sensitive Functions and Secure Storage capabilities are available

	Secure Environment
	
	1..n
	Describes the number and types of Secure Environment available within the Security CSF

	Tbd…
	
	
	

	
	
	
	

	
	
	
	


	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	Access Rights
	1
	RO
	Describes the access rights of the Security CSF itself

	Security Level
	1
	RO
	Indicates the security levels supported by the Security CSF

	Attributes tbd
	
	
	

	
	
	
	


5.3
Security CSF Layer

5.3.1
Service Layer
The service layer consists of following components:

· Access Management

· Authorization

· Authentication

· Access Control

· Sensitive Data Handling
· Sensitive Functions protection

· Secure Storage

· Security Association Establishment

· Secure Connection via secure session establishment

· Secure Connection via object security

· Security Administration (including security bootstrapping)

· Identity Protection

Each of these components provide functions and resources on the Security Service and Administration API.

5.3.2
Security Transport Layer

The Security Transport Layer component provides access to the Secure Environment via a general Security Transport API. A Plug-in associated to the type of Secure Environment shall provide physical / logical connectivity to the secure environment. The Security Transport Layer shall also be accessible on the Service Layer.

5.4
Integration within overall oneM2M architecture

The Security CSF may reside in following architectural components and interacts on the different reference points as described below:

· CSE within an Application Service Node

· Connected via the Mca-Reference Point to an Application Dedicated Node

· Connected via the Mcc-Reference Point to a Middle Node

· Connected via the Mcc-Reference Point to an Infrastructure Node

· Connected via the Mcn-Reference Point to an Underlying Network Service Entity

· CSE within a Middle Node

· Connected via the Mca-Reference Point to an Application Dedicated Node

· Connected via the Mcc-Reference Point to an Application Service Node

· Connected via the Mcc-Reference Point to a Middle Node

· Connected via the Mcc-Reference Point to an Infrastructure Node

· Connected via the Mcn-Reference Point to an Underlying Network Service Entity

· CSE within an Infrastructure Node

· Connected via the Mca-Reference Point to an Application Dedicated Node

· Connected via the Mcc-Reference Point to an Application Service Node

· Connected via the Mcc-Reference Point to a Middle Node

· Connected via the Mcc-Reference Point to an Infrastructure Node

· Connected via the Mcc’-Reference Point to an Infrastructure Node

· Connected via the Mcn-Reference Point to an Underlying Network Service Entity

In addition the Security CSF offers its functions to other Local CSFs.

5.5
Configuration

The Security CSF is modular and configurable according to the needs of the hosting node, its supported reference points and its purpose. Following table indicates which components within the Security CSF are mandatory or optional. Each sub-function may have different capabilities and technical implementation depending on the purpose and the node it resides in. Implementation of components may rely on functions provided by the underlying network over the Mcn reference point.

Note: Security capabilities residing within the Application Entity are out of scope, however their implementation can rely on functions and resources exposed through the API provided by the Security CSF.

	Resource / Component
	Child resource
	M/O

	Access Management
	tbd
	O

Note: depending on use case

	Security Transport
	n/a
	M

	Sensitive Data Handling
	Sensitive Function 
	O

Note: depending on use case

	
	Secure Storage
	M

	Security Administration
	Tbd
	M

	Secure Association Establishment
	Tbd
	O

Note: depending on use case

	Identity Protection
	Tbd
	O

Note: depending on use case


Configuration of the Security CSF is either done via the Security Administration component or during production of the respective entity.

The architecture shall support a plug-in concept that allows adding further security functions and secure environments.

6
Security CSF Implementation
6.1
Interaction on Reference Points
6.1.1
Mca-Reference Point

The Security CSF offers Application Entities / Application Dedicated Nodes its API through the Mca-Reference point. Implementation of the Security CSF is dependent on the operating system of the physical device it resides in. 

Editor’s note: Categories of physical devices are currently discussed in WI-0006. Depending on the outcome of this WID, definitions of Security CSF may have to be adapted.

6.1.2
Mcc-Reference Point

Editor’s note: This section covers topics related end-to-end secure channel establishment between CSEs

6.1.3
Mcc’-Reference Point

Editor’s note: This section covers topics end-to-end secure channel establishment in case they are different to Mcc-reference point. In addition there may be relation to topics such as M2M Subscription Management / Identifier handling.
Editor’s note: To check how this specific case of Mcc is named in the Architecture group.
6.1.4
Mcn-Reference Point

Editor’s note: This section covers topics such as GBA and Remote Subscription Management.

6.1.4.1.
Interworking with 3GPP networks

Add reference to [1].

6.1.5
Security CSF – CSF Interface
Editor’s note: If this section is required is FFS.

Over this interface Security CSF functions are exposed to other Local CSFs. CSFs residing in external CSEs have access to the Security CSF via the Mcc or Mcc’ reference point.

6.2
Internal Components

6.2.1
Registry
Editor’s note: Further internal components such as a registry are FFS. This internal component may be needed to store management related information. 

6.3
Service Layer Components

6.3.1
Access Management

6.3.1.1
Access Control

The access control component controls access of Application Entities and CSEs to security resources within the Security CSF. Access Control is used by the service and Security Transport layer. Requesting entities access the security CSF functions via the Mca, Mcc or Mcc’ reference point. Based on the access policies stored within the secure environment, the access control function within the security CSF grants or rejects access of the requesting entity to the called Security CSF function, depending on the requested action and affected resources.
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Access Control Flow:
Editor’s note: Current Figure is not in line with decision not to specify communication within CSE: Needs to be aligned.
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Step 001:
The Originator AE or CSE calls a Security CSF function

Step 002:
The Security CSF shall forward the request to the Access Control resource together with the respective identifiers of the calling entity and related authentication material

Step 003: 
The access control component shall verify the access rights and grant access to the function requested by the Originator AE/CSE.

Step 004:
Access control provides a response on the access control verification to the Security CSF

Step 005:
Depending on the response of the access control component, the security CSF shall processes (or reject) the called function.

Step 006
Security CSF function provides result / response to the originating AE/CSE

6.3.1.2
Authorization

The Authorization component provides other CSFs within the same or a distant CSE with functions to authorize access of AEs or CSEs to that particular CSF calling the Authorization component. As indicated in below figure, the requesting entity shall call functions of the CSF (located within the CSE) over the Mca, Mcc or Mcc’ reference point. The called CSF may want to verify the authorization status of the requesting entity and initiates an authorization request. In this case the called CSF and the security CSF reside within the same CSE. Access to the Security CSF is done via a CSE internal reference point that may be identical to the Mcc reference point. 
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Authorization Flow:
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Step 001:
The originating AE or CSE requests certain functions of any CSF. In case a Security CSF function is requested the access control flow as described above shall apply.

Step 002:
The called CSF shall request to check authorization of the AE/CSE and verify if access to the called function is allowed. Therefore, the called CSF shall send an authorization request to the authorization function of the Security CSF.

Step 003: 
The Security CSF / Authorization function shall verify that the calling CSF is allowed to access the authorization function and therefore shall request an access control verification.

Step 004:
Access control shall process the verification request. 

Step 005:
Depending on access control rights, the Access Control function shall send a response to the Authorization function..

Step 006
The authorization function shall process the request initiated by the originator based on the result retrieved by the access control function.

Step 007:
A response to the CSF shall be sent.

Step 008:
Based on the response, the CSF shall process the request of the initiating AE or CSE.

Step 009:
The result of the CSF processing of the request shall be sent back to the originator.

Editor’s note: step 002: change “from” to “to”.

6.3.1.3
Authentication
This component provides authentication services to the Application Layer.

6.3.2
Security Association Establishment

This component provides functions to establish a security association between different entities.

This component shall provide following functions:

· Secure Connection via secure session establishment

· Secure Connection via object security

· …

Editor’s note: to be completed.

For secure connection on 3GPP networks [1] applies.

6.3.2.1
Network-based security association
In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to use the underlying network credentials as the basis for establishing a security association between a M2M Application Service/Middle Node and Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are actually the same entity), GBA procedure could be used, as specified in [4]. 
It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section y.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement. 
6.3.2.1.1
GBA-based security association 
The GBA procedure shall be applied as specified in [4] for scenarios where the operator of an underlying network supports GBA, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for establishing a security association between a M2M Application Service/Middle Node and Infrastructure Node
6.3.3
Security Administration

The Security Administration component shall provide functions to manage the Security CSF including all its components, resources and attributes. This shall include management of resources provided via the secure environment. In addition it should provide functions to manage sensitive data such as identifiers and subscriptions on behalf of other CSFs.

Editor’s note: to be completed. Bootstrapping to be mentioned. Align with ARC related to provided functions. Align with MAS about responsibility.

6.3.3.1
Remote administration

The Security Administration component shall provide mechanisms for secure remote administration of sensitive data and functions stored in secure environment of M2M Nodes, reusing mechanisms provided by existing standards where appropriate.

6.3.3.1.1
Interworking with 3GPP and 3GPP2

In case the secure environment of the underlying network is used to store the sensitive data of the M2M Service Layer and in case the underlying network is a 3GPP or 3GPP2 network, OTA mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks shall be used to securely administrate the sensitive data of the M2M Service Layer.

6.3.3.1.2
tbd

<Text>

Editor’s note: appropriate additional specifications and interworking mechanisms for other transport networks are FFS.
6.3.3.2
Post-provisioning 
6.3.3.2.1
Network-based bootstrap
For scenarios where the M2M Service Provider and the operator of an underlying network have an agreement to use the underlying network credentials as the basis for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network  are actually the same entity), GBA procedure specified in [4] may be used. 
It is important that this feature is used only within the scope of an appropriate agreement between the M2M Service Provider and the operator of the underlying network. The normative text in Section 6.3.3.2.1.1 implicitly assumes that such an agreement is already in place. Since the present document is a technical specification, it does not address the details of such an agreement.
6.3.3.2.1.1
GBA-based bootstrap
The GBA procedure as specified in [4] shall be used for scenarios where the operator of an underlying network supports GBA infrastructure, e.g. 3GPP or 3GPP2, and the underlying network credentials are to be used as the basis for the post-provisioning of root credential shared between an Application Service/Middle Node and an Infrastructure Node
6.3.3.2.2
PKI-Based bootstrap
For scenarios where post- provisioning of a root credential should be independent of underlying network credentials, a Public Key Infrastructure (PKI)-based Bootstrap may be used for the post- provisioning of a root credential shared between an Application Service/Middle Node and an Infrastructure Node. 

PKI-Based bootstrap applies TLS (RFC 5246 [5]) or DTLS (RFC 6347 [6]) using both server Certificates and client Certificates to perform mutual authentication and derivation of the resulting root credential.

6.3.4
Identity Protection

This component provides Identity Protection services to the Application Layer.

6.3.5
Sensitive Data Handling

The Sensitive Data Handling component provides certain Sensitive Functions to the Application Layer. 

Sensitive Functions shall include following functions:

· Secure Storage

In addition the component should support the following sensitive functions

· Cryptographic operations

· Methods for bootstrapping initial secrets (e.g. GBA)

Editor’s note: to be completed.

Resource Structure
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Editor’s note: to be completed.

	Child Resource Name
	Child Resource Type
	Multiplicity


	Description

	Sensitive Functions
	
	N
	

	Secure Storage
	
	1..N
	


	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	Attributes tbd
	
	
	


6.3.5.1
Sensitive Functions

This component shall provide AEs, CSEs, and CSFs with access to Sensitive Functions of the security CSF.

Resource Structure
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Editor’s note: to be completed. Sensitive Functions may include cryptographic algorithms, …

	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	Sensitive Function ID
	1
	RO
	Unique Identifier of the sensitive function

	Version
	1
	RO
	Version number of the sensitive function

	Supported Security Level
	1
	RO
	Indicates the Security Level provided by the sensitive function


6.3.5.2
Secure Storage

This component shall provide AEs, CSEs, and other Local CSFs with access to the secure storage capability of the Security CSF. Data securely stored by the AE, CSE or Local CSF shall only be accessible through the Security CSF and by authorized entities. Secure Storage should be managed by the Secure Environment. Stored data shall be associated with the entity owning the data, i.e. the AE, CSE or Local CSF that requested the data to be stored within the secure storage.

Resource Structure
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Editor’s note: to be completed.

6.4
Security Transport Layer Components

6.4.1
Secure Environment

The Secure Environment component is a logical entity that provides Sensitive Functions operating on Sensitive Data, Secure Storage and other resources / functions.
There is no assumption made on the particular implementation of the Secure Environment. A SE may be implemented as an independent HW Security Element or as an integrated SW function. Each Secure Environment shall be associated with one certain Security Level depending on the particular implementation of the SE. Different Secure Environments may provide different Security Levels.

There shall be at least one Secure Environment within or accessible via the Security CSF API, however there may be multiple.

6.4.2
SE Plug-in

The SE Plug-in enables physical access to the respective Secure Environment. Depending on the type of Secure Environment, the SE Plug-in may be implemented differently for each Secure Environment.

NOTE: Specification of the SE Plug-in is out of scope of the present document.

6.4.3
Security Transport

This component shall enable entities accessing the Security Service API direct access to the Security Transport layer. For this purpose the generic Security Transport component shall expose functions provided by the Security Transport layer functions to the Application layer. The Security Transport layer is specific to the underlying secure environment. The Security Transport component provides a Transport layer agnostic interface to the Application layer. The Security Transport component provides the capability to extend the SECAPI depending on the use case with proprietary functions.

The Generic Security Transport component provides access to resources residing within the secure environment. Access to those functions shall be restricted to functions that are not addressable by the standardised SECAPI.

7
Security CSF API

7.1
API description

General description of the API…

7.2
Security Transport
The Security Transport API provides a communication framework to the secure environment.

The Security Transport API shall be implemented according to the Security Transport API as defined in [2].

Editor’s note: a more detailed description of the mapping of the architecture to the architectures defined in [2] and [3] may be added.

7.3
Authorization

Editor’s note: add API functions required to provide Authorization Service here.

7.4
Sensitive Data Handling

Editor’s note: add API functions required to provide Sensitive Data Handling here.

7.5
Security Association
Editor’s note: add API functions required to provide Security Association here.

7.6
Security Administration
Editor’s note: add API functions required to provide Security Administration here.

7.7
Identity Protection
Editor’s note: add API functions required to provide Identity Protection here.

7.8
Authentication
Editor’s note: add API functions required to provide Authentication Service here.
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