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Token based authorization is introduced and should be provide as part of Security framework.
10.3.x
Authorization procedures

1) 10.3.x.1
Introduction

This clause describes different procedures to authorize request whiech along with token.

2) 10.3.x.2
Create instance of <tokens> Resource
This procedure shall be used for creating a group resource.

Originator: The Originator shall request to Create a new instance of <tokens> Resource by using the CREATE verb. The Originator must be the entity which can authorize the access to the targeted Resource.

Receiver:  For the CREATE procedure, the Receiver shall:

· Check if the Originator can authorize the requested access. 
· Upon successful validation of the provided attributes, Create a new instance of <tokens> Resource. Since <token> Resource contains secret information, this instance is exposed only for the Originator of the Create request.
· Respond to the Originator with the appropriate generic Response with the representation of the instance of <tokens> Resource when the CREATE was successful.
Table 10.3.x.2.1:  Instance of <tokens> Create

	Description

	Call Flow Type
	CREATE

	Pre-Conditions 
	None

	Information on Request message
	op: C

fr: Identifier of the AE or the CSE that initiates the Request

to: The URI pointing to the entry point for Security service.

cn: The representation of the attributes which are required to process the request.

	Local processing on Hosting CSE
	Steps described for the Receiver of the CREATE Request as described above.



	Information on Response message
	Information about failure of request.

	Post-Conditions 
	Issued instance of <tokens> are shared with Originator and Receiver

	Exceptions
	No change from the generic procedure.


3) 10.3.3.3
Retrieve the instance of <tokens>

This procedure shall be used for retrieving the information about the issued token, as the instance of <group> resource.

Originator: The Originator shall request to obtaining the specific instance of <tokens> resource.
Receiver:  The Receiver shall check if the Originator has READ permission on the instance of <tokens> resource. 

Table 10.3.x.3-1:  the instance of <tokens> Retrieve

	Description

	Call Flow Type
	RETRIEVE

	Pre-Conditions 
	None

	Information on Request message
	op: R

fr: Identifier of the AE or the CSE that initiates the Request

to: The URI pointing  the entry point of Security service. 

	Local processing on Hosting CSE
	Same as the generic procedure.



	Information on Response message
	Same as the generic procedure.

	Post-Conditions 
	None

	Exceptions
	No change from the generic procedure.


4) 10.3.3.4
Update the instance of <tokens>

This procedure shall be used for updating an existing instance of <tokens> resource.

Originator: The Originator shall request to Update attributes of existing instance of <tokens> resource by using an UPDATE verb. The Request shall address The Request shall address the specific <group> resource of a CSE. The Originator may be an AE or a CSE.

Receiver:  The UPDATE procedure shall be:

· Check if the Originator can authorize the requested access. 
· Upon successful validation of the provided attributes, Update the attributes of existing instance of <tokens> Resource. 
· Respond to the Originator with the appropriate generic Response with the representation of the instance of <tokens> Resource when the CREATE was successful. 

Table 10.3.x.4-1: <group> Update

	Description

	Call Flow Type
	UPDATE

	Pre-Conditions 
	None

	Information on Request message
	op: U

fr: Identifier of the AE or the CSE that initiates the Request

to: Th eURI of the <group> resource. 

	Local processing on Hosting CSE
	Steps described for the Receiver of the UPDATE Request as described above.



	Information on Response message
	The information about the failure of the processing the request.

	Post-Conditions 
	Authorization information will be updated internally.

	Exceptions
	No change from the generic procedure.


5) 10.3.x.5
Delete instance of <tokens>

This procedure shall be used for deleting an existing instance of <tokens> resource.

Originator: The Originator shall request to delete existing instance of <tokens> resource by using the DELETE verb. The request shall address the specific instance of <tokens> resource at Hosting CSE. 
Receiver: The Receiver shall check if the Originator has DELETE permission on the specified instance of <tokens> resource. Upon successful validation, the CSE shall remove the resource from its repository and shall respond to the Originator with the appropriate responses.

Table 10.3.x.5-1 : instance of <tokens> Delete

	Description

	Call Flow Type
	DELETE

	Pre-Conditions 
	None

	Information on Request message
	op: D

fr: Identifier of the AE or the CSE that initiates the Request

to: Th eURI of the <group> resource. 

	Local processing on Hosting CSE
	Same as the generic procedure.



	Information on Response message
	Same as the generic procedure.



	Post-Conditions 
	The authorization information correlated will be removed on the Receiver’s security service. 

	Exceptions
	No change from the generic procedure.
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