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1
Introduction

This contribution aims to describe GBA procedure and its use in oneM2M. 

3
Proposal

All proposed changes to the TR text appear in Revision Marks. 

-----------------------Start of 1st   change-------------------------------

2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M drafting rules (draft)

[i.2]
oneM2M-TR-0004-Definitions_and_Acronyms (draft)

[i.3]
oneM2M-TS-0002-Requirements (draft)

[i.4]
oneM2M-TS-0001-Functional Architecture (draft)

[i.5]
oneM2M-TR-0001-UseCase (draft)

[i.6]
ISO/IEC 29115
Information technology- Security Techniques – Entity authentication assurance framework

[i.7]
ETSI TS 102 221 V11.0.0 Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 11)

[i.8]
ETSI TS 102 671 V9.1.0 Smart Cards; Machine to Machine UICC; Physical and logical characteristics (Release 9)

[i.9]
ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security".
[i.x]
 ETSI TS 133 220 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

-----------------------End of 1st change-------------------------------

-----------------------Start of 2nd change-------------------------------
x
GBA (Generic Bootstrapping Architecture) framework
x.1
GBA overview
GBA framework relies on a BSF, HSS, SLF and NAF as specified in [i.x].  GBA has two modes (GBA_U and GBA_ME) and one variant (GBA_Digest). 
· GBA_U and GBA_ME rely on AKA credentials stored in the UICC application. 
GBA_ME is a ME-based solution with all GBA-specific functions carried out in the ME. The Boostrapping Key “Ks” and the NAF key “Ks_NAF” are stored on the ME. 

GBA_U is a UICC-based GBA with UICC-based enhancement proposing higher level of security with the storage of GBA keys in the UICC. The Bootstrapping Key “Ks” and the NAF key “Ks_int_NAF” are stored in the UICC while the NAF Key “Ks_ext_NAF” is stored in the ME. 
The BSF shall decide which mode to run based on the UICC capabilities indicated in the GBA user security setting (GUSS).  
· GBA_Digest is a GBA variant that extends the usage of GBA to environments where the UICC is not available. GBA_Digest relies on SIP Digest credentials. 
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Figure 8.1-a
Simple Network Architecture for GBA in 3GPP [i.x] 
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Figure 8.1-b
Use of GBA in oneM2M
-----------------------End of 2nd  change-------------------------------
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