	Doc#oneM2M-SEC-2013-0085 SEC 2013-12-12
Minutes
	[image: image1.png]






	MINUTES

	Meeting title:
	SEC # 8.0 (TP8 ordinary WG4 F2F)

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com
Dragan Vujcic, Oberthur Technologies, v.dragan@oberthur.com

	Secretary:
	Nicole Butler nbutler@atis.org
Anna Riondet anna.riondet@etsi.org

	Meeting Date:
	2013-12-09 to 2013-12-12

	Meeting Details:
	Ordinary face-to-face meeting during TP8 in Miyazaki, Japan.

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome

1.2
Schedule for WG4 (See the final version oneM2M-TP-2013-0367R0x)
1.3
Attendees
2
Review and Approval of Agenda


Document oneM2M-SEC-2013-0074R03-SEC8_0_Agenda was AGREED.

3
Review and Approval of previous Minutes 

· Document oneM2M-SEC-2013-0055-Minutes 2013-10-18 was AGREED.

· Document oneM2M-SEC-2013-0059-Minutes-2013-11-19 was AGREED.


4
Review of Objectives for the Meeting
· Progress on definition of security architecture and CSF components, especially with respect to enabler functions vs. Service level exposure, and suitability of RoA vs. SoA for the later;
· Provide further material for inclusion in the Architecture TS to WG2 if needed, and align with other CSFs as needed; and
· Progress on Access control: 
· Progress on related model and terminology;
· Clarify the USER concept;
· Decide on Rel.1 priority regarding in and out-of-band Access control; 
· Progress on attributes based decision and if it is needed in Rel.1; and
· Progress on Delegation Concept and identify how far to go in Rel.1.
·  Plan future actions for on time completion of WI-0007.
5
Action Item Status

6
Contributions

For WG4 dedicated sessions:

On TR-0008

Contribution oneM2M-SEC-2013-0080-Security Bootstrapping Procedures, was WITHDRAWN by contributor request.
oneM2M-SEC-2013-0071R01- Introductory section on Access Control management
· Presented by Dragan VUJCIC (Oberthur Technologies)
· Comments and Issues

· Participants discussed the proposed new text for an introductory segment on Access Control Management.
· Some edits were made to the contribution, resulting in the creation of oneM2M-SEC-2013-0071R02.
· Decisions and Actions:
· oneM2M-SEC-2013-0071Ro2 was AGREED
Document oneM2M-SEC-2013-0068- Access Control Model and associated terminology (Discussed in a joint session with REQ(WG1))
· Presented by Dragan VUJCIC (Oberthur Technologies)
· Comments and Issues

· This contribution contains a presentation on access control models.  
· It was noted that “Active Entity” should be changed to “Originator.”
· Edits were made to this contribution resulting in oneM2M-SEC-2013-068R01.

· Participants further discussed the proposed terminology in this contribution.  Considerable conversation occurred regarding the use and precise meaning of “resource.”
· It was noted that “originator” already has a definition in oneM2M, and that definition will be used in all working groups.  “Hosting” is also defined already in oneM2M.  
· The goal of discussion is to agree on the proposed definitions, and it was explained the included diagram could be updated once the definitions were agreed.  
· Several edits were made to the definition for “privilege.” 
· This contribution will take more discussion, and a revision is expected.  

· Decisions and Actions:
· oneM2M-SEC-2013-0068R01 was NOTED.
Document oneM2M-SEC-2013-0067R01- Access Control Status Report (Discussed in a joint session with REQ(WG1))
· Presented by Dragan VUJCIC (Oberthur Technologies)
· Comments and Issues

· This contribution contains a presentation suggesting a way forward for access control policy management and attribute-based access control decisions.  
· It was noted there are other contributions on the concept of “user” that will be further discussed in SEC.
· Attribute- based access control is a concept that has been recently introduced in SEC, and more discussion is needed on how it is used in the SEC documents.  

· There is no binding decision being presented in this current contribution and a revision is expected to aid in further discussion.  

· Edits were made resulting in oneM2M-SEC-2013-0067R02.

· Decisions and Actions:
· oneM2M-SEC-2013-0067R02 was NOTED.
· Document oneM2M-SEC-2013-0083- Access Control Way Forwards at TP8
· Presented by OBERTHUR Technologies
· Comments and Issues

· This contribution provides the summary of discussions on access control at this SEC meeting.
· Edits were made for clarity resulting in the creation of an R01.

· Once agreed this contribution will be uploaded to ARC.  
· Decisions and Actions:
· oneM2M-SEC-2013-0083 was NOTED.

· oneM2M-SEC-2013-0083R01 was AGREED.
Document oneM2M-SEC-2013-0065- Access Control mechanism for User
· Presented by Seongyoon Kim (LG Electronics Mobilecomm France )
· Comments and Issues

· This contribution introduces a proposal regarding access control for “user.”
· Participants discussed the proposals in this contribution, versus the use of tokens for access control.  
· Discussion occurred regarding what additional information may be needed to institute this variety of access control.  
· Decisions and Actions

oneM2M-SEC-2013-0065 was NOTED.
· oneM2M-SEC-2013-0077- Identity and Token Management/Authorization Procedure
· Presented by Shingo Fujimoto (Fujitsu)
· Comments and Issues

· This contribution provides different procedures for authorization requests involving tokens.
· A more detailed proposal is expected, which will include the resource structure needed for authorization.
· Having a high-level call flow for this concept would facilitate discussion, and aid in demonstrating the intent of the contribution.  It was noted this concept may be helpful as a part of the Security TS, and then be shared with ARC when it has matured.  
· Decisions and Actions:
· oneM2M-SEC-2013-0077 was NOTED.
· Document oneM2M-SEC-2013-0082- GBA Description for TR-0008
· Presented by Gemalto
· Comments and Issues

· This contribution provides proposed text to describe GBA.
· Participants discussed this contribution and edits were made noting the figure may be revised to reflect bootstrapping in ADN as well as bootstrapping from other layers.  This resulted in the creation of oneM2M-SEC-2013-0082R01.
· Decisions and Actions

oneM2M-SEC-2013-0082 was NOTED.
oneM2M-SEC-2013-0082R01 was AGREED.
On TS-0003

Document oneM2M-SEC-2013-0070R01- GBA Framework
· Presented by Gemalto 
· Comments and Issues

· This contribution contains a proposal to further describe GBA procedures in the TS.
· Participants discussed adding references to particular relevant completed 3GPP documents.   
· A revision of this document will be supplied also addressing the need to define the 2 modes of GBA.

· Editor’s notes were suggested to recommend moving paragraphs that are not specific to GBA to a more appropriate section.  It was further suggested that Figure 8.1 be refined, changed to a 3GPP reference, or moved into the Technical Report.
· A note was also added to prompt SEC to discuss the impact of mapping over Mcc with ARC and PRO.

· It was further recommended to replace Mcc with UA in Figure 8.1, remove the mapping table, and note ASN/MN=UE.
· Participants reviewed an R02 version of this document, noting the changes since the last version of the document. 

· Some additional edits were recommended, resulting in the creation of R03.  Appropriate references will be added to this contribution prior to it being uploaded to the portal.
· Decisions and Actions:
· oneM2M-SEC-2013-0070R01 was NOTED
· oneM2M-SEC-2013-0070R03 was AGREED

Document oneM2M-SEC-2013-0066- Bootstrapping definition
· Presented by Seongyoon Kim (LG Electronics Mobilecomm France )
· Comments and Issues

· This contribution proposes a definition for bootstrapping.  
· Participants discussed this proposed definition and some edits were made resulting in the creation of oneM2M-SEC-2013-0066R01.  
· An editor’s note was added explaining there is a need to be precise in the TS as to the exact content of bootstrapping information.  This topic might need to be discussed further with the ARC group.  
· A further note was added asking if bootstrapping to Application Dedicated Node (without CSE) should be addressed.  
· Decisions and Actions:
· oneM2M-SEC-2013-0066 was NOTED.
· oneM2M-SEC-2013-0066R01 was AGREED.
Document oneM2M-SEC-2013-0064R01- Security CSF high level architecture figure
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· Participants discussed this proposed architecture.  It was noted there are alternative proposals to be discussed before a decision can be made on this contribution.  Following all discussions this contribution was noted.
· Decisions and Actions:
· oneM2M-SEC-2013-0064R01 was NOTED.
Document oneM2M-SEC-2013-0073R01- Security CSF architecture figure
· Presented by the SEC VC on behalf of Claus Dietze (Giesecke & Devrient GmbH)
· Comments and Issues

· This contribution contains an alternative representative of the Security CSF architecture figure.  Participants discussed this proposed figure in relation to previous agreements in SEC.
· Participants discussed the best representative figure to use for the security architecture.  
· It was suggested that APIs are needed to communicate with a secure environment.  This contribution further specifies that abstraction layer.  This contribution demonstrates that security contains several components to create a secure environment.

· It was recommended that the CSE and Security CSF boxes be removed from the proposed figure.  

· Following discussion it was suggested that participants should work together to generate a contribution combining the different views of the security architecture.  Participants were asked to work off-line to present a combined contribution for discussion.  A revision will be presented. 
· Participants discussed a R03 version of this contribution.  Participants discussed if the connections occur in the abstraction layer.  It was noted that text could be added clarifying that interaction in the call flow diagram.  The Chair noted that the best path forward may be to have a more refined figure for future discussion.  
· Further edits were made to incorporate aspects of contribution -078 into the figure, resulting in an R04 of the contribution.
· Participants had not objections to this proposed figure.
· Decisions and Actions:
· oneM2M-SEC-2013-0073R01 was NOTED.
· oneM2M-SEC-2013-0073R04 was AGREED.
Document oneM2M-SEC-2013-0078- Security Architecture Diagram
· Presented by Fujitsu
· Comments and Issues

· Participants discussed the proposed diagram for security architecture.  

· It was noted that this topic requires discussion with ARC.  Participants further discussed the call flow proposed by this contribution and further revisions are expected.

· Several aspect of this contribution were integrated into contribution -0073R04 which was ultimately agreed.

· Decisions and Actions:
· oneM2M-SEC-2013-0078 was NOTED.
Document oneM2M-SEC-2013-0072R01- Security Requirements for OAuth based RBAC
· Presented by Suresh Nair (Alcatel-Lucent (ATIS))
· Comments and Issues

· This contribution presents several requirements for the use of tokens in OAuth.
· Participants discussed that this proposed text is towards the TR.  It was noted the normative language will need to be removed for inclusion in the TR.    
· Other edits were recommended to the proposed text for clarity.  
· Participants further discussed the role of the token in authorization.  
· Participants discussed a revision of this document as contained in oneM2M-SEC-2013-0072R02.  Some editorial suggestions were proposed to this contribution, resulting in the creation of oneM2M-2013-SEC-0072R03.  
· There were no objections to the newly revised document.
· Decisions and Actions:
· oneM2M-SEC-2013-0072R01 was NOTED.
· oneM2M-SEC-2013-0072R03 was AGREED.

· Document oneM2M-SEC-2013-0075- Clean up Security TS
· Proposed  by the Rapporteur 
· Comments and Issues

· This contribution proposes several edits to the Security Technical Specification.

· The SEC Chair presented this contribution on behalf of the rapporteur who was unable to be in attendance.  The proposed edits were primarily editorial in nature.  

· Discussion occurred regarding if the definitions proposed in this document were agreed in ARC (particularly the use of “Mcc” as opposed to “Y”), and further discussion occurred regarding the use of internal flow in the Access Control Flow, and it was noted the figure will need to be revised.

· It was recommended that this document be revised with the noted edits:
· Verify in section 6.1.1 the use of “Mcc” versus “Y”

· In the Section of 6.3.1.1, there is an agreement in ARC that the flow within a CSE is not to be formalized, so the figure needs to be revised to reflect that decision.  

· Notes for the proposed edits were added to the contribution resulting in oneM2M-SEC-2013-0075R01.

· Decisions and Actions:
· oneM2M-SEC-2013-0075 was NOTED.
· oneM2M-SEC-2013-0075R01 was AGREED.
· Document oneM2M-SEC-2013-0052R01- Bootstrapping framework
· Presented by Phil Hawkes (Qualcomm)
· Comments and Issues

· This contribution presents a proposed framework for bootstrapping mechanisms.

· If there is agreement in principle on this approach the contributor will provide a concrete proposal for inclusion in the TS.

· It was noted that a proposal will need refinement and discussion, and can be handled during a conference call to ensure maximum time for discussion.

· Participants discussed edits that may make the detailed proposal clearer.  It was stated the intention is not that a device will support multiple bootstrapping options.
· It was further noted that there is on-going work in this area in 3GPP, so care should be taken to align this work with their efforts if practical.  
· Further discussions will continue off-line towards the creation of the revised proposal.  
· The group agreed in principal to describe the process of bootstrapping (start, briefing, and execution).    
· Decisions and Actions:
· oneM2M-SEC-2013-0052R01 was NOTED.
Security related contributions affecting other WGs deliverables

Document oneM2M-REQ-2013-00425- TR-0004: Further security terminology
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Comments and Issues

· This contribution is intended to be presented to REQ.  
· The terminology to be proposed to REQ was shared with SEC for their review and discussion.
· Some edits were made leading to the creation of oneM2M-REQ-2013-0425R01.  This included the addition of an editor’s note with regards to the use of “stakeholders.”
· Considerable discussion occurred regarding the definition of provisioning.  
· Decisions and Actions:
· SEC AGREED that contribution oneM2M-REQ-2013-0425Ro1 will be shared with REQ.

· The final disposition of oneM2M-REQ-2013-0425R01 will be handled in REQ.  
Document oneM2M-REQ-2013-0426R02- TR-0005: Notions for Access Control and Authorization
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Comments and Issues

· This contribution will be presented to REQ to propose text towards TR-0005 on access control.
· Participants discussed the terms that may need to be defined.  
· Further contributions are also invited to expand on alternatives to the use of access tokens.  
· Discussions also occurred regarding the concept of “user” in M2M systems. 
· It was noted that document oneM2M-SEC-2013-0081R01 has been uploaded on a similar topic.   This contribution was also discussed (see below).
· Discussion occurred regarding the need of the system to have information on the user.  There may be points where the system will need to refer to the user, and naming of some sort may be required to identify the user.  
· Edits were made to this contribution for clarity, resulting in the creation of oneM2M-REQ-2013-0426R03.  An editor’s note was added explaining that the terms in “resource owner” and “policy decisioner” as used in this contribution are for further study in SEC.
· SEC agreed that this contribution will be shared with REQ.

· Decisions and Actions:
· SEC AGREED that contribution oneM2M-REQ-2013-0426Ro3 will be shared with REQ.

· The final disposition of oneM2M-REQ-2013-0426Ro3 will be addressed in REQ.
· Document oneM2M-SEC-2013-0081R01- Access Control Framework Thoughts
· Presented by Phil Hawkes (Qualcomm)
· Comments and Issues

· This contribution proposes several different methods for handling access control.  
· For simplicity, this contribution suggests supporting only one particular access control model for release one.

· Some edits were made to this contribution noting the goal for Release 1 would be to support only applying access controls at the resource host based the originator.  If “users” are considered in this action will need to be given further study.  
· This contribution further discusses the relationship between the resource creator and the resource host.   

· Decisions and Actions:
· oneM2M-SEC-2013-0081R02 was NOTED.
Document oneM2M-SEC-2013-0069- TS-0001: Security Service Resource
· Presented by Shingo Fujimoto (Fujitsu Ltd. (TTC))
· Comments and Issues

· This contribution proposes text to be submitted to the ARC TS.  
· Participants discussed the intent of this contribution, and the extent of the scope presented here.  
· Participants discussed the intent of this document, and it was noted that the intent is not to include this work in the ARC TS, but to communicate to ARC the SEC view of security service resources.  

· It was noted that a contribution on this topic towards the Security TS may be useful.    The group needs to investigate how the security API will be designed, and further discussions are needed.
· The contributor was encouraged to continue to discuss this topic off-line and provide SEC with a revised contribution.

· Decisions and Actions:
· oneM2M-SEC-2013-0069 was NOTED.
Document oneM2M-ARC-2013-0531- Service Bootstrapping
· Presented by NEC Europe Ltd. 
· Comments and Issues

· This contribution on Service Bootstrapping will be presented for discussion in ARC, but was reviewed by this working group to ensure it is consistent with their work.
· Edits were proposed and oneM2M-ARC-2013-0531R01 was created.

· Participants recommended this be shared with REQ as an informational contribution, and the contributor agreed to this intent.  
· Other participants suggested changing the Figure to be contained in one box labelled as “Security.”  It was further recommended that Steps one and two be presented in a separate Figure since they are out-of-scope.  It should further be noted that the M2M Service Bootstrap only needs to be established at the first connection.  
· As the whole contribution is security related, it was suggested to revise the contribution to target inclusion in the SEC TR-0008 or SEC TS-0003 instead of the ARC TS-0001.
· A revised contribution targeting the SEC TR-0008 was submitted as oneM2M-SEC-2013-0080.
· Decisions and Actions:
· The contribution oneM2M-ARC-2013-0531Ro1 was noted.
Document oneM2M-ARC-2013-0543- CSE-ID Assignment Discussion
· Presented by Seongyoon Kim (LG Electronics Mobilecomm France )
· Comments and Issues

· This contribution was presented to ARC, and they recommended it be shared with REQ.

· This contribution discusses the assignment of App-Inst-ID and CSE-ID.  
· Participants discussed their understanding of these assignments.

· Several different opinions were suggested regarding this process, and it was noted that considerable discussion would be needed for the group to come to a conclusion on the assignment of these IDs.  

· SEC was given the action to clarify the authentication and application of nodes. 

· It was noted that how CSEs authenticate within a node may be out of scope.  There also may need to be discussion on how AEs talk to other AEs end-to-end.  

· Decisions and Actions:
· SEC AGREED that contribution oneM2M-ARC-2013-0543 will be shared with ARC 
· The disposition of oneM2M-ARC-2013-0543 will be determined in ARC.
· Action Item: SEC participants were given the action to clarify the authentication of AEs, CSEs, and nodes.  For example, is an AE authenticated to the CSE in the same node?  Seongyoon Kim (LG Electronics Mobilecomm France ) will assist in leading these discussions.   

· Document oneM2M-SEC-2013-0084- Issues regarding handling tokens
· Presented by Fujitsu
· Comments and Issues

· This contribution contains a presentation for information discussing the handling of token authorization.  

· Participants noted their support for this path forward.  
· The authorization server is an authentication entity and can use whatever interface it likes to the subscriber terminal since that interaction is out of scope for on2M2M work.

· Participants further discussed the nature of communications between entities in a token transaction.  Some edits were proposed for clarity in the proposed scope, showing the elements out of scope for this group.  
· Participants discussed if assumptions would be need to be laid out regarding the generation of tokens.  
· A modification of the definition for authorization server may be needed.  The current assumption is that the authorization server is located inside the CSE.

· The next step will be the production of contributions to integrate this material into the Security TR.  
· Decisions and Actions:
· oneM2M-SEC-2013-0084 was NOTED.
6
Planning for next Meeting(s)
· Organization of e-mail discussion threads

· Next Conference Calls:
· January 22, 29, February 5
· Ad hoc meetings: January 8 and 15
· Next Face-to-Face: February 17-21, 2014, Mobile, AL
7
Any other business
Participants discussed the report to be shared with the technical plenary, and the final report will be uploaded by the SEC chair.  The SEC chair reviewed the Action Items assigned to SEC and updated the list as appropriate, including the addition of the new Action Items out of this meeting.  
Action Items not listed elsewhere in these notes:

· Action Item 1:  SEC must specify credential management.

· Rpporteur:  LGE/Qualcomm

· Action Item:  SEC participants are to specify hop-by-hop (node-to-adjacent node) security.

· Rapporteur:  Qualcomm

· Action Item:  SEC participants took an action item to complete the work on PKI based and GBA based bootstrapping specifications.
· Rapporteur:  Qualcomm/Gemalto  
· Action Item:  SEC will specify the interaction of security with the initial registration call flow.  (Note: The registration call flow itself is the responsibility of ARC).

· Rapporteur:  BT/Alcatel-Lucent  
· Action Item:  SEC participants are to develop a view towards end-to-end security 

· Rapporteur:  Gemalto  
· Action Item:  SEC must specify token interaction with authentication

· Rapporteur:  OBERTHUR Technologies  
· Action Item:  SEC must clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
· Rapporteur:  LGE  
Participants discussed thoughts on the best way to progress work towards SEC deliverables.  It was noted it will be helpful to provide a template and examples on the functionalities within each CSF.  
Further guidance towards producing contributions for SEC and other working groups was assembled in a report on WG progress enhancements to be shared with the technical plenary.  This report also contains recommended guidelines to assist in cross-working group interactions.  Suggestions for advancing work towards deliverables were discussed, including suggesting that contributions include concrete change requests for TRs and TSs.  
8
Closure of meeting
Having no further business the SEC meeting was adjourned.  
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