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1
Introduction

This contribution aims to add some text that describes the internal structure of SCE CSF to the section “7 Security CSF API”. 

2
Proposal
It is proposed to include the following text immediately after the Section Title: “7 Security CSF API”.
-----------------------Start of 1st   change-------------------------------

The SEC CSF architecture consists of three layers, they are described as follows:

· Security Application Logic Layer – This layer implements security logic related to application such as authentication, authorization and SE administration. Other CSFs in the CSE invoke these functions through SEC CSF API. The components in this layer shall not interact with each other. For example, if CSE REG needs authentication and authorization services provided by the SCE CSF, then it has to invoke Authentication and Authorization through corresponding SEC CSF API separately.
· Security Environment Abstraction Layer – This layer implements security logic related to security environments such as key derivation, data encryption/decryption and sensitive data handling. The components in this layer may be invoked by the components in the Security Application Logic Layer or by other components in the same layer. For example, Data Encryption/Decryption may invoke Key Derivation to get encryption/decryption keys.
· Security Environments Layer – This layer may contain multiple independent security environments that provide various security services related to sensitive data storage and sensitive function execution.
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Figure X: Internal structure of SCE CSF
-----------------------End of 1st  change-------------------------------
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