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1
Introduction

This contribution aims to describe an authorization system used in oneM2M. 

2
Proposal

This contribution is for Section “9.3.2 Authorization” of Security TR.
-----------------------Start of 1st   change-------------------------------

x
Integrated Authorization System
x.1
Integrated Authorization System Overview
The Integrated Authorization System (IAS) is designed to cater to the authorization requirement of oneM2M. The IAS is shown in Figure X1; its major components are described as follows:
· Policy Enforcement Point (PEP) – It intercepts user’s resource access requests, makes access control decision requests, and enforces access control decisions. PEP is called by the application system which needs access control services.
· Policy Decision Point (PDP) – It evaluates access control requests using access control policies and renders access control decisions. PDP is called by PEP.
· Policy Access Point (PAP) – It constructs resource access control scheme that describes what policies are used to evaluate an access request, and how these policies are combined in order to get a final access control decision. PAP is called by PEP.
· Policy Information Point (PIP) – It obtains attributes related to user, resource or environments which are needed by the PDP to evaluate access control policies, for example a user’s IP address, resource creation time and GPS information. PIP is called by PEP.
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Figure X1: Integrated Authorization System
Access control policies are used to evaluate users’ access requests. The access control policies used by oneM2M can be classified into three categories:

· Global Access Control Policies – These policies are managed by the authorization system directly, and may be applicable to all or part of the resources.
· Resource Access Control Policies – These policies are only applicable to a specific resource or its child resources.
· Token Based Access Control Policies –These policies are stored in security tokens provided by the users.

Access control schemes are used to dynamically manage access control policies used to evaluate users’ access requests. There two kinds of access control schemes used in the Integrated Authorization System.

· Global Access Control Scheme – It describes how to construct a Resource Access Control Scheme according to an access request.
· Resource Access Control Scheme – It describes what policies are used to evaluate a user’s access request, and how these policies are combined to get a final decision.
x.2
Access Control Schemes
Global Access Control Scheme
This kind of access control schemes is used by PAP for constructing Resource Access Control Schemes; it shall contain the following information:

· Describing the application scopes of Global Access Control Policies, i.e. an access control policy can be used for access control to which resources. For example, Policy X is used for the access control related Resource A and Resource B.

· Describing how to use the Token Based Access Control Polices provided by users. For example, access control to Resource A and Resource C can accept Token Based Access Control Polices.
· Describing how to combine the Global Access Control Policies, Resource Access Control Policies, and Token Based Access Control Polices in order to get a final access control decision.
Resource Access Control Scheme
This kind of access control schemes is used by PDP for evaluating an access request and getting an access control decision; it shall contain the following information:

· Describing what policies are used to evaluate an access request, and how to evaluate these policies. For example, Policy A, Policy B and Policy C are used in a scheme; Policy A is an XACML policy, Policy B is a RBAC policy, and Policy C is a token based policy.
· Describing how to combine the policy evaluation results in order to get a final access control decision. For example, the algorithm used to combine Policy A, Policy B and Policy C is “permit overrides combining algorithm”, i.e. any of these policies’ evaluation results is “permit”, then the finial evaluation result is “permit”.
· Providing policies themselves or describing how to get these policies. For example, providing URIs of Policy A and Policy B, and providing Policy C itself.
x.3
Policy Enforcement Point
PEP is called by CSFs which want to get authorization services. PEP resides outside of SEC CSF. PEP calls the PDP which resides in SCE CSF for an access control decision. How the PEP being integrated into an oneM2M system depends the implementation.

The major information of the Access Control Decision Request that the PEP sends to the PDP is (S, O, A, C), S represents the user, O represents the resource, A is the operation that the user wants to perform to the resource, C is the Access Control Request Context in which stores other information related to this access control such as an access control token provided by the user.
The Access Control Decision Response returned from PDP contains the evaluation result; it could be a value representing “permit”, “not permit”, “undetermined”, or “error information”.
x.4
Policy Decision Point
The architecture of PDP is shown in Figure X2; its major components are described as follows:

· PDP API – PDP interacts with external components through PDP API, i.e. PEP sends Access Control Decision Request and gets Access Control Decision Response, PDP sends Resource Access Control Scheme Request and gets Resource Access Control Scheme Response, and PDP sends Attribute Request and gets Attribute Response.
· Resource Access Control Scheme – It describes what access control policies are used for making access control decisions, and how to combine these decision results in order to get a final decision result.
· Policy Evaluators – They are used to evaluate different kinds of access control policies. For example, the XACML evaluator is used to evaluate XACML policies, and a RBAC policy evaluator is used to evaluate RBAC policies. New policy evaluators can be plugged into the PDP in order to support new kinds of policies.
· Policy Combination Module – It is used to combine policy evaluation results according to the policy combing algorithms described in the Resource Access Control Scheme.
· PDP Control Unit – It interacts with internal and external components for getting Resource Access Control Scheme, obtaining various attributes, evaluating access control policies, combine policy evaluation results, and returning the final access control decision back to the PEP.
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Figure X2: Policy Decision Point Architecture
x.5
Policy Access Point
PDP sends Resource Access Control Scheme Requests to PAP for getting Resource Access Control Schemes. The major information of the Resource Access Control Scheme Request is (S, O, C); the meanings of S, O and C are the same as they are in the Access Control Decision Request. PAP analyzes the Resource Access Control Scheme Request, gets applicable access control policies and then constructs a specific access control scheme. The procedure of constructing Resource Access Control Scheme can be divided into the following 4 steps.

（1） PAP checks the Global Access Control Scheme with the URI of resource in order to find if there is any Global Access Control Policy applicable to the resource.

（2） PAP uses the URI of resource to query the resource in order to find if there is any Resource Access Control Policy associated with the resource or its father resource.

（3） PAP checks if there is any security token in the Access Control Request Context, if this token is issued by an authorized authority, and then extracts the authorization policy from the token.

（4） PAP constructs a Resource Access Control Scheme using the policies obtained in above three steps and policy combination algorithms described in the Global Access Control Scheme.
x.6
Policy Information Point
PIP is called by PDP for getting various attributes which are used for evaluating access control policies. How to implement PIP depends on the system design.
x.7
Integrated Authorization System Evaluation Procedure
The Integrated authorization system evaluation procedure is shown in the Figure X3.
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Figure X3: Integrated authorization system evaluation procedure
1. User sends an Access Request to a resource; this request is intercepted by the PEP.

2. PEP makes an Access Control Decision Request according to the user’s access request; the PEP sends the decision request to the PDP.

3. PDP sends a Resource Access Control Scheme that is generated based on the Access Control Decision Request to the PAP.
4. PAP constructs a Resource Access Control Scheme according to the scheme request and the Global Access Control Scheme; this process can be further divided into the following 4 steps.
(1) PAP checks if there is any Global Access Control Policy applicable to the resource.
(2) PAP checks if there is any Resource Access Control Policy associated with the resource.
(3) PAP checks if there is any Token Based Access Control Policy applicable to the resource.
(4) PAP generates a Resource Access Control Scheme using applicable policies.

5. PAP sends the generated Resource Access Control Scheme back to the PDP.
6. PDP checks if any attributes related the user, resource or environment needed by the policies in the Resource Access Control Scheme; if it is yes, the PDP sends Attribute Request to the PIP.

7. PIP gets required attributes.

8. PIP sends obtained attributes back to the PDP.

9. PDP invokes policy evaluators to evaluate user’s access request using corresponding access control policies; PDP invokes Policy Combination Module to combine the policy evaluation results in order to get the final access control decision.
10. PDP returns the finial access control decision back to the PEP.

11. According to the access control decision, PEP either forwards the Access Request to the resource or denies this access.

-----------------------End of 1st  change-------------------------------
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