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2.
Introduction

The current proposal for describing access rights   in the oneM2M architecture TS-0001 V0.3.2 (clause 9.6)  mirrors the ETSI TC M2M approach [1,2] in which a resource include “accessRightID”  which is a URI for the accessRight (AR) resource that is relevant for that resource, and multiple resources can point to a single AR resource. The resource type <accessRight> includes a “permissions” attribute describing which entities are allowed to perform which operations on resources linking to the AR resource, and a “selfPermissions” attribute describing which entities are allowed to perform which operations on the <accessRight> resource itself. 
When an entity requests the creation of a child resource (and assuming the entity is authorized to create the child resource), then the “accessRightID”  in the child resource is a copy of the “accessRightID” in the parent resource.  After creation of a resource, if an entity is authorized (by the current accessRight) to “update” a resource, then that entity may also change “accessRightID” to indicate any AR resource of that entity’s choosing.
This concept of handling AR resources has the advantage of limiting the amount of information required for managing access rights.
This contribution presents some concerns about this approach, and provides a list of possible responses. This contribution also includes two technical proposals for addressing the concerns.
3.
Concerns

Suppose a resource <X> is created with the “accessRightID” pointing to AR resource <AR001>.  Suppose <AR001> authorizes entity A to “update” the resource. This allows entity A to change the “accessRightID” of resource <X> to the URI of any other AR resource of that entity’s choosing. Suppose AR resource <AR002> has the appropriate “permissions” and “selfPermissions” attributes, and so entity A sets “accessRightID” to the URI for <AR002>. 

Suppose entity B has ”selfPermissions” for updating <AR002>. At a later time, entity B requests an update to an AR resource, changing the “permissions” and/or “selfPermissions”. Entity B cannot know whether the changes to <AR002> are aligned with the access intended (by entity A) for resource <X>. For example, entity B cannot know if changing <AR002> might have one or more of the following effects.

· Changes to “permissions” might increase the ability of some entities to access resource <X>  beyond the access that entity A would like those entities to have. 
· Changes to “permissions” might decrease the ability of some entities to access these resources to below the level that the entities need. This scenario is a particular concern, since the system may cease functioning if entities cannot access the appropriate resources.
· Changes to “selfPermissions” might have similar effects.
· It is unclear what will happen if entity B deletes <AR002>.

This indicates that entity A should assign “accessRightID” to point to <AR002> only if entity A can be sure that future updates to <AR002> will be aligned with the original intentions for <AR002>. 
oneM2M needs to consider what to do about this issue. The potential actions include the following options:
1.  oneM2M can specify AR resources similar to ETSI TC M2M, but provide no additional informative or normative text addressing the issues raised above.
2. oneM2M can include informative text describing the issues regarding AR resources, so users of oneM2M systems can be aware of the pitfalls and attempt to avoid them.

3. oneM2M can include informative text describing the issues regarding AR resources, and provide recommendations describing how users of oneM2M systems can avoid the pitfalls.

4. oneM2M can include normative text for AR resources that minimizes the likelihood that users of the system will face the current issues regarding AR resources. This can be achieved by having the specification limit who can use AR resources and who can delete AR resources. Section 4.1 outlines some possible specifications that could be added, just as an example. This is the option recommended by the authors.
5. oneM2M uses an alternative approach of AR resource management, such as the Unix approach where every file and directory has (by default) its own independent access rights, but there is the (non-default) option that a child’s access rights remains a (dynamic) copy  of the parents access rights. Section 4.2 addresses this in more details. 

The authors request a decision be made on which option to pursue. The authors will provide informative or normative text in line with the decision of oneM2M.

Section 4 contains example proposals for options 4 and 5 above. These are included only to facilitate discussion. Agreement on the decision of which option to purse is not committing oneM2M to using these proposals.

4. Example proposals
4.1
Example  Proposal for Option 4:  Limiting Who Can use accessRights

A potential approach is to use the existing AR resource concept, but limit how AR resources are used. While various approaches are possible (with varying degrees of flexibility) the following seems the safest as there is least opportunity for confusion.
1. The selfPermissions for an AR resource allow “WRITE” or “DELETE” access only to entities that will change the AR resource in alignment with the intentions of the creator of the AR resource.
a. Alternative Strict Version: The selfPermissions for an AR should allow “WRITE” or “DELETE” access only to the creator of the AR resource.

2. An AR resource is deleted only in the event that 

a. The deletion is requested by an entity with “DELETE” selfPermissionFlag
b. The hosting CSE can confirm that there are no resources currently pointing to that AR resource (Note: if the specifications allow resources to use AR resources on another CSE, then it might be difficult for the CSE to verify if there are off-CSE resources using an AR resource and so an AR resource can never be deleted. If AR resources can never be deleted, then it is worth specifying that the “DELETE” “selfPermissionFlag” can never be set. This is an impact that needs to be considered when deciding whether or not to allow resources on one CSE to use an AR resource on another CSE).
3. We recommend adding a “permissionFlag” specifying whether an entity is authorized to change the “accessRightsID” of a resource. 
· Note: our current understanding is that any entity with “WRITE” access to a resource is also authorized to change the “accessRightsID”. Such an entity can cause problems by pointing the “accessRightsID” to an AR resource with limited rights.
4. An entity can change  “accessRightsID”  of a resource from its current URI  to that of another AR resource only if 

a. The entity is authorized to change “accessRightsID” of that resource

b. The other AR resource is one for which the entity has “WRITE” and/or ”DELETE” access.

This approach ensures that the entity changing an AR resource knows which resources will be affected by the changes to the AR resource, and that entity should know whether the changes to the AR resource are aligned with the access intended for those resources.
4.2
Example Proposal for Option 5 : Unix Approach

The Unix approach to access rights of folders and files within a folder seems appropriate to this scenario. In this case, a containing folder behaves similar to a oneM2M parent resource, and a file or folder within the containing folder behaves similar to a oneM2M child resource. 
With this approach, access rights of a resource are attributes of a resource. The access rights of a child are copied from the parent resource at the time that the child is created. After the child’s creation, there are two options available:

5. The default option is that the access rights of the parent and child are independent after creation; that is, the access rights of the parent can be altered without any effect on the access rights of the child, and vice versa. 

6. The alternative option (which must be explicitly chosen) is that the access rights of the child are instructed to remain a copy of the access rights of the parent; thus, whenever the access rights of the parent resource change, then the accessRights of the child also change. (Note: This is equivalent to copying the “accessRightID” of the parent resource to the child resource, as in point 1 of Proposal 1) 
This approach has the advantage that it is familiar to many people, but the disadvantage is that this approach does not have the flexibility of the example proposal in Section 4.1. The authors prefer the example proposal in Section 4.1 over this proposal.
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