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	MINUTES

	Meeting title:
	WG-4 SEC 8.2

	Chair:
	Dragan Vujcic (Vice Chair)

	Secretary:
	Anna Riondet, ETSI

Nicole Butler, ATIS

	Meeting Date:
	2014-01-29

	Meeting Details:
	SEC 8.2 Ordinary meeting
https://www2.gotomeeting.com/join/649748930


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome

2
Review of Agenda


SEC-2014-0029R01
- AGREED 
3       Minutes from previous meeting – AGREED (Agreed as no comments received when posted on SEC reflector)   ?

4     Participants – see Annex 1 
5
Review of Objectives for the Meeting
Elaboration of the DRAFT Inputs of the Security Text proposals for the ARC TS (e.g. bootstrapping, registration, Identifiers assignments, access control, etc…)

6
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-13-002 (WG4)
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


6
Text proposals against ARC TS

6.1 Bootstrapping

6.2 Security aspects related to Registration

6.3 Access control

6.4 Others

7 Contribution against SEC TR and TS

7.1 Bootstrapping & Security Establishment

Document SEC-2014-0016R01- Security Bootstrapping Procedure description
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
SEC-2014-0016 was POSTPONED – reminder: postponed contributions have to be re-submitted for the following meeting 
Document SEC-2014-0017R01- Security Association Establishment Procedure description

· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
SEC-2014-0017R01 was POSTPONED reminder: postponed contributions have to be re-submitted for the following meeting 
7.2 Security aspects related to Registration

Document SEC-2014-0009R01- Application registration handling
· Presented by Shingo Fujimoto (Fujitsu Ltd. (TTC))
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
SEC-2014-0009R01 was POSTPONED reminder: postponed contributions have to be re-submitted for the following meeting 
Document SEC-2014-0032-Security_procedures_overview
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Comments and Issues

· Slide on OneM2M Service Subscription: Depending on the cases, not always the same level of security is needed.  Rewording is needed: “secure channel” into “dedicated security association”

· Question for clarification about Access control slide: is the purpose of the slide to explain how to manage permissions and self-permissions? – Yes.
· Does the infrastructure node or middle node define whether the requester has the right to access resources? – there’s no request to access resources yet at this stage, just the request for initial registration.

· Minimum requirements for bootstrapping are not specified

· Question for clarification about the term of “service bootstrapping”.

· What is the requirement for device replacement? The impact on security should be minimal.

· Question about the process: is the bootstrapping the first step of the procedure, or first the request for registration, authentication and then bootstrapping? 

· The process is presented as follows: message from originator with request to register, request for authentication, if no credentials available – bootstrapping process is initiated, if there are credentials available – authentication takes place. 

· Comment that Bootstrap can be done before the first request to register.  In this case it can be seen as the pre –provisioning step.  Need to have clear definition between off-line pre-provisioning and on –line pre- provisioning (Bootstrap). Decisions and Actions
SEC-2014-0032-Security_procedures_overview was NOTED

Document SEC-2014-0033-Access_Right_Concerns
· Presented by Wolfgang Granzow (Qualcomm UK Ltd (ETSI))
· Comments and Issues

· If there’s no 1 to 1 mapping between resources and access right resources there might be a problem if 2 entities use the same access right resource, if one entity changes the resource without informing the other entity
· We should stick to the terminology used in ARC 
· There is currently no informative/normative text available on potential issues 

· 5 options are presented in the contribution with 5 solutions to the problem and the recommended option number 4 (to be discussed via e-mail)

· Question for clarification about self-permission: is it under the control of the owner?

· A power point is expected to illustrate the problem. 

· Decisions and Actions
SEC-2014-0033-Access_Right_Concerns was NOTED
Document SEC-2014-0031-SEC_CSF_Authorization_System_for_Security_TR
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· This is a contribution to TR and TS
· The current TS concerning the access control goes far beyond the proposal presented in the contribution, therefore its purpose is not clear.

· Multiple policies are combined.
· Question for clarification: which part of this contribution is meant to go into TS? What would be the conclusion of the contribution?

· The figure presented here looks very complex but its content is not new – the terms used here (PDP, PEP, PIP...) have already been standardized (OASIS) – references are necessary.

· Not all the blocs in the figure need to be standardized now.

· Decisions and Actions
SEC-2014-0031 was NOTED
Document SEC-2014-0030-SEC_CSF_Internal_Structure_Description_for_Security_T
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· It is not clear why a different figure is presented in the contribution. 2 different figures (from 0031 and 0030) lead to confusion.

· Existing figure in 0031 should be updated if needed.

· Decisions and Actions
SEC-2014-0030 was NOTED
7.3 Access control

7.4 Others

8 Planning for next Meeting(s)


SEC 8.3 Ordinary meeting: 5th March 2014
9 Any other business

10 Closure of meeting

Annex 1
Participants list

	Last Name
	First Name
	Organisation

	Vujcic
	Dragan
	Oberthur Technologies

	Fujimoto
	Shingo
	Fujitsu

	Blanchard 
	Colin
	British Telecom

	Granzow
	Wolfgang
	Qualcomm

	Li
	Mindong
	ZTE

	Riondet
	Anna
	ETSI

	Paulliac
	Mireille
	Gemalto

	Lenart
	Joe
	Hitachi

	Ennesser
	Francois
	Gemalto

	Brown
	Philip
	InterDigital

	Zhou
	Wei
	CATT

	Lin
	Zhaoji
	ZTE
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