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Proposed change:

Following section 6.3 of TS-0003 v0.3.0, consider relevance of adding following text:

6.3.X1
Authorization and privacy with authorization tickets

An M2M Node shall present a valid authorization ticket to another M2M Node in order to establish that it is authorized to use or access a particular application or service. There are two classes of authorization ticket for basic subscribers operating M2M Nodes. These preserve anonymity in two different ways:

· Unicast Authorization Ticket (UAT):

· shall only be sent over encrypted channels to end-points that are known to be authorized.

· Broadcast Authorization Ticket (BAT):

· may be sent over non-encrypted channels or to end-points that are not known to be authorized at the time of sending.

An UAT may contain any information required to consume or provide the service authorized by the UAT, including information about the subscriber's identity if necessary.

A BAT shall:

· preserve the privacy of the BAT holder in accordance with the legal framework that applies in the area of operation;

· limit the time that a BAT is associated with a particular M2M Node; and

be traceable even after it has expired (for audit purposes).

The system will contain M2M subscribers who are acting with specific roles role. Their M2M Nodes may be claiming heightened privileges.
M2M specific role subscribers use only one kind of authorization ticket:

· Role-based Universal Authorization Ticket (RUAT):

· shall contain details of the authorization context; and

· may contain a long-lived identifier for the specific role subscriber depending on the requirements of the authorization context.

6.3.X2
Authorization tickets and cryptography for M2M subscribers
Authorization tickets can be used directly to authorize a message or to establish a Security Association (see clause 6.4). They can also use symmetric or asymmetric cryptography, which is denoted below by including (A) or (S) after the ticket type. The full set of authorization tickets is therefore:

· UAT(A): Unicast tickets supporting authorization via asymmetric cryptography.

· UAT(S): Unicast tickets supporting authorization via symmetric cryptography.

· BAT(A): Broadcast tickets supporting authorization via asymmetric cryptography.

· BAT(S): Broadcast tickets supporting authorization via symmetric cryptography.

NOTE:
These tickets will be used to locate other M2M Nodes with whom the sender can establish a Security Association (see clause 6.4.4), rather than directly to provide authorization to messages.

· RUAT(A): Role-based tickets supporting authorization via symmetric cryptography.

· RUAT(S): Role-based tickets supporting authorization via asymmetric cryptography.

The specific symmetric and asymmetric algorithms to be used are out of the scope of the present document.
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