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Proposed change:

Following section 6.3 of TS-0003 v0.3.0, consider relevance of adding following text:
6.4
Message Communication Models

6.4.1
Overview

There are three different messaging models that can be used to enable secure communications between one M2M Node and another:

· individual public messages;

· individual private messages; and

· security associations.

6.4.2
Individual public messages

In the individual public message communication model, an M2M Node sends a broadcast message that is not targeted at a recipient with whom the M2M Node already has an established Security Association (SA). 
The message requires authorization, authentication, and integrity. 
If the message originates from an M2M Node playing a basic subscriber role it requires privacy; if it originates from an M2M Node of a different type it may not require privacy. 
The message does not require confidentiality.

6.4.3
Individual private messages

In the individual private message communication model, an M2M Node sends a message to a specific recipient. The M2M Node does not have an established security association with the recipient. 
Messages require authorization, authentication, integrity, privacy and confidentiality. 
This communication model can be looked on as establishing a once‑off SA with the recipient. Its advantage over the use of an SA is that it does not require an SA establishment phase, so for exchanges with small numbers of messages it may be more efficient than establishing an SA proper.

6.4.4
Security Associations

A Security Association (SA) is a security relationship established between two or more M2M Nodes to enable them to exchange messages securely. The SA defines the set of cryptographic algorithms, keys, and other private and public parameters that are used to provide confidentiality, authentication and integrity in one direction over one point‑to‑point connection. A security association may be duplicated across all authorized receivers in a multicast group and each sender may have multiple security associations.

At the time the SA is established, the M2M Nodes authorize and authenticate to each other using the appropriate authentication tickets and establish the cryptographic material that is associated with that SA. The ongoing correct use of the cryptographic material in the SA provides a level of assurance that the sending M2M Node is still correctly authorized and authenticated.

The parties in an SA may choose from time to time to re-negotiate the SA. Re-negotiation requires that the parties reauthorize and re-authenticate to each other using the appropriate tickets.

NOTE:
Credential sets may be in the form of authentication or authorisation tickets that are exchanged between parties. The choice of ticket is established by the context.

The parties to an SA shall establish an SA identifier (SAID) which shall be used to allow recipients to identify the SA applied to a particular message. If the SAID is sent in clear text, it shall be changed from time to time. The SAID may be used across multiple communications sessions.
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