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Introduction
This document proposes to add a secure channel protocol that is applied between entities residing in the same physical device within the field domain. A reference to existing standards is made to include that security feature.
Several security associations have to be distinguished:

-----------------------Start of change 1-------------------------------------------
6
Security CSF Components and Interactions
6.1
Interaction on Reference Points
6.1.1
Mca-Reference Point

The Security CSF offers ADN-AEs, ASN-AEs and MN-AEs its Security API through the Mca-Reference point. Implementation of the Security CSF and its Security API is dependent on the operating system of the physical device it resides in. 

Editor’s note: Categories of physical devices are currently discussed in WI-0006. Depending on the outcome of this WID, definitions of Security CSF may have to be adapted.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.3.3
Security Association Establishment

This component shall provide functions to establish a security association between different entities. Following cases are distinguished:
· End to end secure connection between entities distributed over the Field Domain and Infrastructure Domain and communicating over multiple reference points, e.g. between ASN-AE and IN-AE 
· Secure connection between entities residing in the field domain
In addition, the Security Association Establishment component shall be able to use an existing security association to perform the following functions:

· Set up a Secure Connection via secure session establishment.

· Set up a Secure Connection via object security.

The Security Association Establishment component may rely on an external M2M Authentication Function to establish security associations.  
Editor’s note: to be completed.


6.3.3.2
Field Domain security association
In some cases a security association between entities within the Field Domain has to be established. Following combinations are considered:

· Security association between entities within the same ASN or MN and communicating over Mca, i.e. between ASN-AE and ASN-CSE or between MN-AE and MN-CSE

· Security association between entities residing within the field domain and communicating over Mca but not resident within the same node, i.e. between ADN-AE and MN-CSE

To protect the communication between those entities over the Mca reference point, a secure connection shall be established as specified in [b]. 
Editor’s note: Suitability of a Secure Channel Protocol (SCP) according to [a] is FFS.

-----------------------End of change 2-------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[2]
Open Mobile API specification V2.0.5
[a]
GlobalPlatform Card Technology Secure Channel Protocol 03, Version 1.1
[b]
ETSI TS 102 484 Secure channel between a UICC and an end-point terminal
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.3
Abbreviations

SCP
Secure Channel Protocol
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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