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Introduction
This document proposes to add API functions enabling differnet types of AEs to call certain security services of the security CSF. The API is offered on the Mca reference point and in a first version only applies to the field domain. The document is intended as a starting point and is not complete. The intention is to agree on the basic principle to add such an API to the specification.
In addition the document proposes to add some security service related resources. Those resources are kept within the security CSF or the SE respectively. The resources are accessible via the security API and managed via the security administration API or other administration interfaces such as OTA.

To support this the present document outlines:

· Basic principle that the API only applies to field domain and the Mca

· Several API functions

· References to dedicated SE such as Secure Element and TEE

· Update to the resource structure, clarifying that those resources are kept within the SE

-----------------------Start of change 1-------------------------------------------
7
Security  Services
7.1
Overview
The Security API (S-API) as defined within the present clause applies to the following field domain nodes:

· Application Dedicated Node

· Application Service Node

· Middle Node
Editor’s note: definition of a S-API for infrastructure domain components is FFS.
The S-API is made available on the Mca reference point and provides high level Security Service API (SSer-API) methods for all security functions within the security functions layer as depicted  in figure 5-1. The SSer-API relies on the Secure Environment Abstraction layer that is responsible to accomplish the communication to the secure environments available within the Secure Environment Layer. 
7.2
Generic Methods

Depending on the CSE configuration, the security functions and levels as well as the Secure Environments may vary. For this purpose an API is required to discover available security functions, levels and environments.
The following generic methods shall be implemented:

openSession(): Establishes an active session between the AE and the Security CSF. An active session is required to use any security function.

Editor’s note: Method details / parameters to be completed.

closeSession(): Close a previously opened session.

Editor’s note: Method details / parameters to be completed.

GET_SecLevel(): Returns the list of available security levels of the available Secure Environments.

Editor’s note: Method details / parameters to be completed.

GET_SE(): Detects the types and characteristics of all available Secure Environments available within the respective field domain CSE. The GET_SE() method returns the Secure Environment Attribute as defined in clause 5.2.

Editor’s note: Method details / parameters to be completed. In addition the Secure Environment Resource in clause 5.2 needs to be completed

SELECT_SE(): Selects the indicated Secure Environment based on the SE security level and/or the SE_ID. Other parameters may be provided by the AE.

Editor’s note: Method details / parameters to be completed. In addition the Secure Environment Resource in clause 5.2 needs to be completed

GET_SESecLevel(): Returns the security level associated to a particular secure environment.

Editor’s note: Method details / parameters to be completed.

7.3
Secure Environment Abstraction
The Secure Environment Abstraction API (SAb-API) provides a communication framework to the secure environment. The physical communication to the SE depends on its characteristics and its integration within the Security CSF. Following types of SEs are distinguished within the scope of the present document:
· Secure Element as defined in [x]
· TEE as defined in [za]
Editor’s note: additional Secure Environments are FFS.

7.3.1
Secure Element
If the Secure Environment is implemented as a Secure Element according to [x] the Secure Environment Abstraction shall be implemented according to the Transport API as defined in [2].


7.3.2
TEE

If the Secure Environment is implemented as a TEE according to [za] the Secure Environment Abstraction shall be implemented as defined in [3].

7.4
Security Services API
7.4.1
Authorization

The following Authorization API functions shall be supported: 
authorize(REQUESTER, ENTITY, OPERATION): Authorizes REQUESTER within the SE to get access to ENTITY in order to perform indicated OPERATION.
Boolean isAuthorized(REQUESTER, OPERATION): checks the authorization status of REQUESTER.
Editor’s note: to be completed

7.4.2
Sensitive Data Handling


Sensitive Data Handling provides access to data securely stored within the SE. Following functions shall be supported:
storeData(AE_ID, SE_ID, DATA): stores DATA of the associated AE within the secure storage of the indicated SE
retrieveData(AE_ID, SE_ID, DATA): retrieves the DATA associated to the given AE from the indicated SE and transfers it to the authorized AE
deleteData(AE_ID, SE_ID, DATA): deletes DATA of the calling entity AE_ID from the indicated SE if it is authorized to perform this activity.
Boolean hasValue(): checks if data is stored for a specific AE.
Editor’s note: Mapping to respective APIs as defined in [2] and [3,y] to be added in case the SE is a Secure Element or a TEE is FFS
Editor’s note: further functions are FFS.
7.4.3
Security Association

The Security Association API provides methods to establish a secure connection between entities. This API shall be implemented for the following scenarios:
· Secure connection establishment between ADN-AE and MN-CSE

· Secure connection establishment between ASN-AE and ASN-CSE

· Secure connection establishment between MN-AE and MN-CSE

NOTE: This API is not applicable for a secure connection establishment between ADN-AE and IN-CSE.
The following methods shall be supported:
OpenChannel()

CloseChannel()

SelectChannel()
isChannelEstablished()
Editor’s note: to be completed.

Editor’s note: Reference to [a] and [b] ETSI or GP secure channel is FFS.
7.4.4
Security Administration

Provides functions to securely administer the content of the SE locally. Remote administration as defined in clause 6.3.4.1 is not considered within this clause.
Editor’s note: add API functions required to provide Security Administration here.

Editor’s note: references to GP specifications are FFS.

7.4.5
Identity Management
Editor’s note: add API functions required to provide Identity Protection here.

7.4.6
Identification and Authentication
Provides authentication functions to perfom mutual authentication as defined in Annex X (General Mutual Authentication Mechanism).
Editor’s note: Mapping to Authentication Service API as defined in [2] to be added in case the SE is a Secure Element is FFS
Editor’s note: add API functions required to provide Authentication Service here.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

5.2
Resource Structure
5.2.1
Resource Type SecurityService
A <SecurityService> resource represents information about certain security services provided by a given CSE to an AE. The <SecurityService> resource shall be implemented within the Secure Environment of the given CSE. Modifications of the <SecurityCapability> resource shall only be possible via respective Security Administration functions.
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Figure 5-2: Security CSF resource structure



Editor’s note: Resource and attribute structure will be completed if the general approach is agreeable.
Table: Child resources of <SecurityService> resource
	Child Resource Name <Security Capability>
	Child Resource Type
	Multiplicity


	Description

	[variable]
	<SecurityLevels>
	1
	List of all supported security levels as well as the association of the security level to each available secure environment

	[variable]
	<Secure Environments>
	1..n
	List of all available Secure Environments

	[variable]
	<SecurityFunctions>
	1..n
	List of all supported security functions and its associated secure environment

	[variable]
	<SECaccessControl>
	1
	Definition of entities that are allowed to access / use security functions.


Table: Attributes of <SecurityService> resource
	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	SECCSF_ID
	1
	RO
	Identifier of the Security CSF

	Version
	
	
	

	…
	
	
	


Table: Child resources of <SecurityLevel> resource
	Child Resource Name <Security Capability>
	Child Resource Type
	Multiplicity


	Description

	[variable]
	<SecurityLevel>
	1..n
	List of all available Security Levels


Table: Attributes of < SecurityLevel> resource
	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	…
	
	
	

	SEC_Level
	1
	RO
	Security Level (see TR-0008 clause 6.1)

	… others tbd
	
	
	


Table: Child resources of <SecureEnvironment> resource
	Child Resource Name <Security Capability>
	Child Resource Type
	Multiplicity


	Description

	[variable]
	<Secure EnvironmentList>
	1..n
	List of all available Secure Environments


Table: Attributes of <SecureEnvironment> resource
	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	…other common attributes tbd
	
	
	

	SE_ID
	1
	RO
	The identifier of the respective SE

	SE_SF_ID
	0..n
	RO
	The identifiers of the security functions supported by the secure environment

	SF_SEC_Level
	0..n
	RO
	The security levels offered by the security function

	… others tbd
	
	
	


Table: Child resources of <SecurityFunction> resource
	Child Resource Name <Security Capability>
	Child Resource Type
	Multiplicity


	Description

	[variable]
	<SecurityFunction>
	1
	List of all available Security Functions


Table: Attributes of < SecurityFunction> resource
	AttributeName
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	parentID
	1
	RO
	See TS-0001 clause 9.6.1 where this common attribute is described.

	…other common attributes tbd
	
	
	

	SF_ID
	1
	RO
	The identifier of the respective security function

	SF_SE_ID
	0..n
	RO
	The identifiers of the secure environment supporting the security function

	SF_SEC_Level
	0..n
	RO
	The security levels offered by the security function

	… others tbd
	
	
	


-----------------------End of change 2-------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[2]
Open Mobile API specification V2.0.5
[3]
GlobalPlatform Device Technology TEE Client API Specification, Version 1.0
[a]
GlobalPlatform Card Technology Secure Channel Protocol 03, Version 1.1

[b]
ETSI TS 102 484 Secure channel between a UICC and an end-point terminal

[y]
GlobalPlatform Device Technology TEE Internal API Specification, Version 1.0
[za] 
GlobalPlatform Device Technology TEE System Architecture, Version 1.0
[x]

ISO/IEC 7816-4 Identification cards - Integrated circuit cards - Part 4: Organisation, security and commands for interchange 

-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.3
Abbreviations

 
SECCSF_ID
Security CSF Identifier

SE_ID
Secure Environment Identifier
SF_SE_ID
Secure Environment Identifier supporting a specific Security Function

SF_ID
Security Function Identifier
SF_SEC_Level
Security Level offered by a dedicated Security Function
TEE
Trusted Execution Enviroment
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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