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Introduction
Proposes to add clarifications to the remote administration of the security CSF as such and the sensitive data it stores on behalf of the M2M service layer. As the SE can be implemented in different ways references to applicable specifications are added for UICC and TEE.
-----------------------Start of change 1-------------------------------------------
6.3.4
Security Administration

The Security Administration component shall provide functions to manage the Security CSF including all its components, resources and attributes. This shall include management of resources provided via the SE. In addition it should provide functions to manage sensitive data such as identifiers and subscriptions on behalf of other entities.

Editor’s note: to be completed. Bootstrapping to be mentioned. Align with ARC related to provided functions. Align with MAS about responsibility.

6.3.4.1
Remote administration

The Security Administration component shall provide mechanisms for secure remote administration of sensitive data and functions stored in SE of M2M field domain nodes, reusing mechanisms provided by existing standards where appropriate.

6.3.4.1.1
Interworking with SE in 3GPP and 3GPP2

In case the SE of the underlying network is used and in case the underlying network is a 3GPP or 3GPP2 network, remote administration mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks shall be used to securely administrate both the SE and the sensitive data of the M2M Service Layer.

6.3.4.1.2
Interworking with Trusted Execution Environment
In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to [b], remote administration shall be implemented according to [a].

Editor’s note: appropriate additional specifications and interworking mechanisms for other transport networks are FFS.
-----------------------End of change 1-------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[a]
GlobalPlatform Device Technology TEE Administration framework, DRAFT
[b] 
GlobalPlatform Device Technology TEE System Architecture, Version 1.0
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.3
Abbreviations

TEE
Trusted Execution Environment
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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