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7
oneM2M Security Services

7.1
Session Credentials

The Session Credentials services consist of:

· Obtain Session Credentials;

· Update Session Credentials; and

· Remove Session Credentials.

7.1.1
Obtain Session Credentials

The Obtain Session Credentials is used by an M2M Node to access the M2M system.
7.1.1.1
Functional model

7.1.1.1.1
Functional model description

The functional model of the "Obtain Session Credentials" security service comprises the following functional entities:

· In the M2M Node (ASN/MN):

· Invoke Enrolment.

· Session Request.

· Process Authentication.

· In the M2M Infrastructure:

· Enrol M2M Node.

· Authenticate M2M Node.

The following relationships exist between the functional entities:

ra:
between Invoke Enrolment and Session Request;
rb:
between Session Request and Enrol M2M Node;

rc:
between Enrol M2M Node and Authenticate M2M Node;
rd:
between Authenticate M2M Node and Process Authentication.

7.1.1.1.2
Description of functional entities

7.1.1.1.2.1
Invoke Enrolment

The Invoke Enrolment functional entity detects the need for the M2M Node to enrol with the M2M infrastructure and initiates the enrolment procedure.

7.1.1.1.2.2
Session Request

The Session Request functional entity delivers a Session Request to the M2M infrastructure, receives the associated response and stores the received secure communication parameters within the M2M Node.

7.1.1.1.2.3
Enrol M2M Node
The Enrol M2M Node functional entity receives a request for registration from an M2M Node, initiates the authentication of the subscriber and if successful, delivers a positive response containing the parameters necessary for ongoing secure communication to the M2M Node.

7.1.1.1.2.4
Authenticate M2M Node
The Authenticate M2M Node functional entity validates the identification information provided by Enrol M2M Node functional entity.

7.1.1.1.2.5
Process Authentication

The Process Authentication functional entity provides the response to the challenge from the Authenticate M2M Node functional entity.

7.1.1.2
Information flows

7.1.1.2.1
Definition of information flows

7.1.1.2.1.1
Marking convention

In the tables identifying the contents of individual information flow in the present documents, the letter "M" in either the "Request" or "Confirm" column indicates that the associated information element is mandatory. The letter "O" indicates that the information element is optional.

7.1.1.2.1.2
Enrol

Enrol is a confirmed information flow across relationship ra from Invoke Enrolment to Session Request which is used to initiate the M2M Node security registration process. It contains the service elements specified in table 4.

Table 4: Contents of the Enrol information flow

	Service elements
	Allowed values
	Request
	Confirm

	Canonical identity
	Character string:

   Permanent identifier
	M
	

	M2M Node Key
	Public or symmetric key identifier
	M
	

	Enrolment result
	- Accepted

- Rejected
	
	M

	List of enrolment credentials
	Temporary identities
	
	O (note 1)

	Cause of rejection
	- Canonical identity unknown

- User not permitted to enrol

- User authentication failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the enrolment result is "Accepted".

NOTE 2:
This service element shall be included if the enrolment result is "Rejected".


7.1.1.2.1.3
Session Request

Session Request is a confirmed information flow across relationship rb from Session Request to Enrol M2M Node which is used to request that the M2M Node is enrolled by the infrastructure. It contains the service elements specified in table 5.

Table 5: Contents of the Enrolment Request information element

	Service elements
	Allowed values
	Request
	Confirm

	Canonical identity
	Character string:

   Permanent identifier
	M
	M

	M2M Node Key
	Public or symmetric key identifier
	M
	

	Network identifier
	Character string
	
	M

	Network challenge
	Randomly generated character string (note 1)
	M
	

	Registration result
	- Accepted

- Rejected
	
	M

	List of enrolment credentials
	Temporary identities (note 2)
	
	O (note 3)

	Cause of rejection
	- Canonical identity unknown

- User not permitted to enrol

- User authentication failed
	
	O (note 4)

	NOTE 1:
Encrypted using the MAF Key and cryptographically signed using the M2M Node key.

NOTE 2:
Encrypted using the M2M Node key and cryptographically signed using the MAF Key.

NOTE 3:
This service element shall be included if the registration result is "Accepted".

NOTE 4:
This service element shall be included if the registration result is "Rejected".


7.1.1.2.1.4
Authentication Request

Authentication Request is a confirmed information flow across relationship rc from Enrol M2M Node to Authenticate M2M Node which is used to request that the M2M Node identity is validated. It contains the service elements specified in table 6.

Table 6: Contents of the Authentication Request information flow

	Service elements
	Allowed values
	Request
	Confirm

	Canonical identity
	Character string:

   Permanent identifier
	M
	M

	Network identifier
	Character string
	M
	M

	Network challenge
	Randomly generated character string (note 1)
	M
	

	Authentication result
	- Passed

- Failed
	
	M

	Cause of failure
	- User authentication disabled

- User authentication failed
	
	O (note 2)

	NOTE 1:
Encrypted using the MAF Key and cryptographically signed using the M2M Node key.

NOTE 2:
This service element shall be included if the authentication result is "Failed".


7.1.1.2.1.5
Enrolment Challenge

Enrolment Challenge is a confirmed information flow across relationship rd from Authenticate M2M Node to Process Authentication to exchange and validate authentication challenges. It contains the service elements specified in table 7.

Table 7: Contents of the Enrolment Challenge information flow

	Service elements
	Allowed values
	Request
	Confirm

	Canonical identity
	Character string:

   Permanent identifier
	
	M

	Network identifier
	Character string
	M
	M

	Network challenge response
	Result of cryptographically processing the received network challenge (note 1)
	M
	

	M2M Node challenge
	Randomly generated character string (note 1)
	M
	

	M2M Node response
	Result of cryptographically processing the received vehicle challenge (note 1)
	
	M

	Enrolment result
	- Successful

- Failed
	
	M

	Cause of failure
	- Canonical identity unknown

- M2M Node not permitted to enrol

- M2M Node authentication failed
	
	O (note 3)

	NOTE 1:
Encrypted using the MAF Key and cryptographically signed using the M2M Node key.

NOTE 2:
Encrypted using the M2M Node key and cryptographically signed using the MAF Key.

NOTE 3:
This service element shall be included if the authentication result is "Failed".


7.1.2
Update Session Credentials

7.1.2.1
Functional model

7.1.2.1.1
Functional model description

Upon request from an M2M Node the Update Session Credentials security service is able to update its session credentials. 

The functional model of the "Update Session Credentials" security service comprises the following functional entities:

· In the M2M Node:

· Update Session Credentials.

· In the M2M infrastructure:

· Request Session credentials.

· Issue Session Credentials.

The following relationships exist between the functional entities:

pa:
between Update Session Credentials and Request Session Credentials;
pb:
between Request Session Credentials and Issue Session Credentials;
pc:
between Issue Session Credentials and Update Session Credentials.
7.1.2.1.2
Description of functional entities

7.1.2.1.2.1
Update Session Credentials

The Update Session Credentials functional entity detects the need to update the list of session credentials used to communicate over Mcc and sends an update request to the M2M infrastructure on behalf of the M2M Node.

7.1.2.1.2.2
Request Session Credentials

The Request Session Credentials functional entity receives the update request and creates a set of accountable session credentials which are linked to the true identity of the requesting M2M Node.

NOTE:
Session Credentials need to be accountable and to ensure privacy on behalf of the session credentials holder. The linkage between session credentials and the session credentials holder is stored in a manner that makes it accessible only to authorities. 

7.1.2.1.2.3
Issue Session Credentials

The Issue Session Credentials functional entity packages the session credentials into a randomised list, encrypts and signs the list and sends it to the requesting M2M Node.

7.1.2.2
Information flows

7.1.2.2.1
Definition of information flows

7.1.2.2.1.1
Update Session Credentials

Update Session Credentials is a confirmed information flow across relationship pa from Update Session Credentials to Request Session Credentials which is used to initiate the update session credentials process. It contains the service elements specified in table 8.

Table 8: Contents of the Update Session Credentials information flow

	Service elements
	Allowed values
	Request
	Confirm

	Canonical identity
	Character string:

   Permanent identifier
	M
	

	M2M Node Key
	Public or symmetric key
	M
	

	Update request result
	- Accepted

- Rejected
	
	M

	List of session credentials
	Temporary identities (note 3)
	
	O (note 1)

	Cause of rejection
	- Canonical identity unknown

- User not permitted to request 
  session credentials

- Failed to create session credentials
	
	O (note 2)

	NOTE 1:
This service element shall be included if the request result is "Accepted".

NOTE 2:
This service element shall be included if the request result is "Rejected".

NOTE 3:
Encrypted using the M2M Node key and cryptographically signed using the MAF Key.


7.1.2.2.1.2
Create Enrolment Credentials

Create Session Credentials is a confirmed information flow across relationship pb from Request Session Credentials to Issue Session Credentials which is used to create and validate that session credentials have been created and successfully linked to the real identity of the requesting M2M Node. It contains the service elements specified in table 9.

Table 9: Contents of the Create Session Credentials information flow

	Service elements
	Allowed values
	Request
	Confirm

	Canonical identity
	Character string:

   Permanent identifier 
	M
	

	Request result
	- Success

- Failure
	
	M

	Linked Session credentials
	Associations between real identity and temporary identities
	
	O (note 1)

	Cause of failure
	- Failed to create session credentials

- Link session credentials to identity 
  failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the request result is "Success".

NOTE 2:
This service element shall be included if the request result is "Failure".


7.1.3
Remove Session Credentials

The Remove Session Credentials security service provides the M2M system with the capability of removing the session of a previously enrolled M2M Node, thus nullifying any information currently in use by the M2M Node for communication with other M2M nodes. 

For the removal to be effective, the MAF and MZF shall on a regular basis exchange session credential and authorization status information. It is particularly important for the MAF to keep the MZF updated at all times to ensure an accurate publishing of authorization status updates. 

7.1.3.1
Functional model

7.1.3.1.1
Functional model description

The functional model of the "Remove Session Credentials" security service comprises the following functional entities:

· In the M2M Node:

· Remove session credentials.

· In the M2M Infrastructure:

· Invoke session credentials removal.

· Revoke session credentials.

· Distribute session revocation information.

The following relationships exist between the functional entities:

va:
between Invoke Session Credentials Removal and Revoke Session Credentials;
vb:
between Revoke Session Credentials and Distribute Session revocation information;
vc:
between Distribute session revocation information and Remove session credentials.
7.1.3.1.2
Description of functional entities

7.1.3.1.2.1
Invoke session credentials removal

The Invoke Session Credentials Removal functional entity detects the need to update the list of session credentials used to communicate over Mcc and sends an update request to the M2M infrastructure on behalf of the M2M Node.

7.1.3.1.2.2
Revoke session credentials

The Revoke Session Credentials functional entity receives the invoke session credential request and initiate the session credential removal procedure, which if successful, removes the particular session credentials from the M2M infrastructure session credentials repository and distribute the revocation information across the M2M infrastructure, including MZF. 

7.1.3.1.2.3
Distribute session revocation information

The Distribute Session Revocation Information functional entity publishes the session revocation information across the M2M infrastructure and sends a push message to the M2M Node telling it to remove its session credentials.

7.1.3.1.2.4
Remove session credentials

The Remove Session Credentials functional entity receives a request to remove session credentials and removes the current session credentials and any information linked to or using the credentials locally on the M2M Node.

7.1.3.2
Information flows

7.1.3.2.1
Definition of information flows

7.1.3.2.1.1
Invoke Credentials Removal

Invoke Credentials Removal is a confirmed information flow across relationship va from Invoke Session Credentials Removal to Revoke Session Credentials which is used to initiate the session credentials removal process. It contains the service elements specified in table 10.

Table 10: Contents of the Invoke Credentials Removal information flow

	Service elements
	Allowed values
	Request
	Confirm

	Session credential
	Temporary identity previously allocated by the M2M infrastructure (note 2)
	M
	

	Session credential removal request
	Removal request field (note 2)
	
	

	Removal request result
	Accepted

Rejected
	
	M

	Cause of rejection
	- Subscription credential unknown

- Removal failed

- Distribution failed
	
	O (note 1)

	NOTE 1:
This service element shall be included if the request result is "Rejected".

NOTE 2:
Cryptographically signed using the MAF key.


7.1.3.2.1.2
Revoke Credentials

Revoke Credentials is a confirmed information flow across relationship vb from Invoke Session Credentials Removal to Revoke Session Credentials which is used to initiate the session credentials removal process. It contains the service elements specified in table 11.

Table 11: Contents of the Revoke Credentials information flow

	Service elements
	Allowed values
	Request
	Confirm

	Session credential
	Temporary identity previously allocated by the M2M infrastructure (note 2)
	M
	

	Session credential revocation result
	Successful

Failed
	
	M

	Cause of rejection
	- Session credential unknown

- Revocation failed

- Distribution failed
	
	O (note 1)

	NOTE 1:
This service element shall be included if the request result is "Failed".

NOTE 2:
Cryptographically signed using the MAF key.


7.1.3.2.1.3
Distribute Revocation

Distribute Revocation is a confirmed information flow across relationship vc from Distribute Session Revocation‑Information to Remove Session Credentials which is used to distribute the revocation information across the M2M Infrastructure and in particular to MZFs and other MAFs. It contains the service elements specified in table 12.

Table 12: Contents of the Distribute Revocation information flow

	Service elements
	Allowed values
	Request
	Confirm

	Session credential
	Temporary identity previously allocated by the ITS infrastructure (note 2)
	M
	

	Credential Removal result
	Successful

Failed
	
	M

	Cause of rejection
	- Distribution failed
	
	O (note 1)

	NOTE 1:
This service element shall be included if the request result is "Failed".

NOTE 2:
Cryptographically signed using the MAF key.


[image: image1][image: image2]
© 2014 oneM2M Partners

Page 1 (of 9)

