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7
oneM2M Security Services

7.2
Authorization Tickets

The Authorization Tickets services consist of:

· Obtain Authorization Tickets.

· Update Authorization Tickets.

· Publish Authorization Status.

· Update Local Authorization Status Repository.

7.2.1
Functional model

7.2.1.1
Functional model description

The functional model for the Authorization Tickets security service comprises the following functional entities:

· In the M2M Node:

· ASN/MN CSE Agent.

·  Authorization Manager.

· In the M2M Infrastructure:

· A-Ticket Distributor.

· Credentials Verifier.

· IN CSE Agent.

· Authorization Status Manager.

The following relationships exist between the functional entities:

ua:
between ASN/MN CSE Agent and Authorization Manager; 

ub:
between Authorization Manager and A-Ticket Distributor;
uc:
between A-Ticket Distributor and Credentials Verifier;
ud:
between Authorization Manager and Authorization Status Manager;
ue:
between Authorization Status Manager and IN CSE Agent;

uf;
between Authorization Status Manager and Credentials Verifier.
7.2.1.2
Description of functional entities

7.2.1.2.1
ASN/MN CSE Agent

The ASN/MN CSE Agent functional entity detects the need for the M2M Node to obtain authorization tickets from the M2M infrastructure and initiates the A-tickets request procedure.

The ASN/MN CSE Agent functional entity receives the list of authorization status updates from the Station Authorization Manager functional entity, processes the list and updates the local authorization status repository accordingly.

The ASN/MN CSE Agent functional entity detects the need to update the authorization status repository for the M2M Node and initiates the repository update procedure.

NOTE:
The repository is local to the ASN/MN CSE.
7.2.1.2.1.1
Authorization Manager

The Authorization Manager functional entity delivers an A-Ticket Request to the M2M infrastructure, receives the associated response and stores the received set of A-Tickets within the ASN/MN CSE.

The Authorization Manager functional entity receives the list of authorization status updates and forwards it to the ASN/MN CSE Agent. 

The Authorization Manager functional entity delivers an update repository request to the M2M infrastructure, receives the associated response and uses this information to update its local authorization status repository.

7.2.1.2.2
A-Ticket Distributor

The A- Ticket Distributor functional entity receives a request for A-Tickets from an M2M Node, initiates the A-tickets issuance process and, if successful, delivers a positive response containing the set of A-Tickets for future privacy protected communication to other M2M Nodes.

7.2.1.2.3
Credentials Verifier

The Credentials Verifier functional entity validates the credential information provided by A-Ticket Distributor functional entity.

7.2.1.2.4
IN CSE Agent

The IN CSE Agent functional entity detects the need to update authorization status either due to a time determined update schema or due to updates to status of one or more M2M field Node and initiates the update authorization status procedure. Note that the update is targeting the local authorization status repository of M2M field nodes.
7.2.1.2.5
Authorization Status Manager

The Authorization Status Manager functional entity receives the update authorization status request, initiates the update process and if successful, sends a list of authorization status updates to relevant M2M field nodes (e.g. M2M field nodes within range).

7.2.2
Obtain Authorization Tickets service

The Obtain Authorization Tickets service is used by an M2M Node to request and download authorization tickets from one or more MZF.

The functional model of the "Obtain Authorization Tickets" security service is specified in clause 7.2.1. 

7.2.2.1
Information flows

7.2.2.1.1
Definition of information flows

7.2.2.1.1.1
Get Authorization

Get Authorization is a confirmed information flow across relationship ua from ASN/MN CSE Agent to Request A‑Tickets which is used to initiate the issue authorization ticket process. It contains the service elements specified in table 13.

Table 13: Contents of the Get Authorization information flow

	Service elements
	Allowed values
	Request
	Confirm

	Enrolment Credentials
	Temporary identity previously
allocated by the M2M infrastructure
	M
	

	A-Tickets Request result
	- Accepted

- Rejected
	
	M

	List of A-tickets
	Temporary authorization parameters
	
	O (note 1)

	Cause of rejection
	- Session credentials unknown

- A-Tickets request disabled

- Authorization request failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the request result is "Accepted".

NOTE 2:
This service element shall be included if the request result is "Rejected".


7.2.2.1.1.2
Request Authorization

Request Authorization is a confirmed information flow across relationship ub from Authorization Manager to A-Ticket Distributor which is used to request and obtain necessary authorization tickets from the infrastructure. It contains the service elements specified in table 14.

Table 14: Contents of the Request Authorization information element

	Service elements
	Allowed values
	Request
	Confirm

	Session Credentials
	Temporary identity previously
allocated by the M2M infrastructure (note 3)
	M
	

	A-Tickets Request
	List of M2M applications/services for which authorization is requested (note 3)
	M
	

	M2M Field Node Key
	Public or symmetric key
	M
	

	A-Tickets Request result
	Accepted

Rejected
	
	M

	List of A-tickets
	Temporary authorization parameters
	
	O (note 1)

	Cause of rejection
	- Session credentials unknown

- A-Tickets request disabled

- No permission to use M2M application/service
- Authorization request failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the request result is "Accepted".

NOTE 2:
This service element shall be included if the request result is "Rejected".

NOTE 3:
Encrypted using the MZF Key and cryptographically signed using the M2M field node key.


7.2.2.1.1.3
Verify Credentials

Verify Credentials is a confirmed information flow across relationship uc from A-Ticket Distributor to Credentials Verifier which is used to check the correctness and validity of the enclosed M2M Field Node's temporary identity. It contains the service elements specified in table 15.

Table 15: Contents of the Verify Credentials information flow

	Service elements
	Allowed values
	Request
	Confirm

	Session Credentials
	Temporary identity previously
allocated by the M2M infrastructure
	M
	

	Verify Credentials result
	- Success

- Failure
	
	M

	Cause of rejection
	- Session credentials unknown

- Session credentials withdrawn

- Marked as misbehaving M2M Field Node
	
	O (note)

	NOTE:
This service element shall be included if the credential verification result is "Failed".


7.2.3
Update Authorization Tickets

7.2.3.1
Functional model

7.2.3.1.1
Functional model description

Authorization tickets are restricted in number and time and shall be updated regularly. The update interval is M2M service/application dependent and not specified in this document. The Update Authorization Tickets security service handles all kinds of A-tickets update.

The functional model of the "Update Authorization Tickets" security service is specified in clause 7.2.1. The functional entities involved and the relationships between them are shown in figure 12.

7.2.3.2
Information flows

7.2.3.2.1
Definition of information flows

7.2.3.2.1.1
Update Authorization

Update Authorization is a confirmed information flow across relationship ua from ASN/MN CSE Agent to Authorization Manager which is used to initiate the issue authorization ticket process. It contains the service elements specified in table 16.

Table 16: Contents of the Update Authorization information flow

	Service elements
	Allowed values
	Request
	Confirm

	Session Credentials
	Temporary identity previously
allocated by the M2M infrastructure
	M
	

	A-Tickets Update Request Result
	- Accepted

- Rejected
	
	M

	M2M Field Node Key
	Public or symmetric key
	M
	

	List of updated A-tickets
	Temporary authorization parameters
	
	O (note 1)

	Cause of rejection
	- Session credentials unknown

- A-Tickets update disabled

- Authorization update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the request result is "Accepted".

NOTE 2:
This service element shall be included if the request result is "Rejected".


7.2.3.2.1.2
Update A-Tickets

Update A-Tickets is a confirmed information flow across relationship ub from Update A-Tickets to A-Ticket Distributor which is used to request and obtain necessary authorization tickets from the infrastructure. It contains the service elements specified in table 17.

Table 17: Contents of the Update A-Tickets information element

	Service elements
	Allowed values
	Request
	Confirm

	Session Credentials
	Temporary identity previously
allocated by the M2M infrastructure
(note 3)
	M
	

	A-Tickets Update Request
	List of M2M applications/services for which authorization is requested (note 3)
	M
	

	A-Tickets Update Result
	- Accepted

- Rejected
	
	M

	List of updated A-tickets
	Temporary authorization parameters
	
	O (note 1)

	Cause of rejection
	- Session credentials unknown

- A-Tickets update disabled

- No permission to use M2M application/service
- Authorization update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the update request result is "Accepted".

NOTE 2:
This service element shall be included if the update request result is "Rejected".

NOTE 3:
Encrypted using the MZF Key and cryptographically signed using the M2M Field Node key.


7.2.3.2.1.3
Verify Credentials

Verify Credentials is a confirmed information flow across relationship uc from A-Ticket Distributor to Credentials Verifier which is used to check the correctness and validity of the enclosed M2M field Node's temporary identity. It contains the service elements specified in table 15.
7.2.4
Publish Authorization Status

The Publish Authorization Status security service sends authorization status information from the M2M infrastructure either on request from an M2M Field Node or when determined by any authoritative entity in the M2M Infrastructure to be necessary. Authorization status is used to mark particular M2M Field Node as misbehaving or otherwise not trustworthy or accountable in terms of either temporary disabling authorizations or removing authorizations altogether for a particular M2M Field Node.

The functional model of the "Publish Authorization Status" security service is specified in clause 7.2.2. 

7.2.4.1
Information flows

7.2.4.1.1
Definition of information flows

7.2.4.1.1.1
Broadcast Authorization Status

Broadcast Authorization Status is a confirmed information flow across relationship ue from IN CSE Agent to Authorization Status Manager which is used to initiate the authorization status update process. It contains the service elements specified in table 18.

Table 18: Contents of the Broadcast Authorization Status information flow

	Service elements
	Allowed values
	Request
	Confirm

	Authoritative Credentials
	Trustworthy and Assured Identity of the Authority requesting the authorization status update
	M
	

	Broadcast Authorization Status Request
	- Accepted

- Rejected
	
	M

	Authorization Status Update Information
	List of authorization status updates
	
	O (note 1)

	Cause of rejection
	- Authoritative credentials unknown

- Status update disabled

- Status update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the update request result is "Accepted".

NOTE 2:
This service element shall be included if the update request result is "Rejected".


7.2.4.1.1.2
Authorization Status

Authorization Status is a confirmed information flow across relationship ud from Authorization Status Manager to Authorization Manager which is used for the M2M Infrastructure to push status updates to M2M Field Nodes. It contains the service elements specified in table 19.

Table 19: Contents of the Authorization Status information flow

	Service elements
	Allowed values
	Request
	Confirm

	Authoritative Credentials
	Trustworthy and Assured Identity of the Authority requesting the authorization status update
	M
	

	Broadcast Authorization Status Request
	- Accepted

- Rejected
	
	M

	Authorization Status Update Information
	List of authorization status updates (note 3)
	
	O (note 1)

	Cause of rejection
	- Authoritative credentials unknown

- Status update disabled

- Status update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the update push result is "Accepted".

NOTE 2:
This service element shall be included if the update push result is "Rejected".

NOTE 3:
Cryptographically signed using the Authoritative key.


7.2.4.1.1.3
Authorization Status Update

Authorization Status Update is a confirmed information flow across relationship ua from Authorization Manager to ASN/MN CSE Agent which is used for the M2M Node to receive and process update information pushed from the M2M Infrastructure. It contains the service elements specified in table 19.

Table 20: Contents of the Authorization Status Update information flow

	Service elements
	Allowed values
	Request
	Confirm

	Authorization Status Update Information
	List of authorization status updates
	
	O (note 1)

	Authorization Status Update Result
	- Accepted

- Rejected
	
	M

	Cause of rejection
	- Status update disabled

- Status update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the update request result is "Accepted".

NOTE 2:
This service element shall be included if the update request result is "Rejected".


7.2.5
Update Local Authorization Status Repository

In cases where the M2M Field Node does not have access to the M2M infrastructure, it uses a local authorization status repository to check authorization information presented to it by other M2M field Nodes. This local repository is updated on a regular basis when the M2M Node gains access to the M2M infrastructure. 

The functional model of the "Update Local Authorization Status Repository" security service is specified in clause 7.2.2. 

7.2.5.1
Information flows

7.2.5.1.1
Definition of information flows

7.2.5.1.1.1
Update Status Repository

Update Status Repository is a confirmed information flow across relationship ua from ASN/MN CSE Agent to Authorization Manager which is used to initiate the update local repository process. It contains the service elements specified in table 21.

Table 21: Contents of the Update Status Repository information flow

	Service elements
	Allowed values
	Request
	Confirm

	Session Credentials
	Temporary identity previously
allocated by the M2M infrastructure
	M
	

	Repository Update Request
	- Accepted

- Rejected
	
	M

	Authorization Status Update Information
	List of authorization status updates
	
	O (note 1)

	Cause of rejection
	- Session credentials unknown

- Repository update disabled

- Repository update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the update request result is "Accepted".

NOTE 2:
This service element shall be included if the update request result is "Rejected".


7.2.5.1.1.2
Update Repository

Update Repository is a confirmed information flow across relationship ud from Authorization Manager to Authorization Status Manager which is used to request necessary authorization status information update from the M2M infrastructure. It contains the service elements specified in table 22.

Table 22: Contents of the Update Repository information element

	Service elements
	Allowed values
	Request
	Confirm

	Session Credentials
	Temporary identity previously
allocated by the M2M infrastructure (note 3)
	M
	

	Repository Update Request
	- Accepted

- Rejected
	
	M

	Authorization Status Update Information
	List of authorization status updates
	
	O (note 1)

	Cause of rejection
	- Session credentials unknown

- Repository update disabled

- Repository update failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the update request result is "Accepted".

NOTE 2:
This service element shall be included if the update request result is "Rejected".

NOTE 3:
Encrypted using the MZF Key and cryptographically signed using the M2M Field Node key.


7.2.5.1.1.3
Verify Credentials

Verify Credentials is a confirmed information flow across relationship uf from Authorization Status Manager to Enrolment Credentials Verifier which is used to check the correctness and validity of the relevant M2M Field Node's temporary identity. It contains the service elements specified in table 15.[image: image1][image: image2]
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