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oneM2M Security Services

7.3
Security Associations

7.3.1
Model

The use of a Security Association (SA) involves the following services:

· Establish Security Association:

· allows two M2M Nodes to establish a one-way SA so that one M2M Node may send securely to the other. In order to allow two M2M Nodes to establish a bi-directional secure communication this service shall be used twice;

· Update Security Association:

· allows two M2M Nodes that already share an SA to update any of the parameters of that SA;

· Send Secured Message over SA:

· allows two M2M Nodes who have established an SA to send and receive a message securely using that SA;

· Remove Security Association:

· allows two M2M Nodes to terminate an established SA.

7.3.1.1
Functional model

7.3.1.1.1
Functional model description

The functional model for the Security Associations group of security services comprises the following functional entities:

· In the Initiator:

· Security Association Initiator Agent.

· Initiator's Security Association Management.

· In the Responder:

· Security Association Responder Agent.

· Responder's Security Association Management.

The following relationships exist between the functional entities:

ra:
between the Security Association Initiator Agent and the Initiator's Security Association Management;
rb:
between the Initiator's Security Association Management and the Responder's Security Association Management;
rc:
between the Responder's Security Association Management and the Security Association Responder Agent.
7.3.1.1.2
Description of functional entities

7.3.1.1.2.1
Security Association Initiator Agent

The Security Association Initiator Agent functional entity determines the need for the Initiator to establish or update an SA with the Responder and initiates the establishment or update procedure.

7.3.1.1.2.2
Initiator's Security Association Management

The Initiator's Security Association Management functional entity establishes a dialogue with the Responder in order to:

· exchange keys and other cryptographic material;

· establish the authenticity of the Responder and the scope of its authorization;

· assert the authenticity of the Initiator and the scope of its authorization.

The Initiator's Security Association Management functional entity stores the SA keys and parameters.

7.3.1.1.2.3
Security Association Responder Agent

The Security Association Responder Agent functional entity responds to the request from the Initiator to establish or update an SA between the Initiator and the Responder.

7.3.1.1.2.4
Responder's Security Association Manager

The Responder's Security Association Manager functional entity communicates with the Initiator's Security Association Manager Functional Entity to establish the keys and identifier for a new or updated SA.
The Responder's Security Association Manager functional entity stores the SA keys and parameters.

7.3.2
Establish Security Association

A Security Association is established between two parties, the Initiator and the Responder, each of which is an M2M Node of any type.

The functional model of the "Establish Security Association" security service is specified in clause 7.3.1.1. The functional entities and the relationships between them are shown in figure 21.

7.3.2.1
Information flows

7.3.2.1.1
Definition of information flows

7.3.2.1.1.1
Initiate SA

Initiate SA is a confirmed information flow across relationship ra from Security Association Initiator Agent to initiator's Security Association Management. It contains the service elements specified in table 23.

Table 23: Contents of the Initiate SA information flow

	Service elements
	Allowed values
	Request
	Confirm

	Initiator's identifier
	Session Credentials
	M
	

	Responder's identifier
	Responder Authorization Credentials
	M
	

	Result
	- Success

- Failure
	
	M

	Security Association
	Set of Security Association Parameters
	
	O (note 1)

	Cause of rejection
	- No parameters in common with 
  Responder

- Administrative reasons
	
	O (note 2)

	NOTE 1:
This service element shall be included if the registration result is "Accepted".

NOTE 2:
This service element shall be included if the registration result is "Rejected".


7.3.2.1.1.2
Initiate SA Received

Initiate SA Received is a confirmed information flow across relationship rc from Responder's Security Association Management to Security Association Responder Agent. It contains the service elements specified in table 24.

Table 24: Contents of the Initiate SA Received information flow

	Service elements
	Allowed values
	Request
	Confirm

	Initiator's identifier
	Session Credentials
	M
	

	Security Association identifier
	Octet string
	M
	M

	Result
	- Success

- Failure
	
	M

	Cause of rejection
	- Administrative reasons
	
	O (note)

	NOTE:
This service element shall be included if the registration result is "Rejected".


7.3.2.1.1.3
SA Parameter Establishment 

SA Parameter Establishment is a confirmed information flow across relationship re from Initiator-side SA Parameter Establishment to Responder-side SA Parameter Establishment Invocation.

Prerequisites: This information flow is undertaken in response to SA Parameter Invocation.

Table 25: Contents of the SA Parameter Establishment information flow

	Service elements
	Allowed values
	Request
	Confirm

	Possible Security Associations
	Set of Security Association Parameters supported by the sending M2M Node
	M
	

	Result
	- Success

- Failure
	
	M

	Security Association
	Set of Security Association Parameters supported by the Initiator and the Responder
	
	O (note 1)

	Security Association Identifier
	Octet string 
	
	O (note 1)

	Cause of rejection
	- No parameters in common with 
  responder
	
	O (note 2)

	NOTE 1:
This service element shall be included if the parameter establishment result is "Success".

NOTE 2:
This service element shall be included if the parameter establishment result is "Failure".


7.3.2.1.1.4
SA Key Establishment 

7.3.2.1.1.4.1
Send Responder Key 

Send Responder Key is an unconfirmed information flow across relationship rb from Responder's Security Association Management to Initiator's Security Association Management. It contains the service elements specified in table 26.

Table 26: Contents of the Send Responder Key information flow

	Service elements
	Allowed values
	Request

	Security Association Identifier
	Octet string
	M

	Encryption key
	Public key
	O (note 1)

	Encryption key reference
	(note 2)
	O (note 1)

	Key authorization ticket
	
	M

	NOTE 1:
At least one of these elements shall be included in the information flow.

NOTE 2:
The value of this service element depends upon the nature of the user of the SA.


7.3.2.1.1.4.2
Initiator Keying Material

Initiator Keying material is a confirmed information flow across relationship rb from Responder's Security Association Management to Initiator's Security Association Management. It contains the service elements specified in table 27.
Table 27: Contents of the Initiator Keying Material information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association Identifier
	Octet string 
	M
	M

	Initiator's keying material
	Cryptographically secure random string encrypted using the Responder's public key
	M
	

	Response
	- The string encrypted in the Initiator's 
  keying material
- A hash of the string encrypted in the 
  Initiator's keying material

- Other valid information demonstrating
  the use of the key(s) derived from the
  Initiator's keying material
	
	M


NOTE:
The number of keys, their type and the means by which they are derived from the underlying secure random string are all outside the scope of the present document.
7.3.2.1.1.4.3
Send Initiator Key 

Send Initiator Key is an unconfirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 28.

Table 28: Contents of the Send Initiator Key information flow

	Service elements
	Allowed values
	Request

	Security Association Identifier
	
	M

	Encryption key
	Public key
	O (note 1)

	Encryption key reference
	(note 2)
	O (note 1)

	Key authorization ticket
	
	M

	NOTE 1:
At least one of these elements shall be included in the information flow. 

NOTE 2:
The value of this service element depends upon the nature of the user of the SA.


7.3.2.1.1.4.4
Responder Keying Material

Responder Keying Material is a confirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 29.
Table 29: Contents of the Responder Keying Material information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association Identifier
	Octet string 
	M
	M

	Responder's keying material
	Cryptographically secure random string encrypted using the Initiator's public key
	M
	

	Response
	- The string encrypted in the 
  Responder's keying material
- A hash of the string encrypted in the 
  Responder's keying material

- Other valid information demonstrating
  the use of the key(s) derived from the
  Responder's keying material
	
	M


NOTE:
The number of keys, their type and the means by which they are derived from the underlying secure random string are all beyond the scope of the present document.

7.3.2.1.1.5
Responder Authorization 

7.3.2.1.1.5.1
Send Responder Authorization Context

Send Responder Authorization Context is an unconfirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. . It contains the service elements specified in table 30.

Table 30: Contents of the Send Responder Authorization Context information flow

	Service elements
	Allowed values
	Request

	Security Association Identifier
	Octet string
	M

	Authorization ticket
	
	M

	Explicit context description
	Character string
	O (note 1)

	Context description reference
	(note 2)
	O (note 1)

	NOTE 1:
At least one of these elements shall be included in the information flow if the authorization ticket does not contain a description of the authorization context. 

NOTE 2:
The value of this service element depends upon the nature of the user of the SA.


7.3.2.1.1.5.1
Send Responder Authorization Key

Send Responder Authorization Key is an unconfirmed information flow across relationship rb from Responder's Security Association Management to Initiator's Security Association Management. It contains the service elements specified in table 31.

Table 31: Contents of the Send Responder Authorization Key information flow

	Service elements
	Allowed values
	Request

	Security Association Identifier
	Octet string
	M

	Encryption key
	Public key
	O (note 1)

	Encryption key reference
	Network address
	O (note 1)

	Authorization ticket
	
	O (note 2)

	Authorization ticket reference
	(note 4)
	O (note 2)

	Authorization code
	- Cryptographic signature generated 
  with a public key

- Cryptographic signature generated 
  with a symmetric key
	O (note 3)

	NOTE 1:
At least one of these service elements shall be included in the information flow if the Authorization ticket does not include the relevant public encryption key.

NOTE 2:
At least one of these service elements shall be included in the information flow.

NOTE 3:
This service element shall be included in the information flow if the Authorization ticket does not contain the relevant public encryption key.

NOTE 4:
The value of this service element depends upon the nature of the user of the SA.


7.3.2.1.1.5.2
Responder Authorization Challenge

Responder Authorization Challenge is a confirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association management. It contains the service elements specified in table 32.

Table 32: Contents of the Responder Authorization Challenge information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association Identifier
	Octet string 
	M
	M

	Encryption challenge
	Cryptographically secure random string encrypted using the Responder's authorization public key
	O (note 1)
	

	Authentication challenge
	Cryptographically secure random string encrypted using the Responder's authorization public key
	O (note 1)
	

	Response
	- The string encrypted in the Challenge
- A hash of the string encrypted in the 
  Challenge

- Other valid information demonstrating
  the use of the key(s) derived from the
  Challenge
	
	O (note 2)

	Authorization ticket
	
	
	O (note 3)

	Authorization code
	- Cryptographic signature generated 
  with a public key

- Cryptographic signature generated 
  with a symmetric key
	
	O (note 3)

	NOTE 1:
One of these service elements shall be included in the information flow.
NOTE 2:
Mandatory if the Encryption challenge element is included in the Request information flow.
NOTE 3:
Mandatory if the Authentication challenge is included in the Request information flow.


7.3.2.1.1.5.3
Initiator Authorization

7.3.2.1.1.5.4
Send Initiator Authorization Key

Initiator Authorization Using Public-Key Encryption: Send Key is an unconfirmed information flow across relationship rb from Responder's Security Association Management to Initiator's Security Association Management. It contains the service elements specified in table 33.

Table 33: Contents of the Send Initiator Authorization Key information flow

	Service elements
	Allowed values
	Request

	Security Association Identifier
	Octet string
	M

	Encryption key
	Public key
	O (note 1)

	Encryption key reference
	Network address
	O (note 1)

	Authorization ticket
	
	O (note 2)

	Authorization ticket reference
	(note 4)
	O (note 2)

	Authorization code
	- Cryptographic signature generated 
  with a public key

- Cryptographic signature generated 
  with a symmetric key
	O (note 3)

	NOTE 1:
At least one of these service elements shall be included in the information flow if the Authorization ticket does not include the relevant public encryption key.

NOTE 2:
At least one of these service elements shall be included in the information flow.

NOTE 3:
This service element shall be included in the information flow if the Authorization ticket does not contain the relevant public encryption key. 

NOTE 4:
The value of this service element depends upon the nature of the user of the SA.


7.3.2.1.1.5.5
Initiator Authorization Challenge

Initiator Authorization Challenge is an information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 34.

Table 34: Contents of the Initiator Authorization Challenge information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association Identifier
	Octet string 
	M
	M

	Encryption challenge
	Cryptographically secure random string encrypted using the Responder's authorization public key
	O (note 1)
	

	Authentication challenge
	Cryptographically secure random string encrypted using the Responder's authorization public key
	O (note 1)
	

	Response
	- The string encrypted in the Challenge
- A hash of the string encrypted in the 
  Challenge

- Other valid information demonstrating
  the use of the key(s) derived from the
  Challenge
	
	O (note 2)

	Authorization ticket
	
	
	O (note 3)

	Authorization code
	- Cryptographic signature generated 
  with a public key

- Cryptographic signature generated 
  with a symmetric key
	
	O (note 3)

	NOTE 1:
One of these service elements shall be included in the information flow.

NOTE 2:
Mandatory if the Encryption challenge service element is included in the Request information flow.

NOTE 3:
Mandatory if the Authentication challenge service element is included in the Request information flow.


7.3.2.1.1.6
SA Establishment Complete

SA Establishment Complete is an unconfirmed information flow across relationship rc from Responder's Security Association Management to Security Association Responder Agent. It contains the service elements specified in table 35.

Table 35: Contents of the SA Establishment Complete information flow

	Service elements
	Allowed values
	Request

	Security Association Identifier
	Octet string
	M

	Establishment result
	- Success
- Failure
	

	Failure cause
	Unable to match security parameters with Initiator
	O (note)

	NOTE:
This service element shall be included in the information flow if the establishment result is "Failure".


7.3.3
Update security association

The Update Security Association security service removes an existing SA and establishes a new SA with the parameters required by the Initiator. 

The functional model of the "Update Security Association" security service is specified in clause 7.3.1.1. 

7.3.3.1
Information flows

7.3.3.1.1
Definition of information flows

7.3.3.1.1.1
Update SA

Update SA is a confirmed information flow across relationship ra from Security Association Initiator Agent to Initiator's Security Association Management. It contains the service elements specified in table 36.

Table 36: Contents of the Update SA information flow

	Service elements
	Allowed values
	Request
	Confirm

	Existing Security Association identifier
	Octet string 
	M
	M

	New Security Association identifier
	Octet string 
	
	O (note)

	Update operation
	- Update SA identifier

- Update SA keys

- Update SA identifier and keys
	M
	

	Result
	- Accepted

- Rejected
	
	M

	NOTE:
This service element shall be included in the information flow if the returned result is "Accepted" and the Update operation was "Update SA identifier" or "Update SA identifier and keys".


7.3.3.1.1.2
SA Identifier Update 

SA Identifier Update is a confirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 37.

Table 37: Contents of the SA Identifier Update information flow

	Service elements
	Allowed values
	Request
	Confirm

	Existing Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	M
	O (note 1)

	New Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	M
	M (note 2)

	Result
	- Accepted

- Rejected
	
	M

	NOTE 1:
This service element shall be included in the information flow if the returned result is "Rejected.

NOTE 2:
This service element contains the Initiator's proposed new SA identifier if the returned result is "Accepted" or a different new SA identifier if the result is "Rejected".


7.3.3.1.1.3
SA Identifier Update Response

SA Identifier Update Response is an unconfirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 38.

Table 38: Contents of the SA Identifier Update Response information flow

	Service elements
	Allowed values
	Request

	Existing Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	O (note)

	New Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	M

	Result
	- Accepted
- Rejected
	M

	NOTE:
This service element shall be included in the information flow if the returned result is "Accepted".


7.3.3.1.1.4
SA Key Update 

SA Key Update is a confirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 39.

Table 39: Contents of the SA Key Update information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association identifier
	Octet string
	M (note 1)
	M

	New keying material
	- Encryption key
- Cryptographic string from which 
  the encryption key can be derived
	M (note 1)
	

	Responder keying material requested
	
	
	O

	Responder keying material
	- Encryption key
- Cryptographic string from which 
  the key can be derived
	
	O (note 1, 
note 2)

	Result
	- Accepted

- Rejected
	
	M

	Rejection reason
	- Decryption failure

- Unable to encrypt with Initiator key

- Unwilling to change key.
	
	O (note 3)

	NOTE 1:
This service element shall be encrypted using the existing keys associated with the SA.

NOTE 2:
This service element shall be included if the Responder keying material requested service element was included in the associated Request flow.

NOTE 3:
This service element shall be included if the returned result is "Rejected".


7.3.3.1.1.5
SA Key Update Response

SA Key Update Response is an unconfirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 40.

Table 40: Contents of the SA Key Update Response information flow

	Service elements
	Allowed values
	Request

	Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	M

	Result
	- Accepted
- Rejected
	M

	Rejection reason
	- Decryption failure

- Unwilling to change key.
	O (note)

	NOTE:
This service element shall be included in the information flow if the returned result is "Accepted".


7.3.3.1.1.6
SA Updated

SA Updated is an unconfirmed information flow across relationship rc from Responder's Security Association Management to Security Association Responder Agent. It contains the service elements specified in table 41.

Table 41: Contents of the SA Updated information flow

	Service elements
	Allowed values
	Request

	Existing Security Association identifier
	Octet string 
	M

	Update operation
	- SA identifier updated

- SA keys updated
	M

	New Security Association identifier
	Octet string
	O (note)

	NOTE:
This service element shall be included in the information flow if the Update operation service element is "SA identifier updated" or "SA identifier and keys update".


7.3.4
Send Secure Message

The Send Secure Message security service encrypts and authenticates an M2M message before it is transmitted to its destination.

This security service involves no exchange of information with entities outside the M2M Field Node.

7.3.5
Receive Secure Message

The Receive Secure Message security service authenticates and decrypts a secure M2M message received by the M2M Field Node.

This security service involves no exchange of information with entities outside the M2M Field Node.

7.3.6
Remove security association

The Remove Security Association security service marks a specified SA as invalid and, optionally, informs the Responder.

The functional model of the "Remove Security Association" security service is specified in clause 7.3.1.1. 

7.3.6.1
Information flows

7.3.6.1.1
Definition of information flows

7.3.6.1.1.1
Remove SA

Remove SA is a confirmed information flow across relationship ra from Security Association Initiator Agent to Initiator's Security Association Manager. It contains the service elements specified in table 42.

Table 42: Contents of the Remove SA information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association identifier
	Octet string
	M
	M

	Result
	- Accepted

- Rejected
	
	M

	Rejection reason
	- Unknown SA Identifier

- SA Identifier already marked invalid
	
	O (note)

	NOTE:
This service element shall be included if the returned result is "Rejected".


7.3.6.1.1.2
SA Removal

SA Removal is a confirmed information flow across relationship rb from Initiator's Security Association Management to Responder's Security Association Management. It contains the service elements specified in table 43.

Table 43: Contents of the SA Removal information flow

	Service elements
	Allowed values
	Request
	Confirm

	Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	M
	M

	Result
	- Accepted

- Rejected
	
	M

	Rejection reason
	- Unknown SA Identifier

- SA Identifier already marked invalid
	
	O (note)

	NOTE:
This service element shall be included if the returned result is "Rejected".


7.3.6.1.1.3
SA Removed

SA removed is an unconfirmed information flow across relationship rc from Responder's Security Association Management to Security Association Responder Agent. It contains the service elements specified in table 44.

Table 44: Contents of the SA Removed information flow

	Service elements
	Allowed values
	Request

	Security Association identifier
	Octet string encrypted using the keys associated with the existing SA
	M


[image: image1][image: image2]
© 2014 oneM2M Partners

Page 1 (of 13)

